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1 Introduction

1.1. About This Guide
2]
PaperCutNG

The PaperCut MF User Guide covers the setup, management and configuration of Paper-
Cut MF.

For information regarding how to configure and install PaperCut MF, see the Quick Start
Guide in Tour, and the accompanying sections, such as, Configuring Secondary Print Serv-
ers and Locally Attached Printers. Prior to installing the application, take a few moments to
read key sections of this manual. In addition, people new to print control might also find the
accompanying implementation guide available from the PaperCut Software website useful

in managing the deployment process.

The latest version of this manual in HTML and a printable PDF format are available from the

PaperCut Software International Pty. Ltd. website at https://www.papercut.com.

1.1.1. Expectations & Prerequisites

PaperCut MF is a network based server application. Experience with basic network con-
cepts, such as, server administration and network connectivity is expected. Prior to

installing or evaluating PaperCut MF you should be familiar with:
“ The concept of sharing printers and print servers
“ Understanding of client-server relationships

® Understanding of basic security concepts such as permissions, groups and users.

1.1.2. Terminology used in this document

To make reading this manual easier, the names of all of the screens, tabs and actions from

PaperCut MF are marked up in a different font. The User Details screen for instance.

! I Copyright © 1999-2016 PaperCut Software International Pty. Ltd. All Rights Reserved. 2 0f 1084
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A sub-screen or tab is indicated with an arrow. User Details > Adjustments means:

select Adjustments & Charges tab from the User Details screen.
User Interface Buttons are indicated by: Click OK to continue.
System output and keyboard input is indicated witha di f ferent font as well.

Field labels are indicated by Username.

o Note: Note are marked like this.

0 Tip: Tips provide useful advice to make your life easier.

G Example: Examples of how the function could be used.
Important: Important notes are marked like this.

e Caution: Indicate situations where you have to be careful what you are doing.

0 Warning: Where extreme care has to be taken.

1.2. What is PaperCut MF?
| ¥
PaperCutNG

PaperCut MF is a comprehensive print management system designed to seamlessly mon-
itor and control your resources with easy to use administrative and user tools that can be

securely accessed from anywhere on the network though a web browser.

Print management requirements vary from organization to organization, and often change
dramatically within an organization over time. PaperCut MF is designed for flexibility and
scalability and can be configured to meet your print management needs now and in the
future. Itis used in a wide variety of environments ranging from universities with large

printer fleets supporting over 100,000 users to smaller organizations that track printing for a
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fewer than 50 users on 3 or 4 printers. You can implement a basic system within a few
minutes, or if you need more than simple monitoring and reporting, you can configure power-
ful features that include differential pricing, blocking filters and programmatic control via

APIs and scripting. No matter where you start, you can easily adjust parameters to imple-

ment changes as gradually or quickly as you want.
Possible implementations can include:
“ Silent activity monitoring

® Visible activity monitoring and expense tracking by work area, projects and depart-

ments
® Quota/allowance enforcement
“ Charge per-print system
“ Combinations of all of the above to accommodate various user / group profiles

In addition PaperCut MF provides System Administrators with a kit of tools to manage print-

ers including:
“ Detailed logging and reporting
? Notifications for printer errors and low toner

“ Job blocking filters and re-direction

1.2.1. Benefits

+ Some of the key benefits of PaperCut MF are:

® Transfers accountability to users or departments by individually tracking activity.

* Creates environmental awareness by drawing users' attention to the impact of their

specific usage.

“ Reduces overall printing cost through job filtering, enforcing flexible quotas, or direct

cost recovery.
® Discourages overuse of IT resources by establishing a managed print environment.

® Improves efficiency by allowing administrators to create rules that can steer printing to

Copyright © 1999-2016 PaperCut Software International Pty. Ltd. All Rights Reserved. 4 0f1084
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designated printers for load balancing, to implement Find-Me printing, or to redirect

print jobs based on criteria defined using advanced scripting tools.

“ Improves network reliability by implementing rules to prevent printer queue jams,

queue hogging, and inappropriate printing types.

“ Protect intellectual property and conform to audit objectives by enabling features such

as print auditing and digital signatures.

1.2.2. Key Features

v Some of the key features of PaperCut MF are:

© Trackall printing activity by user, client account, printer and document metadata.
® Enforce per user quotas, or group account budgets

“ Differential print cost/charging allowing costs to be assigned on a per printer basis
with advanced options to charge different amounts based on document type (e.g.

color, grayscale or duplex), page size, user or group.

“ Hardware neutral solution supports all major printer types and operating systems. No

hardware vendor lock-in!

“ Both cross-platform and multi-platform support. Run a mix of Windows and/or Linux
print servers and support clients ranging from Windows, Mac, Linux, Unix and Novell
OES.

® User Web Tools allow end-users to track usage, transfer funds, request refunds and

upload documents from unauthenticated (wireless) laptops.

“ Provides end-users with advanced options to allocate print jobs to shared accounts,

cost centers, faculties or departments.

@ Single sign-on user authentication with native Active Directory integration or syn-

chronization with LDAP user accounts. (no separate passwords to manage!)

® Flexible hold/release queue support with Release Station software allowing admin-
istrators to implement management approved or secure user release printing envir-

onments.

® Service Oriented Architecture utilizing the latest software design methods including,
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test driven development, XML Web Services and layered architecture. This ensures

scalability and stability by design.

Advanced reporting and charts available in standard formats including PDF, Excel,
and HTML. All reports accessible from anywhere on the network via a standard web

browser.

Ability to run on top of leading 3rd party Relational Database Management Systems
(RDBMS) including Microsoft SQL Server, Oracle, MySQL and PostgreSQL Data-

base.
Enterprise level security and encryption based on SSL.

Open architecture with a powerful scripting language, source code access and API

documentation.

1.2.3. System Requirements

PaperCut MF supports the following server platforms:

]

Microsoft Windows 10 (Pro/Enterprise)

Microsoft Windows Server 2012 R2 (any edition)

Microsoft Windows Server 2012 (any edition)

Microsoft Windows Server 2008 R2 (any edition)

Microsoft Windows Server 2008 (any edition)

Microsoft Windows 8 (Pro/Enterprise editions)

Microsoft Windows 7 (any edition except Home editions)
Microsoft Windows Server 2003 (any edition)

Microsoft Windows Vista (any edition except Home editions)
Mac OS X 10.8 - 10.10 (i.e. Lion, Mountain Lion, Mavericks, Yosemite)
Novell Open Enterprise Server 11 (OES11)

Most modern Linux operating systems including:
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' Red Hat Enterprise Linux (6.0+)
* Novell SUSE Linux (11.0+)
“ Ubuntu (10.04+)
* Debian (6.0+)
' Others supporting GNU glibc 2.11 or higher.
Print queues can be hosted on:
“ Any Windows version listed above
® CUPS based print queues on Mac OS X 10.8 and above and Linux
® Novell OES

Servers and clients must use user ID/username based authentication (e.g. Active Dir-

ectory, Windows NT, LDAP, or local system accounts).

PaperCut supports a minimum of 768MB of memory, with 1GB or higher recommended.
Sites with more than 500 users should consider a server class system with more than 2GB
of RAM and 500MB of free disk space. When using Print Archiving at least 100GB of addi-

tional free disk space is recommended.

Site Servers have similar operating system and memory requirements to the Application
Server. However, Site Servers do not need to run the same operating system or database

as the Application Server. For more information, see Resiliency with Site Servers.

PaperCut MF supports approximately 90% of printers on the market. Where possible use

printers that support one of the two major printer language standards - Postscript or PCL.

Up-to-date information on printer compatibility is covered on the PaperCut Software web-

site knowledge base at: PaperCut Knowledge Base Printer Information

On workstation clients:
“ All supported Microsoft Windows platforms: Windows 10, 8, 7, Vista, XP
® Mac OS X 10.8 or higher recommended

® Most modern Linux and Unix Operating Systems (Java 8.0+ required for optional cli-

ent tool)
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1.3. How does PaperCut MF work?

Before explaining how PaperCut MF works at a technical and end-user level,read through

the following key concepts.

1.3.1. Key Concepts

Print Server

A print server is a system responsible for hosting print queues and sharing printer resources
to desktop clients/workstations. Users on the workstations submit print jobs to a print server
rather then directly to the printer itself. A print server can be a dedicated server but on many

networks this server can also perform other tasks such as file serving.

Print Queue

A print queue is first-in-first-out queue listing all jobs pending on a given printer.

User ID/Username

In a multi-user environment, users log on to a network or computer using a username and
password. These are often managed by services such as Active Directory or LDAP. The

username is known as the user's identity. PaperCut MF uses this identity to track printing.

Shared account

A shared account is a PaperCut MF term used to represent an account (pool of funds or
allocation group) accessible to multiple users. Accounts usually represent "work areas"

such as Departments, Faculties, Projects, Clients, Client/Matter, or Cost Centers.

Client/Server Model

Client software is a small program that runs on each workstation and communicates with a
server. The printing process on most networks works on a client/server model with clients
(workstations) submitting jobs to a server. PaperCut MF also uses the client/server model in

the optional client software to communicate with end-users.
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Application Server

An Application Server is a server program responsible for centrally processing business
logic and providing services to end-users. PaperCut MF uses the Application Server model
to provide a business logic unit for calculating user costs and providing a web browser inter-

face to end-users.

Information Provider

A provider is a software component or program responsible for providing information to an
Application Server. PaperCut MF uses providers to submit print queue/job information to its
Application Server. This information provider is called the Print Provider. Other important

providers included with PaperCut MF include user directory and authentication providers.

Web Application Interface

A web application is a software program that interacts with end-users via a web browser.
Examples range from Google, Microsoft SharePoint, Hotmail, Internet banking and router
management consoles. PaperCut MF provides a web-based interface for system admin-
istration and management. Web applications offer administration flexibility by allowing
access from any location on the network and avoid the need for installation of separate soft-

ware.

Scripting Language

A scripting language is a programming language that allows control of one or more soft-
ware applications. In PaperCut MF, you can use scripting to perform various administrative
functions such as modifying parameters for users, shared accounts or printers. It can also
be used for programmatic control during the print process to provide functionality such as
print job re-direction, user notifications / warnings and confirmation for large or expensive

print jobs.

Web Print Server

Web print server is the PaperCut terminology for a server that allows laptop (wireless)

users to upload Microsoft Office and PDF files to be printed on network printers from
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personal computers that are not authenticated to the network and do not have network

printer drivers.

1.3.2. Understanding the print process flow

To help explain what PaperCut MF is and how it works we'll introduce the system by

example. We'll start with a simple high school example:
The student's perspective (transparent quota control):

1. Chrisis a student at a local high school. He has logged onto the network using his
username, chris. j.smith, and is surfing the Internet. He selects Print from his

web browser to print out a web page for his school assignment.

2. The network administrator has allocated Chris a printing credit budget of $20.00 a
month. He can see his current account balance of $10.00 in the PaperCut Client Tool

window.

Details ...

3. A confirmation screen listing the number of pages and the cost of the print job is dis-

played on the Workstation.
4. Chris confirms the print job.
5. 5 pages come out of the printer.

6. The network administrator has set a cost-per-page inside PaperCut on the printer at
$0.10. Chris' 5 page document costs $0.50.

7. Chris' account balance is now at $9.50. He cancontinue to print until he submits a

print job that has a cost that is higher than the balance in his account.
The teacher's perspective (allocation to accounts):
1. Mattis an English and Mathematics teacher at the same local high school.

2. Matt needs to print out a 279 page document for his next class.
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3. The network administrator has configured PaperCut to charge users in the faculty
group $.01 per page, and has granted Matt access to charge to his personal account

or to the English or math department's shared accounts.

4. Matt clicks Print in the application.

5. The PaperCut client tool displays a popup and presents Matt with information about
the print jobs and requests an account selection. In this case accounts represent

Departments but could also represent projects or other work areas.

6. Matt selects the English department's shared account from the list.

& Print Job Notification

_' 1‘1‘ E Print Job Motification
- Confirm the print and selact the print action
Prink job details
Dacument name | Micresoft Ward - st doc
Frinter Library MFF
Cost |$2.79 Pages |279

Prink yob actions

() Charge to my personal account:
(%) Charge to shared account
Select the shared acoount to charge .., |E|

Selack the shared account bo dharge ..
Maths Departiment

7. The printjob is printed and the English department account is charged $2.79 for the

print job.
The technical perspective (behind the scenes):

1. When the teacher, Matt, prints from his application, his workstation transfers the print

job to the server and places it in the print queue.
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& Hp Lm.eu{le.t 2000 (=13
Printer  Docube Yiew Help
Document Mame Status Cwmer Fages Size Submitted

a { Printing - Google Search Error - Paused ... matt 2 102 KB 4:43:25PM 19097
EI Soringframevvork.org matk 5 247 KB 4:43:40 PM 190052
Iﬂﬁdmﬁ Corporation matt 1 220 KB 4:43:59 PM 1909/

£
3 docurnentis) in queus

|

2. The PaperCut Print Provider intercepts the print job in the queue prior to printing,

pauses it, and analyzes the information determining:
a. Who printed the document
b. The number of pages in the document
c. Otherinformation such as duplex, grayscale mode, paper size, etc.

3. The Print Provider submits the job's information to the Application Server to process

the business logic.

4. The Application Server determines that Matt needs to select the account to charge. It

notifies the Client Software on Matt's desktop.
5. The Client Software displays the Popup requesting for the user to select an account.

6. After Matt selects the account, the Application Server is notified of Matt selection. The

business logic validates that Matt is authorized to charge to the selected account.

7. The Application Server charges the appropriate account, logs the job and instructs
the Print Provider to resume or unpause the print job in the print queue allowing it to

proceed to the printer.

1.3.3. Architecture Overview

PaperCut MF was developed using the latest software development strategies, a strong
influence being Service Oriented Architecture (SOA). The Print Provider, Application
Server and Client Software all communicate with one another using XML-based web ser-

vices over HTTP.
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Figure 1: Architecture - an advanced configuration

A more detailed explanation of the architecture and support for multiple servers, Web Print
servers, server clustering, and payment gateways is provided in subsequent sections of
this User Guide.

1.4. The Top-Ten Hidden Features!
| r
PaperCutNG

Much of PaperCut MF flexibility and usefulness comes not from the features you can see,
but from the advanced hidden features. PaperCut MF is packed full of handy tools, utilities
and options and you will read about these throughout this guide. To provide a quick over-

view now, the most popular hidden features are:

1.4.1. One: Zero-install Client Deployment

PaperCut MF is implemented using 100% server-side logic and no client software is
required. A simple lightweight client tool is, however, provided so end-users have access to
advanced features such as shared accounts and the option of viewing their account bal-

ance in a popup window.
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Deploying client software can be a time consuming and fiddly process. To streamline the
process PaperCut MF allows its client to be run directly off a network share - you do not
need to install locally, or mess around with deployment tools! Just set the executable as a

startup program and it runs and auto-updates itself thereafter.

See User Client for more information.

1.4.2. Two: Remote Administration

PaperCut MF is a 100% web based application. Full system administration can be per-
formed from anywhere on the network via a standard web browser - no special admin soft-
ware is required! To access the administration section, point a browser at the server on port

9191:
http://[server name]:9191/admin
Encrypted SSL/HTTPS access is also available on port 9192:
https://[server name]:9192/admin

Access is granted to the built-in admin, or to any user with administrator level access.

1.4.3. Three: Mobile Printing & BYOD

Mobile Printing & BYOD enables printing from user-owned devices without the overhead of

installing printer drivers and managing workstation authentication to the server.

For example, in Web Print Microsoft Office or Adobe PDF files are uploaded using the same
User Web Tools available on network computers. Mobile Printing & BYOD is fully integ-
rated into PaperCut's standard print charging/accounting/quota process. It does not matter
if you're a staff user allocating to a faculty or department account, or a student charging to
your free print quota, the user account allocation experience the same as that seen when

printing from a networked desktop system.

PaperCut's Mobile Printing & BYOD has been widely deployed across education campuses
and is an ideal solution for offering print services via student owned laptops, netbooks or

hand held devices.

See for more information.
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1.4.4. Four: Shared accounts

Many organizations want to track their printing on more than a per-user level. With shared
accounts, users can allocate jobs to cost areas such as Faculties, Departments, Projects,
Clients, Cost Centers, or Pools. Shared accounts are selected via a customizable popup

window. Two popup window types are available:
* Standard - A simple account selection window design ideal for most users.

“ Advanced - An advanced account selection window designed for the power user
including features such as search, preference list, recent selections, comment entry
and invoicing options. This is ideal for businesses including Engineering, Law,
Accounting and Architecture Firms.

Access to accounts is controlled via integrated network group membership or optionally

PIN's.

See Shared accounts for more information.

1.4.5. Five: Secondary servers and Site Servers

PaperCut MF is an enterprise level application designed to be managed and controlled
from a central location. Multi-server environments are common in large organizations and
PaperCut MF handles them with ease. All servers are configured to report back to the cent-
ral Application Server. This ensures that all management, logging and control is cent-
ralized. Secondary servers and workstations with local printers run a light weight
monitoring component that communicates to the central server via XML Web Services

calls.

You can compliment secondary servers with a Site Server, which ensures continuity of
print services even if the Application Server is unavailable due to a network outage. For

more information, see Resiliency with Site Servers.

Servers and workstations can run the Site Server and secondary server software on any
supported operating system no matter what operating system is used on the Application

Server because PaperCut MF supports mixed or heterogeneous networks as well!

See Multi-Server and Multi-Site Deployments for more information.
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1.4.6. Six: Scripting

Scripting can be applied on a per printer basis to provide programatic control during the

print process. Possible applications include:

® Route the job to the cheapest compatible printer and notify the user of the change

(least-cost routing)
“ Prompt users to print large color jobs on a compatible low cost grayscale printer
© Charge printing during class time to the department
® Inform user when printer is in error and suggest a compatible alternative

See Advanced Scripting (Print Scripting) for more information.

1.4.7. Seven: Customizable Web Interface

The end-user interface can be quickly customized to make it look like an official part of your
organization's infrastructure. With some simple HTML, you can make the PaperCut MF

end-user interface look just like your existing web site or intranet site.

See Customizing the User web pages for more information.

1.4.8. Eight: XML Web Services and Command-line
Control

Many things these days are Web Services enabled. Not to be outdone, PaperCut MF
exposes dozens of API's via secured XML Web Services. This provides advanced admin-
istrators and developers with the ability to programmatically remotely control, integrate and
manage the application. The possibilities are endless... some of our users now have their lib-

rary fines hooked into the PaperCut MF system!

In addition to the Web Services API's, System Administrators can hook into the inner work-

ings of PaperCut MF using server commands and scripting.

With server commands you can use batch files or scripts to automate system functions such

as:
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“ Schedule "online" backups to coordinate with your existing backup processes. You do

not need to take the system down to take a data snapshot.

® Create users in PaperCut MF automatically and as part of your existing user creation

scripts.

“ Automatically import/sync list of accounts from a file, 3rd party system or existing dir-

ectory structure. (Great for Engineering and Architecture firms)

See The XML Web Services APl and Server Commands (server-command) for more

information.

1.4.9. Nine: 3rd Party Database Support

PaperCut MF ships with its own preconfigured and self-maintaining database. The system,
however, is database independent and can be run on top of a number of leading database
systems. Maybe you have an existing Microsoft SQL Cluster and want to take advantages
of this infrastructure. No problem! PaperCut MF can be quickly configured to hook into your

preferred database.

See Deployment on an External Database (RDBMS) for more information.

1.4.10. Ten: The Development Team

Software is only as good as the development process. PaperCut MF is developed in an
open and transparent fashion by a small development team. Suggestions and feedback are
encouraged and source code access is provided to our customers. The team works closely
with key system users to architect new features. A member of the development team is

online for 8 hours a day and is always happy to chat. Come visit us on our Live Web Chat

page!

See the PaperCut Software website https://www.papercut.com for more information.

1.5. Example User Information Sheets

Usually administrators are responsible for educating users about policy or system changes
when PaperCut MF is deployed on their network. Providing the right information and

guidelines for users is important for the success of any new system.
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This section contains examples of information sheets that you can distribute to users. The
purpose of these information sheets is to assist the administrator in providing important
information about the new system and how to use it. These examples can act as templates

or starting points for your own information sheets.
You can enhance the information sheets to include information such as:

® Details of your organization's printing policy, such as, the standard cost per page and

whether or not more printing balance can be added after the user has run out.
“ Location of the printers.
“ How to report problems or receive assistance, such as refunding a failed print job.
“ How to contact the help desk.

“ How to provide feedback about the new system.

1.5.1. Example 1: Printing with the popup con-
firmation window

New software to manage printing costs has been installed on the network. To allow effect-

ive printing, make sure you understand the following points:

1.5.1.1. Popup Confirmation Dialog

After sending a print job, a popup dialog is displayed asking you to confirm the details. Click
Print to confirm the job and agree to the cost. Otherwise, click Cancel if you no longer want

to print the job.

" Print Job Notification E
= Primt .Job Notificati
1.0 on
b Confirm the print
Prirk: job detais
Document name Microsoft Word - Document 1|
Brinter |sﬂv¢r‘|,|:|r|.|:|5r
Pages 16 Cost $1.60

[] Apply to all documents in queue (Jobs: 1) | oot || cancal |

=
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Note: Large documents might take a while to display the number of pages and cost.

1.5.1.2. The Printing Balance Window

After logging on to a workstation a window showing your printing balance is displayed.

% Balance for chris LE X}

www, example.org ﬁ

$10.00

Details ...

If the balance window is not visible (or if you have closed or minimized it) click the icon in

your system tray to show it again.

TTT———

W i 1222 pM

When you confirm a print job by clicking Print in the popup dialog the cost is deducted from

your printing balance.

1.5.1.3. Resolving Problems

If the popup window is not displayed or the icon is missing from your system tray, the print
control system is not active and printing is denied. Try restarting your system, or ask for

assistance if problems continue.

1.5.1.4. Printing Denied Message

If you do not have enough printing balance for a job, a Printing Denied message is dis-

played, and your document will not be printed.
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O Message
FRIMTING DEMIED

Mot encugh credit - You have tried to print 20 pages,
costing 52.00. There is $1.40 in the account.

iy L2 W 1223 PM

1.5.2. Example 2: Printing with shared accounts
(for staff)

New software to manage printing costs has been installed on the network. The system
allows the college to track printing expenses according to the individual, faculty or depart-

ment. To allow effective printing, make sure you understand the following points:

1.5.2.1. Shared Account Selection Popup window

After sending a print job, a popup dialog is displayed asking you to confirm the details. The
print job can be charged to your personal account (using your personal printing balance), or
to a shared account (a faculty, using the faculty budget). After choosing an account to
charge, click Print to confirm the job and agree to the cost. Otherwise, click Cancel if you

no longer want to print the job.
Select your personal account when printing non-faculty related documents. For example:
“ Printing your personal bank or phone statement.
“ Occasional personal use of a photo printer.
Select a shared account for faculty printing. For example:
© Student handouts.
“ Student reports.
“ Course syllabus.

“ Classlists.
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Selecting the right faculty account from the drop-down list is important. Different staff mem-
bers need access to different faculty accounts. If an account that you require is missing
from the list, please contact the System Administrator. Note that the use of faculty accounts

is monitored and faculty heads are provided with printing reports.

- Confirm the print and selact the print action

Print job detais
Dooument name  Microsaft Word = assigrmentl

Prirter bolhpacod\Library MFP
Pages 20
Print job actions
i) Charige bo my persanal account
i@ Charge bo shered account
Soence Department
i) Charge to shared account using PIN | Code
FIN | Code
) Pesform prink &5 user
Lisername
Password

| Apply b all documents in queue (Jobs: 1)

Note: Large documents might take a while to display the number of pages and cost.

1.5.2.2. Resolving Problems

If the popup window is not displayed or the icon is missing from your system tray, the print
control system is not active and printing is denied. Try restarting your system, or contact the

network administrator if problems continue.
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W = lx 12:22 PM

1.5.2.3. Printing Denied Message

If you do not have enough printing balance for a job, a Printing Denied message is dis-

played, and your document will not be printed.

{ € Message
FRIMTING DEMIED

Mot encugh credit - You have tried to print 20 pages,
costing 52.00. There is $1.40 in the account.

iy e 1228 P

1.5.3. Example 3: Printing using a Release Station

The printing procedure has been changed on the network. Now when you print a job, it is
not printed immediately, but instead is held in a queue. You need to attend a Release Sta-
tion and release the job to print. This new system ensures that you are present and ready to

collect your job.
1. Select Print from your application (e.g. File > Print)
2. Walk up to the Release Station located next to the printer.

3. Logintothe Release Station using your network username and password.
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To begin, enter your details ...

Lisername

[ERECATT T + & & & &

4. After login the system displays a list of print jobs. Search for your document by look-

ing for your user name or document name.

'( Print Release Station

Log out Refresh
Time User Printer Document Machine Pages Cost Action
17:01:56 chris mac-server\Wide Format Prin... Microsoft Outlook - Email windows-waorkst... 300 $30.00 Print  Cancel .
17:01:56 tom linux-server\Very_very_very_... Budget - LibreOffice Calc mac-workstation 248 524.80 Print  Cancel
17:01:56 tom windows-server\Library Printer Budget - LibreOffice Calc windows-laptop 85 %8.50 Print  Cancel
17:01:56 claire linux-server\Library Printer Microsoft Outlook - Email linux-workstation 54 $3.25 Print  Cancel
17:01:56 peter linux-server\Library MFP Untitled1 - LibreOffice Writer mac-laptop 57 $5.70 Print  Cancel
17:01:56 steven linux-server\Library Printer research paper.pdf linux-laptop 62 $3.50 Print  Cancel
17:01:55 harry linux-server\Library MFP http://slashdot.org/ mac-workstation 43 $4.30 Print  Cancel
17:01:55 bill linux-server\Very_very_very_... Email - Mozilla Firefox linux-workstation 154 $14.40 Print  Cancel
17:01:55 kate linux-server\Library MFP Microsoft Outlook - Email 192.168.0.1 60 $4.85 Print  Cancel
17:01:55 fan mac-server\Very very very_... Microsoft Word - Document1 mac-laptop 31 $2.10 Print  Cancel .
Cancel All

Note: If you can't find your print job, it might have 'timed out'. Print jobs are held by

the Release Station for 30 minutes. If they have not been released after this time

they are deleted.

5. Check the cost and details of the job.

6. Click Print to release the job. It can take up to 30 seconds for the printer to warm up

after clicking Print.

1.5.4. Example 4: Refunding a print job (for staff)

Selected staff members have been granted access to refund print jobs in the new print con-

trol system.

Reasons for refunding a print job include:
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“ There was a paper jam or the document failed to print correctly.
“ The document failed to print at an acceptable quality.

As a staff member, you will make an assessment about whether or not to issue a refund. A

print job can be fully or partially refunded. A full refund is the more common scenario.

1.5.4.1. Refund

Toissue a refund:

1. Login to the PaperCut MF administration interface atht tp: //server-

name : 9191 /admin using your network username and password.

2. Find the user to refund from the Users tab by entering their username in the Quick

find box or clicking their username.

3. Clickthe Job Log tab. The recent print jobs printed by the user is displayed, with the

most recent at the top.
4. Find the print job that needs refunding; then click the refund link next to it.

A2 User Details: kelly

[ Detais || Adjustments & Charges || Transaction Hstory [ Print Hstory
el

| w Show Fiter [ fiter active: remove |

nxi?
Duples No
Sep 8, 2000 11:95:47 AM  kelly Inux-gerverLbrary MEP 38 $3.80 Presentation - OpenOffice.org Impress m= 1 m [eait]
windows-lagtop
[l
Export/print [ &) (8
w Report basad on above data
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5. Enter acomment; then click OK.

‘.» Refund Print Job

Print Job Details Date: Sep B, 2009 11:46:47 &M

Job detais of the job to be refunded. e s ety
Pages: 38
Document: Presentabon - OpenOffice.org Impress
Cost: £3.80

Printer: Iinux -server \Library MFP

Refund Action
Refund Amount
Take an appropriste action. $3.80
Comment

PFrinter out of toner.

o | cancel |

1.5.4.2. Action Refund Requests

Users can send refund requests via user web interface. More informantion about this is

given in Refunding Print Jobs.
To action a refund request:

1. Login to the PaperCut MF administration interface athttp://server-

name: 9191 /admin using your network username and password.
2. Navigate to Printers > Refunds .
3. Locate the user's refund request.

4. To approve/reject click the approve/ reject link.
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& User Refund Requests

[ printer List 1] Jobs Pending Release || Notification Optiens |[ Print Log |[ Charts || Refunds

(¥ There are 6 refund requests pending.

[ Show Bter (At actve: e

Request Date 5 Username Amount Requested Reason Job petail Lebitsinn |
The printer was out of toner, Usage:  Sep 3, 2009 3:07:23PM
Pages: 1 [approve] [r 1] [ i]
Sep3, 2009 nzearpy  D0ANE Dbt $0.10) ost: 5010 e e e
Accepted: 10 = $0.. Printer:  mac-server|Office MEP
Rejected: 5 Document: PaperCut NG : Users : User ...
No reason given Usage: Sep 3, 2009 :3L:3IPM
Pages: 45
Seps, o9 mauoseM SIS {Jab&sguﬂ) cest: §450 (acprove] reject] [other]
Recepted: 1 Printer:  mac-server'Library MFP
Rejected: 5 Deaument: reseanch paper pdf
" Usage:  Sep 4, 2009 12:01:28PM
10 reason Given Pages: 55 rejeet]
Sen4, 200 12:12007p 1200 e 5.5 st 8550 leomrane] [stect] othe)
Accepted: 1 : $5. Printer:  macserverOffice MEP
eject Document: Microsoft PowerPoint - Presentation
printer out of toner. Only 50% of the job was completed. ';mﬂ‘ ﬁ“‘ R L0
seps, 2009 igasen 1900 . m;f';f;ﬁm = o om @ .
Accepted: 10 5 Printer:  mac-server\Library MFP
Rejected: 5 Document: Linttied - OnenOffice.org Witer

5. Togetan overview of user's refund requests click the other link. Use this to edit the

refund amount and write a comment.

& Refund Print Job

Print Job Details Date: Sep 4, 2009 11:56:20 AM
Charged to: john
Pages: 100
Document: Untited 1 - OpenOffice.org Writer
Cost: £10.00
Printer: maC-servar {Ubrary MR

Job detais of the job to be refunded.

Refund Request Detail
Information about the refund requested. Sep 4, 2009 12:16:43 PM
Usernama
john (Hstory: 1 Accepied, 1Rejected)

Amount Requested
§5.00

Reason
printer out of toner. Only 50% of the job was completed.

Refund Action

Take an appropriate action.

) Deny @ Refund Amount 55.00

Comment

Cancel
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1.5.5. Example 5: Adding credit using a
TopUp/Pre-Paid Card

New software to manage printing costs has been installed on the network. Without suf-
ficient printing credit in your account, printing is denied. To add more credit you can buy
TopUp/Pre-Paid Cards from the nominated venues around the college. Each card is a

voucher or coupon with a unique number. Make sure your card number is kept secret until

use.
To add credit to your account using a card:

1. Loginto a computer. Soon after login, your printing balance window is displayed.

2. Click the Details link on the balance window.

3. Aweb page is displayed requesting your network username and password.
4. After logging in click the Redeem Card link from the left menu.

5. Enter the number from the card. Enter it exactly as shown on the card including any

dashes (-).
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Redeem Card

Summary
Enter the Card number and press the "Redeem Card™ buiton to redeem.
Shared Accounts
R HOTE: All requests to redeem cards are logged.
ates

I Card numbos [ P-5830-0425-6630-5528-5682 ]
Ti fi
Lol Redeem Card

Transaction History

Recent Print Jobs
Recent Internet Use
Jobs Pending Release
Web Print

Log Cut

6. Click Redeem Card. The value of the card is immediately be added to your printing
balance.

7. Click Summary from the left menu and check your balance to confirm the card's

value has been added to your account.

Note: The card is valid for a single usage only. Recycle or dispose of the card after use.

1.5.6. Example 6: Printing from a wireless network
or laptop (Web Print)

The Web Print system allows students to print to college printers from their own laptops
without installing drivers. It works by offering a facility to upload documents in formats such
as PDF, DOC etc using a standard web browser. You access Web print from the print sys-

tem's User Web Tools.
The system can print documents that have the following file formats:

Table 2: Web Print Supported Applications

and File Formats

Application File Format(s)

Adobe Reader 9 PDF

Microsoft Office Excel 2007 XLS, XLSX, etc.
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Application File Format(s)

Microsoft Office PowerPoint 2007 PPT, PPTX, etc.
Microsoft Office Word 2007 DOC, DOCX, etc.

Microsoft XPS Document Writer XPS

Free PDF printers are available for download from several websites such as PDF Creator.

Printing from any application using the normal print function produces a PDF document

that you can upload using this system.

All Vista and higher versions of Microsoft Operating Systems have a virtual XPS printer that

works similarly to the PDF printers.

General |
Seiect Printer
o= Send To OneNote 2007
ﬁ ApeosPortdV C3373
5 QuickBooks PDF Converter
F | I | t
Status:  Ready [] Print to fie
Location:
Comment:
Page Range _
L Mumber of copies: 1 -%-
Celection Cumrert Page
i Pages: 1 /] Collate ha h
. . SIEIPE
Erter ether a single page rumber or & single j— 1
page range. For example, 512
[ Pt || Concs |

To print a document:

1. Openyourbrowsertohttps://[server-name] :9192/user and log in using

you network username and password. Select the Web Print link in the navigation

menu.
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Summary

Shared Accounts
Raftes

Redeem Card
Transfers
Transaction History
Recent Print Jobs
Jobs Pending Release

R

Lag Out

2. The front page contains a list of your active and recently submitted Web Print jobs. At

first the list is blank. Later the list shows the status of submitted jobs.

5 5 Document
Submit Time  Printer Pages Cost Status
Name

Jan 18 2012 desktop- Rendering successful.

% 1:52:07 PM tom2\TestPrinter | oorer-Paf Preparing job for
- processing.
Jan 18, 2012 desktop- Biclogy .
1:51:49 PM tomZ\TestFrinter  Homework doce 1 $010 Heldinaqueue

You might see a message at the top of the Active Jobs page with other information

that you need to know to use Web Print.

Web Print is a service to enable printing for laptop, wireless and unauthenticated
users without the need to install print drivers. To upload a document for printing, click
Submit a Job below.

Submit a Job »

3. Click Submit a Job to start the Web Print wizard.

4. The first step of the Web Print wizard is selecting a printer where your job will be prin-
ted.
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( m 2.Options 3. Upload
d

Select a printer:
History
tJobs Quick Find Find Printes
1 Release
Printer Hame A LocationDepartment
linu-zenveriOflice MFP WMaths Departiment Staff Room

) mac-severiWide Format Printar Graphic Design

_) windows-senernLibrary MFP Library Foyer

@ windows-sersenLibrary Printer Library Intarnat Araa

« Back to Active Jobs [ 2. Print Options and Account Selection » |

Instead of the Printer List you might see a clickable map or other graphical rep-

resentation of the printers that are available.

5. Select the number of copies to print. (Users who have permission to print to shared

accounts will see additional options on this page.)

1. Printer el 3. Upload

Options

Copies: |1

| « 1. Printer Selection | | 3. Upload Document = |

6. After selecting the print options and/or account selection settings, the third and final
step in the Web Print wizard is to upload a document to print. This page lists the
applications and associated file extensions that are supported. Once you have selec-

ted a document and clicked Upload & Complete, the file uploads to the server.
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1. Printer 2. Options [EERIIGED]

Select documents to upload and print

Drag files here

| Upload from computer )]

The follo| & Open =8
Applic @5\:".‘| J # Documents » Scanned Documents - |4f| | Search Scanned Documents 2
POF Organize = Mew folder =« O @

. Favorites - Documents |Ibra|"y’ Amangeby: Folder +
« 2 Pr Bl Deskiop Scanned Documents
! Downloads 1 MName : Date modified Type
1 LLL:_,; Recent Places
[— : ) Documents 14/10/201310:30 ...  File folde
f& SkyDrive
=] Tmage (2) 23/12/20131:20 PM  JPEG ima
-‘1 Libraries E Image 23/12/20131:19 PM  JPEG ima
E\Document =] Welcome Scan 14/10/201310:30 ..  JPEG ima
J5 Music
[E=] Pictures
Eﬂ Subversion
B Videns | < | ju ;
File name: ~ [Ail Files -
| Open |v| [ Cancel I

7. Once the document upload is complete you are returned to the front Web Print page.
The table now displays the status of your job. Jobs can be queued during times of
high load. The status changes to indicate the progress of the job from rendering to
printing, and job details such as cost and number of pages is populated when known.
You can stay at this page to track the status of the job or navigate away or close the

browser. The job will not be affected.
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o Note:

If the printer selected in step 4 has print release enabled, your job is held

until you release it by logging into the Release Station.

1.6. Licensing and Support

This section describes how to install the PaperCut MF license you receive after purchase,

and also provides information about gaining support and assistance.

1.6.1. Installing a License

PaperCut MF licenses are issued as a digitally signed file. Installing the license file into the

application enables the software for use within your organization.
Toinstall the license file supplied by your vendor:

1. Save the license file to your hard disk. Your desktop is a handy location. Files are typ-

ically named PaperCut MF-[orgname].license.

o Tip: There is no need to unzip the file. You can load the file into the system

as supplied.

2. Logintothe PaperCut MF administration interface.

3. Navigate to the About page.

4. Scroll down to the Register section; then click Browse.
5. Locate the license file saved in step 1; then click Open.
6. Click Install license.

7. Verify license information is correctly listed in the About page.

o Note: The file supplied is a digitally signed and zipped text file containing
your license information. It's converted to ZIP format to minimize size. If
you're interested in viewing the contents of the file, rename the file to .zip

and open it in any ZIP extraction utility.
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If you have a question about your license or need assistance please email the PaperCut
Software International Pty. Ltd. technical support team and they are more than happy to

assist you.

1.6.2. Technical Support & Further Information

The PaperCut Software development team is always happy to assist customers with further
technical questions. Please feel free to contact us via email or phone. The development
team can also be contacted via the live web chat feature available on the PaperCut Soft-

ware International Pty. Ltd. website at http://www.papercut.com/.

You can also find lots of other useful information in the Knowledge Base located at:
https://www.papercut.com/kb/ The Knowledge Base is updated regularly and is a good

place to start if your question is not addressed in this user manual.

1.6.3. End User License Agreement (EULA)

END USER LICENSE AGREEMENT

1. AGREEMENT

This End User License Agreement is between PaperCut Software International Pty
Ltd (ACN 124 440 400) of Ground Floor, 1 Oxley Road, Hawthorn, Victoria 3122,
Australia (PaperCut), and:

a. ifthere has been no charge for the license (an Evaluation License), the com-
pany or other entity that installed the Software for the purpose of the eval-

uation; or

b. if there has been a charge for the license (a Production License), the company
or other entity that applied for the Production License as set out in the Com-

pany Details tab on the Website.

2. DEFINITIONS

Affiliate means an entity owned by, controlling, controlled by, or under common con-
trol with, directly or indirectly, an entity. For this purpose, one entity "controls" another

entity if it has the power to direct the management and policies of the other entity (for
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example, through the ownership of voting securities or other equity interest, rep-

resentation on its board of directors or other governing body, or by contract).

Agreement means the terms and conditions in this End User License Agreement
and the Support Policies, and, if this is a Production License any details in the Con-

tract Details, as may be amended by a Variation.

Authorised Platform means servers, workstations, printers, Multifunction Devices
and mobile devices that are owned, leased or controlled by You or Your Affiliates on

which the Software is designed to be used.

Confidential Information means any non-trivial non-public information, however,
recorded, preserved, disclosed or communicated (whether directly, indirectly, orally
or by writing), disclosed by either party or its Representatives to the other party or its
Representatives in connection with this Agreement that is or, ought to have been,
understood by the Parties, using reasonable business judgment, to be confidential.
The Software and related documentation, License Keys and this Agreement, includ-
ing the terms, pricing and Fees payable, are agreed to be the Confidential Inform-

ation of PaperCut.

Contract Details means the details of any transaction for a Production License that
relate to the Software license, including the maximum number of Users (or other
license metric that is applicable to the particular Software program), the Premium
Upgrade Assurance service and applicable Fees and Taxes, that are advised to You
and/or are selected, or entered, by You on the Website prior to You placing Your
order for the Production Licence, or to which You have otherwise agreed in writing

with PaperCut.
Discloser means the party that makes a disclosure of Confidential Information.
Effective Date means:

a. foran Evaluation License, the first date of installation of the Software on any of

Your Authorised Platforms; or

b. for aProduction License, the date that the person clicked "l Agree" during the

sign on process.
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Evaluation License means the right to use the Software in accordance with clause
4.1.

Fees means the amount payable for the relevant Software license, the Premium
Upgrade Assurance service or other items acquired under the Agreement, as applic-

able, exclusive of Taxes.

Intellectual Property Rights means copyright, moral rights, trade mark, design
rights, service marks, patent, semiconductor or circuit layout right, trade secrets,
know-how, database rights or other rights in the nature of intellectual property rights
(whether registered or unregistered), or any right to registration of such rights, exist-
ing anywhere in the world, or protected by statute from time to time, whether created

before, on or after the Effective Date.

License Key means any form of license file, lock, password or other mechanism that

may be used to control access to, or manage use of, the Software.

PaperCut Marks means all trademarks, service marks, logos or other words or sym-
bols identifying the Software, Premium Upgrade Assurance service, PaperCut Cus-
tomer Care service or PaperCut's business (whether owned by PaperCut or any
PaperCut Affiliate), and all trademarks, service marks, logos or other words or sym-
bols identifying any third party software that is licensed by the third party to Papercut

and integrated in the Software.
Premium Upgrade Assurance means the services described in clause 5.

Production License means the right to use the Software in accordance with clause
4.2.

Recipient means the party that receives a disclosure of Confidential Information.

Representatives means the employees, agents, contractors of a party, or those of
any Affiliate, and the professional representatives of a party providing advice in rela-
tion to this Agreement, including the lawyers, bankers, auditors, accountants and

insurers of a party.

Software means the object code version of PaperCut's software program made

available to You, and any Updates and Upgrades that may be made available to You
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by PaperCut in its discretion, under this Agreement. The term Software does not

include any beta, prerelease or other special release programs.

Support Polices means PaperCut's document that describes the policies, pro-
cesses and scope of support services for the Software, as are posted on the Website
under the heading Support. The Support Policies may be updated by PaperCut in its

discretion from time to time.

Taxes includes goods and services taxes or other sales taxes, duties, withholding
taxes, levies, imposts or other charges or duties levied by any federal, state or local
government that arise out of or in connection with the Software, Premium Upgrade
Assurance service or this Agreement, and any interest, penalties or liabilities

incurred on such amounts, but excludes taxes based on the net income of PaperCut.

Update means any bug fixes, patches or workarounds for the Software that have
been produced primarily to overcome defects in the Software without significantly

altering the functionality of the Software.

Upgrade means a version of the Software that has been produced primarily to
extend, alter or improve the Software by providing additional functionality or per-
formance enhancements (whether or not defects are also corrected). Upgrades do
not include any software that is marketed by PaperCut as a different product. Paper-
Cut shall determine in its discretion whether any software is an Upgrade or a dif-

ferent product.

User means an identifier (individual's name or generic term such as "purchasing
officer") that is listed as a user in the Software's database. Any User that is defined
by a generic term may only be used by a single individual. All Users from You and/or
Your Affiliates who have identifiers listed as users in the Software's database are

included in aggregate in the total number of Users.

Variation means any addition, deletion or substitution to any part of this Agreement

that is made in accordance with this Agreement.

You (and Your) refer to the other party to this Agreement, being the entity that is the

licensee of the Software.

Website means PaperCut's website from which You can acquire the Software,

Premium Upgrade Assurance service, additional Software programs, add more
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Users or other license usage or extended Your Premium Upgrade Assurance ser-

vice.

3. AGREEMENT AND LICENSE

3.1 In the case of an Evaluation License, the person that installs the Software and
clicks "l Agree" during the installation process warrants to PaperCut that he/she has

authority to enter into this Agreement on behalf the entity that is his/her employer.

3.2 In the case of a Production License, the person that clicked "l Agree" during the
sign-on process warrants to PaperCut that he/she has authority to enter into this
Agreement on behalf the entity that was entered into the Company Details tab on the

Website during the sign-on process.

3.3 By using the Software You accept this Agreement as from the Effective Date, and

acknowledge that You are bound by the terms and conditions of the Agreement.

3.4 PaperCut may send a "proof of purchase" confirmation email or other document
(Order Confirmation) after You acquire a Production License, summarising the Con-
tract Details. If You do not notify PaperCut in writing of any discrepancy in the Con-
tract Details as set out in the Order Confirmation within 48 hours of receiving it, then

you accept the Contract Details as set out in the Order Confirmation.

Evaluation

3.5 If You requested a free of charge Evaluation License for the Software (via the
Website or other means) then PaperCut will make the Software available for You to
download from the Website, subject to Your acceptance of this Agreement. If You
accept this Agreement then Y ou acquire an Evaluation License, from the Effective
Date until the license is terminated in accordance with clause 3.7. Thereis no Fee

payable for an Evaluation License.

3.6 PaperCut does not provide Premium Upgrade Assurance services for Evaluation
Licenses, but may, in its discretion, provide assistance, advice and error correction

services to support Your evaluation of the Software.

3.7 A Evaluation License:
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a. terminates automatically after 40 days from the Effective Date, unless exten-

ded by agreement with PaperCut;

b. will be terminated if the Agreement terminates in accordance with clause 12.

Upgrading to a Production License

3.8 You may upgrade an Evaluation License to a Production License by completing
and agreeing the Contract Details via the sign-on process on the Website and agree-
ing to pay the relevant Fees and Taxes. You may also order Premium Upgrade
Assurance services at the same time. The Production License and any Premium
Upgrade Assurance service will be provided on the terms and conditions of this
Agreement. In the case of a Production License, PaperCut will provide You with a

License Key to enable You to use the Software.

Production License

3.9 Where you acquire a Production License by agreeing the Contract Details with
PaperCut, including by completing the Contract Details on the sign on process, then
You acquire a license for the Software in accordance with clause 4.2 and the right to
receive and install any Updates for that Software that may be issued by PaperCut
from time to time. You must install Updates promptly, especially Updates that have
been made available for security issues. There are no additional Fees for this right to

receive Updates.

Premium Upgrade Assurance

3.10 Where You ordered Premium Upgrade Assurance services in the Contract
Details, upon acceptance of your order PaperCut will provide the Premium Upgrade
Assurance services for 12 months from the Effective Date in accordance with clause
5.

Additional Licenses, Usage or Premium Upgrade Assurance.

3.11 If you wish to add more Software programs, add more Users or other license
usage or extended Your Premium Upgrade Assurance service and such items are
available from PaperCut at the time, You may order those items by completing and

agreeing the relevant Contract Details with PaperCut via the Website and agreeing
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to pay PaperCut's then current Fees and Taxes for such items. Any such items will be

provided on the terms and conditions of this Agreement.

3.12 If You do not extend Your Premium Upgrade Assurance service so that
Premium Upgrade Assurance service is provide continuously, and subsequently
wish to re-instate Premium Upgrade Assurance service, then You must pay Paper-
Cut's then current support re-instatement fee in addition to the then current Fees for
the Premium Upgrade Assurance service prior to the Premium Upgrade Assurance

service being re-instated.

Variations

3.13 Subject to clauses 3.8 and 3.11, this Agreement, or any part of it, may be varied
by the parties agreeing to the Variation in writing (and the Variation will be binding

when both parties have signed the Variation).
4. LICENSES

Evaluation License

4.1 From the Effective Date until the license is terminated in accordance with this
Agreement, PaperCut grants You a non-exclusive, non-transferable, limited use
license solely to install and run the Software on one or more computers that are
Authorised Platforms for You and your Affiliates to evaluate the Software to determ-
ine whether to acquire a Production License. Under this Evaluation License You and
Your Affiliates may use the Software for testing and evaluation in a production envir-

onment prior to the termination of the Evaluation License.

Production License

4.2 Subject to PaperCut's receipt of the applicable Fees and related Taxes in accord-
ance with the Contract Details, PaperCut grants You a non-exclusive, non-trans-
ferable, indivisible, limited use license solely to install and run the Software on one or
more computers that are the Authorised Platforms, for use by You or Your Affiliates
from the Effective Date until the license is terminated in accordance with this Agree-

ment, for:
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a. up to the maximum number of Users or other license metric set out in the Con-
tract Details, for Your internal business data processing/printing requirements
in accordance with, and subject to any other limitation of use set out in, the

Contract Details; and

b. fortesting, disaster recovery and back up (hot or cold), without additional

Fees.

Delivery and installation

4.3 PaperCut will make the Software available for download from the Website. If
You specifically request, PaperCut will ship to You a physical copy of media with the
software loaded on it, at additional cost. You are responsible for copying and
installing the Software on the Authorised Platforms. You must follow any instructions
provided by PaperCut when installing the Software. All Software is deemed to be

accepted by You upon successful installation on the first Authorised Platform.

Prohibited Actions
4.4 Nothing in this Agreement permits You to:

a. use the Software to provide any facility management or service bureau ser-

vice, or for the benefit of any third party (other than an Affiliate);

b. disclose the Software or any online or hard copy documentation related to the

Software to any third party (other than an Affiliate);

C. adapt, translate, publish, communicate to the public, or create any derivative

work or translation of the Software, unless expressly permitted by law;

d. sub-license, lease, rent, loan, assign, novate or otherwise transfer the Soft-

ware to any third party;

€. reverse engineer, reverse compile, de-compile or disassemble the object code
of the Software or any part of the Software (or other underlying data), or oth-
erwise attempt to derive the source code of the Software, except to the extent

the permitted by law;

f. use any part of the Software other than as an integrated part of the overall
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Software program;

d. remove, alter or obscure any PaperCut Marks, or any proprietary or restricted

use notice on the Software;

h. allow the Software to become the subject of any charge, lien, encumbrance or

security interest; or

i. dealin any other manner with any or all of Your rights and obligations under

this Agreement.

Compliance

4.5 You acknowledge and agree that the License Key may prevent, hinder or reduce
availability of features where You are using the Software in excess of the usage

rights that You have agreed to pay for.

4.6 During the period of this Agreement and for 2 years thereafter, You must permit
PaperCut, or its nominee, to inspect and have access to the Software, the usage logs
in the Software and to any records kept in connection with this Agreement, for the pur-
poses of ensuring that You (and Your Affiliates) are complying with the terms of this
Agreement. If PaperCut requires access to Your offices (or those of Your Affiliates) in

order to access the Software or the relevant records then:

o

PaperCut must provide reasonable advance notice to You;
b. any access must be during business hours or other times agreed by You;

c. PaperCut must use reasonable endeavors to minimize any disruption to Your

business; and

d. if PaperCut uses a nominee to conduct the inspection, such nominee must not
be a competitor to You and must sign a non-disclosure agreement with Paper-
Cut that protects any information found during the inspection on terms that are
no less protective than those terms that are included in clause 9 of this Agree-

ment.
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5. PREMIUM UPGRADE ASSURANCE

5.1 This clause 5 applies during the period when You have acquired Premium

Upgrade Assurance services for a Production License.

5.2 If and when PaperCut makes an Update or Upgrade generally available to cus-
tomers with Premium Upgrade Assurance services for the Software, the Update or
Upgrade will be made available to You at no additional charge. You must, at your

own cost, download and install the Update or Upgrade within a reasonable period.

5.3 If You (or any of Your employees or employees of any of Your Affiliates) believe
that there is a defect in the Software those employees should report it to Your
internal support desk personnel, and Your internal support desk personnel should
report it to PaperCut's support email address 24/7 or call PaperCut's support
helpline during business hours. You must ensure that Your internal support desk per-
sonnel are technical competent and trained in the use of Software. They must use

reasonable efforts to resolve the issue prior to contacting PaperCut for assistance.

5.4 PaperCut will use its best efforts to provide a remedy or a workaround for any
defect in the Software that is reported to its support helpline in a timeframe that is
reasonable given the nature of the issue and the impact on Your business oper-

ations.

5.5 PaperCut shall have no obligation to provide Premium Upgrade Assurance ser-

vices:

a. inrespect of any Software which has not had any Update or Upgrade installed
prior to the date that PaperCut has notified its customers generally that is the
"end of life" date for that version. PaperCut shall provide its customers with at
least 90 days notice, including by posting notice on the Website, of an "end of

life" date for that particular version;

b. toany adaptations, translations or derivative works made to the Software; or
C. for any Evaluation License.

5.6 PaperCut shall have no obligation to provide Premium Upgrade Assurance ser-

vices where faults arise from:
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a. misuse, incorrect use of or damage to the Software from whatever cause
(other than any act or omission by PaperCut), including failure or fluctuation of

electrical power;

b. failure to maintain the necessary environmental conditions for use of the Soft-

ware,;

C. use of the Software in combination with any equipment or software other than

Authorised Platforms;

d. any breach of Your obligations under this Agreement;
€. having the Software maintained by a third party; or
f. usererror.

5.7 Ifitis necessary for PaperCut to attend Your (or Your Affiliates') premises to
provide Premium Upgrade Assurance services, or PaperCut determines that the
work it performed in relation to a logged issue was caused by any of the items in
clause 5.6, then You must pay for such work at PaperCut's then current Fees and
charges as well as any expenses (and travel time) incurred by PaperCut in per-

forming such work.

6. FEES AND TAXES

6.1 PaperCut will provide You with the ability to download the Software from our
Website as an Evaluation License for use in accordance with this Agreement without

charge.

6.2 Where You agree on the Contract Details to pay the Fees, charges and Taxes for
any Production License, Premium Upgrade Assurance, additional Software, addi-
tional Users or extended usage rights, further period of Premium Upgrade Assur-
ance or other thing acquired under this Agreement by credit card (or other online
payment mechanism supported by PaperCut) then you must complete the relevant
details and authorizations stated on the Website. PaperCut will provide you with a tax

invoice/receipt promptly following receipt of Your payment.

6.3 Where You agree on the Contract Details to pay the Fees, charges and Taxes for

any Production License, Premium Upgrade Assurance, additional Software,
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additional Users or extended usage rights, further period of Premium Upgrade Assur-
ance or other thing acquired under this Agreement following receipt of a tax invoice,
PaperCut will provide You with a tax invoice for the Fees and Taxes at the start of the
license or the supply of the service and You must pay this tax invoice within 14 days

of receipt.

6.4 You are solely responsible for ensuring that PaperCut receives the net amount of

the Fees for any transaction under this Agreement, including:
a. You must pay any fee for receiving the Software on physical media;

b. You must pay any fee associated with the use of a credit card (or other pay-

ment mechanism accepted by PaperCut);
c. You must pay any fee associated with a bank charge or transfer fee;

d. You must pay any fee incurred by PaperCut for any charge back or other pay-
ment failure, plus PaperCut's administration fee for dealing with a failed pay-
ment (other than where a refund of the Fees is required to be provided by

law);

e. You are responsible to pay all Taxes. All payments under the Agreement must
be made free and clear and without deduction for any and all present and
future Taxes. Payments due to PaperCut under the Agreement must be
increased so that the amounts received by PaperCut, after provision for Taxes
and all Taxes on such increase, will be equal to the amounts required under

the Agreement as if no Taxes were due on such payments.

6.5 You irrevocably authorize PaperCut to deduct from your credit card (or any debit
card accepted by PaperCut) any amount due and payable under this Agreement

without further reference to You.

6.6 You must pay a late charge for any failure to make any payment by the date
required under the Agreement, calculated daily using a rate that is 4% over the
Reserve Bank of Australia's Cash Rate, from the date that the payment first
becomes overdue, to the date that the payment is received by PaperCut, both dates

inclusive.
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6.7 If any Fee, charge or Tax is not received by the required date, PaperCut may sus-
pend Your access to the Software or suspend or cease providing services to You

until the outstanding amounts (including applicable late charges, damages, costs and
expenses) are paid. You do not have any claim for breach of contract or otherwise for

any action taken by PaperCut under this clause.

7. TRADEMARKS

7.1 You acknowledge and agree that PaperCut is the owner and/or licensee of the
PaperCut Marks. You do not acquire any right to use, or interest in, any of the Paper-
Cut Marks. You must not at any time or in any way assert any ownership of, or any
rightin, the PaperCut Marks and You must not contest the right of PaperCut or any

PaperCut Affiliate or any of their licensors to the use of any of the PaperCut Marks.

7.2 PaperCut will not use Your (or those of Your Affiliates) trademarks, logos or
branding without your prior written consent. You give us consent to incorporate any
trademark, logo or branding that You provide us into the Software in order to take
advantage of the Software features that allow the use of customers' branding. Paper-
Cut may disclose the fact that You (and Your Affiliates) are customers and the nature
of Your (and Your Affiliates') use of the Software to third parties in private con-
versations and documentation, but PaperCut will not use Your name (or the names
of Your Affiliates) in PaperCut's general marketing materials or websites etc without

Your prior written consent.

8. PROPRIETARY RIGHTS

8.1 All Intellectual Property Rights that are created by any person that are adapt-
ations, translations and derivative works in the Software or related documentation,
are and shall remain the exclusive property of PaperCut (and its licensors, if any) or
shall vest in or be transferred to PaperCut immediately upon creation, as the case

may be.

8.2 Except for the rights expressly granted by PaperCut to You under this Agree-

ment:

a. PaperCutand its licensors, if any, reserve all right, title and interest in and to

the Software or related documentation and all Intellectual Property Rights in
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them;

b. noright, title or ownership interest in or to the Software or related doc-
umentation whether by implication, estoppel or otherwise, is granted,

assigned or transferred to You under or in connection with this Agreement.

8.3 You must not make any unauthorized copies of the whole or part of the Software
or related documentation. You acknowledge and agree that the unauthorized dis-
closure, use or copying of the Software or related documentation may cause Paper-
Cut serious financial loss that may not be adequately compensated by monetary
damages. Accordingly, in the event of any unauthorized disclosure, use or copying of
the Software or related documentation, You agree that PaperCut shall have the right

to seek injunctive relief to stop such unauthorized disclosure, use or copying.

9. CONFIDENTIAL INFORMATION

9.1 The Recipient must not use any of the Discloser's Confidential Information
except in connection with the performance of its obligations specified in this Agree-

ment.

9.2 The Recipient must not disclose the Discloser's Confidential Information to any
third party without obtaining the Discloser's prior written consent, provided that the

Recipient may disclose the Discloser's Confidential Information to:

a. its employees, agents and contractors, and those of any of its Affiliates, who
have entered into a written agreement with the Recipient that is no less pro-
tective of the Discloser's Confidential Information than this Agreement
provided those persons have a need to know such information for the pur-

poses of this Agreement;

b. toitslawyers, bankers, auditors, accountants and insurers, who have a need
to know the information in order to provide professional advice to the Discloser

relating to this Agreement.

9.3 You must ensure that each person who is issued with a License Key does not dis-

close their License Key to any other person.

9.4 The Recipient must use, and must ensure that any person to whom it is permitted

by this Agreement to disclose the Discloser's Confidential Information to uses, the
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same measures to protect the Discloser's Confidential Information as it uses to pro-

tect its own confidential information, but in no event less than reasonable measures.

9.5 The restrictions in this clause 9 shall not apply to information that:

a.

is independently developed by the Recipient without any access to the Con-

fidential Information of the Discloser;

becomes known to the Recipient without restriction, from a third party who, to
the Recipient's knowledge, was not bound by a confidentiality agreement with
the Discloser, or otherwise prohibited from disclosing the information to the

Recipient, or had the right to disclose it;

was available to the Recipient on a non-confidential basis prior to disclosure by

the Discloser;

was lawfully in the possession of the Recipient before the information was dis-
closed to it by the Discloser, and that was not subject to a confidentiality oblig-

ation;
is or becomes in the public domain through no act or omission of the Recipient;
the parties agree in writing is not confidential or may be disclosed; or

is required to be disclosed under an order or requirement of a court, admin-
istrative agency, or other governmental body (but only to the minimum extent
required to comply), provided however, that Recipient shall provide prompt
notice to Discloser of any potential disclosure and shall use its reasonable

efforts to prevent disclosure of such information.

Privacy

9.6 The parties must:

a.

comply with the requirements of the any privacy law in the country in which the
party is located and in any country to which the personal information is to be

sent; and

only use, manipulate, store and handle personal information for the purposes

of meeting its obligations under this Agreement.

9.7 You warrant that:
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a. You have obtained the informed consent from each individual about whom
PaperCut will obtain personal information from You as a result of this Agree-
ment; and (b) PaperCut, its Representatives and their permitted successors,
assignees and sublicensees may use that individual's personal information in
any manner that may be reasonably contemplated by this Agreement, includ-
ing a transfer overseas for the purpose of providing support and error cor-

rection services.

Consent to use of data

9.8 You agree that PaperCut may collect and use technical information - including
but not limited to technical information about your system setup, license, and feature
usage - that is gathered periodically to facilitate the provision of software updates,
product improvement, product support and other services to you. PaperCut may use
this information to improve, provide, and develop our products, services and tech-
nologies. PaperCut will not disclose this information in a form that personally iden-

tifies you.

9.9 By clicking the "check for updates" button you authorize PaperCut to gather sys-
tem, version and licensing information to facilitate the provision of software updates,

product support, and other services to you (if any) related to the PaperCut software.

10. LIMITATION OF LIABILITY

10.1 Except as set out in this Agreement, to the extent permitted by law, and subject
to clause 10.2, PaperCut's total, cumulative liability to You (and Your Affiliates) for
any claim whether it be for breach of contract (including under an indemnity), in tort
(including negligence), breach of statutory duty or otherwise, arising out of or in con-
nection with the Software, the Premium Upgrade Assurance service, this Agree-

ment or the relationship between the parties, shall be limited to:

a. where the claim arises in connection with the Software, the total of all Fees

paid by You for the Production License; or

b. where the claim arises in connection with the Premium Upgrade Assurance,

the total of all Fees paid by You for the Premium Upgrade Assurance during
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the Premium Upgrade Assurance year in which the claim first arose; or

C. orany other claim, USD$10,00

10.2 To the extent permitted by law, PaperCut will not be liable for any loss, damage
or expense which is indirect, consequential, special or exemplary damages, nor for

any lost profits, lost revenue, lost data or business interruption, even if PaperCut has
been advised of, knows of, or should have known of the possibility of such loss, dam-

age or expense.

10.3 You acknowledge and agree that owing to the nature of the Software, PaperCut

does not represent or warrant that:
a. access to the Software will be continuously available; or
b. the Software will be error free.

10.4 You act as agent for Your Affiliates in respect of this Agreement and are respons-

ible to PaperCut for their acts and omissions.

11. INDEMNIFICATION

11.1 In addition to any rights You may have at law, PaperCut undertakes at its own
expense to indemnify and defend You or, at PaperCut's option, settle any claim or
action brought against You alleging that the use or possession of the Software in
accordance with this Agreement infringes any Intellectual Property Right enforceable
in the United States, Canada, any country in the EU, Switzerland, Australia, New
Zealand, Hong Kong, Singapore and Japan (an "Infringement Claim") and shall be
responsible for any losses, damages, expenses or costs (including reasonable legal
fees) incurred by, or awarded against You as the result of, or in connection with, any

such Infringement Claim, provided that:

a. You promptly notify PaperCut of the Infringement Claim in writing, specifying
the nature of the claim in reasonable detail and providing access to, and copies
of, documents, software any other material, that are relevant to the Infringe-
ment Claim, as well as providing prompt access to any Representative who

may be relevant to PaperCut's defense of Infringement Claim;

b. You do not make any admission of liability, agreement or compromise in
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relation to the Infringement Claim without the prior written consent of Paper-
Cut;

C. You grant PaperCut the sole right to defend, negotiate and settle the Infringe-
ment Claim, at PaperCut's expense, or at PaperCut's option, PaperCut may

permit You to defend the Infringement Claim in which case:

(i) PaperCut will pay any costs associated with Your defense, and will provide

security for such costs; and

(i) You must follow any reasonable request from PaperCut to avoid, dispute,

defend and/or compromise the Infringement Claim;

d. You provide PaperCut with reasonable assistance, at PaperCut's expense, to

defend, negotiate and settle the Infringement Claim.

11.2 PaperCut will have no obligation under this clause 11 or otherwise with respect

to any Infringement Claim based upon:

a. any use of the Software not in accordance with this Agreement, or doc-

umentation provided by PaperCut;

b. the combination, operation or use of the Software with any other product,

equipment, business method, software or data;

C. any modification of the Software by any person other than PaperCut or its

authorized agents or subcontractors; or

d. any use of the Software after PaperCut has provided You a new software ver-

sion, patch or correction that would have overcome the infringement.

11.3 If any Infringement Claim is made, or in PaperCut's opinion is likely to be made,

then PaperCut may (at its sole option and expense) either:

a. procure for You the right to continue using the affected Software, or sub-
stantially similar software that does not substantially affect the functionality of

the Software, in accordance with this Agreement;

b. replace or modify the affected Software so that it becomes non-infringing but

performs substantially the same functions; or
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c. if neither (a) or (b) is commercially reasonable, as determined in PaperCut's
sole discretion, then PaperCut may terminate Y our rights to use the affected
Software and pay damages of up to an amount of the Fees paid for the license

for the Software.

11.4 Subject to any rights that You may have under statute, this clause 11 states
PaperCut's entire liability and Your sole and exclusive remedy for any claims related

to any infringement of the Intellectual Property Rights in respect of the Software.

12. TERMINATION

12.1 PaperCut may immediately terminate this Agreement for cause by giving You

written notice if You:

a. breach any of the provisions of clauses 4, 6, 7.2, 8.3, 9 or 13.5;

b. breach any other provision of the Agreement and You do not remedy it within

14 days of PaperCut providing You written notice of the breach;

C. cease to carry on business, are unable to pay Your debts as they fall due, You
enter into liquidation or have a controller, managing controller, liquidator or

administrator appointed or suffer any similar event in any jurisdiction; or

d. merge with, sell substantially all of Your assets, or You are subject to a change
of control. A "change of control" shall be deemed to occur when an entity
acquires fifty percent (50%) or more of Your voting shares or equity interest or
fifty percent (50%) or more of Your assets, in the event of a change of a major-
ity of Your Board of Directors (or majority of the partners if a partnership) or if

there is any other effective change of control.

12.2 You may immediately terminate this Agreement for cause by giving PaperCut

written notice if PaperCut:

a. breaches any of the provisions of this Agreement and PaperCut does not rem-

edy it within 30 days of You providing PaperCut written notice of the breach; or

b. ceases to carry on business, is unable to pay its debts as they fall due, enters
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into liquidation or has a controller, managing controller, liquidator or admin-

istrator appointed or suffer any similar event in any jurisdiction.
12.3 If this Agreement terminates:

a. any license for Software and its related Premium Upgrade Assurance ter-

minates immediately;

b. each party shall immediately return to the other (or at the other party's request

destroy) any of the other's Confidential Information;

c. You must ensure that all copies of the Software installed pursuant to this
Agreement are uninstalled and deleted from all hardware in your possession

or control within 14 days of the date this Agreement is terminated.

12.4 Any termination of this Agreement shall not prejudice, limit or restrict any other
rights or remedies either party may have arising prior to such termination. To the
extent permitted by law, PaperCut shall be under no obligation to refund any
amounts paid by You for any of the Software or Premium Upgrade Assurance ser-

vices that have been provided prior to any termination of this Agreement.
13. GENERAL

Notices
13.1 Any notice that is given under this Agreement:
a. by PaperCut may be:
(i) posted to You;
(i) emailed to You at any email address provided by You;
(iii) included on any invoice (which may be emailed or posted to You); or
(iv) posted on the Website. You must review the Website regularly for notices.

b. by You must be posted to PaperCut at the address stated on the latest invoice.
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13.2 A notice is deemed to be received:

a. when posted from Australia to an address in Australia; within 3 business days

of the date when it was posted;

b. when posted from an address outside of Australia, within 7 days of the date

when it was posted; or

c. when emailed; within 1 business day of the date that the email was sent,

provided no notice of failure has been received by the sender;

d. when posted on the Website, within 3 business days of the date it was posted.

Relationship of Parties

13.3 The parties to this Agreement are independent contractors. Nothing in this
Agreement shall be deemed to create an agency, employment, partnership, fiduciary
or joint venture relationship between the parties, constitute any party the agent of
another party, nor authorize any party to make or enter into any commitments for or

on behalf of any other party. Compliance with Laws

13.4 You must comply with all laws which are relevant to You performing Your oblig-

ations under this Agreement.

Assignment

13.5 You must not assign or transfer this Agreement or any rights or obligations

under this Agreement, in whole or part, without the prior written consent of PaperCut.

13.6 PaperCut may assign or transfer this Agreement, in whole or part, without Your
consent to any PaperCut Affiliate or in connection with a merger, acquisition, or pur-
chase of fifty percent (50%) or more of its assets. This Agreement will bind and inure
to the benefit of each party's permitted successors and assigns. PaperCut may
assign or transfer all or part of any of its rights to receive any Fees and Taxes or other
monies due under this Agreement, to any person without Your consent. Not-
withstanding clause 9, PaperCut may disclose any of Your Confidential Information

which is reasonably necessary to affect any assignment or transfer.
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Waiver

13.7 No failure or delay by a party to exercise any right or remedy provided under this
Agreement or by law shall constitute a waiver of that or any other right or remedy,
nor shall it preclude or restrict the further exercise of that or any other right or rem-
edy. No single or partial exercise of such right or remedy shall preclude or restrict the

further exercise of that or any other right or remedy.

Remedies

13.8 Except as specifically provided otherwise in this Agreement, the rights and rem-
edies provided under this Agreement are cumulative and in addition to, and not

exclusive of, any rights or remedies provided by law.

Severability

13.9 If any part of this Agreement is determined to be invalid, illegal or unenforceable
by any court or competent authority, such part will be severed from the remainder of

the Agreement and the remaining provisions will continue in force.

Force Majeure

13.10 Except for Your obligations to pay PaperCut under this Agreement, neither
party shall be in breach of this Agreement nor liable to the other party for any failure

or delay in performance caused by events beyond the party's reasonable control.

Agreement

13.11 All clauses which naturally survive termination of the Agreement, including
clauses 4.6,7.1, 8,9, 10, 12.3(b), 12.4 and 13, will survive termination of this Agree-

ment.

13.12 The parties are entitled to rely on any notice or communication in electronic
format, including any facsimile or email, that on its face appears authentic, and that
has the purported author's name on it to the same extent as if it were a document writ-
ten by the author. The parties consent to this Agreement being signed or varied

through electronic communication.

13.13 To the extent permitted by law:
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a. PaperCut excludes any warranty or guarantee not expressly stated in this
Agreement, whether express, implied or statutory, including any guarantees or

warranties of acceptability and fitness for a particular purpose;

b. this Agreement constitutes the entire agreement between the parties regard-
ing the subject matter and supersedes all prior or contemporaneous agree-
ments, arrangements, understandings and communications, whether written

or oral.

Export

13.14 You acknowledge and agree that the Software may be subject to applicable
export and import laws. You agree not to export the Software or any direct product
thereof, directly or indirectly in violation of these laws, nor will they be used for any pur-
pose prohibited by these laws, including nuclear, chemical or biological weapons pro-

liferation.

Governing Law

13.151f You are resident, domiciled or incorporated in the USA, this Agreement will
be governed by the laws of the State of Oregon, USA, without regard to its conflict of
law principles. The parties submit to the exclusive jurisdiction of the courts in the
State of Oregon. You hereby agree any claims will be brought exclusively in the fed-
eral or state courts located in Oregon and the parties hereby irrevocably consent to
the personal jurisdiction and venue of the courts located in Oregon for the purpose of

litigating any and all such claims.

13.16 In all other cases, this Agreement will be governed by the laws of the State of
Victoria, Australia, without regard to its conflict of law principles. The parties submit to

the exclusive jurisdiction of the courts in the State of Victoria, Australia.

14. COUNTRY-SPECIFIC PROVISIONS

The following provisions apply to the extent required under local laws.

! I Copyright © 1999-2016 PaperCut Software International Pty. Ltd. All Rights Reserved. 56 of 1084



PaperCut MF Implementation Guide Chapter 1: Introduction

Australia:

Australian Consumer Law

14.1 Our goods come with guarantees that cannot be excluded under the Australian
Consumer Law (ACL). You are entitled to a replacement or refund for a major failure
and for compensation for any other reasonably foreseeable loss or damage. You are
also entitled to have the goods repaired or replaced if the goods fail to be of accept-

able quality and the failure does not amount to a major failure.

14.2 The Premium Upgrade Assurance services that are provided to remedy any

defect in the Software may be a "Warranty Against Defects" as defined in the ACL.

The Premium Upgrade Assurance services are provided by PaperCut Software
International Pty Limited (ACN 124 440 400) of Ground Floor, 1 Oxley Rd,
Hawthorn, 3122, tel +61 3 9809 5194, email address cus-

tomer.service@papercut.com.

In order to make use of the Premium Upgrade Assurance services, You must con-
tact PaperCut's support helpline during the period of your agreement for Premium
Upgrade Assurance service using process in clause 5.3. When you make use of the
Premium Upgrade Assurance services, PaperCut will use its best efforts to provide a
remedy or a workaround for any defect in the Software in a timeframe that is reas-
onable given the nature of the issue and the impact on your business operations.
This service is not available for Evaluation Licenses. The costs for the service in
respect of the Production Licenses are included within the Fees that are set out in the
Contract Details. No additional fees are payable by you for the Premium Upgrade
Assurance for Production Licenses. You are responsible for any expenses you incur
in using the Premium Upgrade Assurance. The benefits that we provide to con-
sumers under our Warranty Against Defects are in addition to any other rights or rem-
edies a consumer may have in respect of these goods or services under the ACL.
The provision of Premium Upgrade Assurance services may result in the loss of user

generated data.

14.3 To the extent permitted by law, PaperCut's liability for a failure to comply with
any statutory guarantee is limited to one or more of the following, at PaperCut's

option:
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a. the replacement of the goods or the supply of equivalent goods;
b. the repair of the goods;

C. the payment of the cost of replacing the goods or of acquiring equivalent

goods;

d. the payment of the cost of having the goods repaired,

€. unlessitis notfair or reasonable for PaperCut to rely on this term of the Agree-

ment.

14.4 1f You are entitled to the benefit of a guarantee under the ACL then in respect of
goods and/or services which are not of a kind that are ordinarily acquired for per-
sonal, domestic or household use or consumption, PaperCut's liability for a failure to

comply with such guarantee is limited to one of the following, at PaperCut's option:
a. supplying the goods and/or services again; or
b. payment of the cost of having the goods and/or services supplied again,

C. unlessitis not fair or reasonable for PaperCut to rely on this term of the Agree-

ment.

USA:

USA Government Rights

14.5If You are a US civilian agency, the US government acquires certain parts of this
commercial computer software and/or commercial software documentation or other
technical data subject to the terms of this Agreement as specified in the 48 C.F.R.
12.212 (Computer Software) and 12.211 (Technical Data) of the Federal Acquisition
Regulation (FAR) and its successors. If acquired by or on behalf of any agency within
the Department of Defence (DOD), the US Government aquires certain parts of this
commercial computer software and/or commercial software documentation subject
to the terms of this Agreement as specified in 48 C.F.R. 227.7202-3 of DOD FAR
Supplement (DFARS) and its successors. The US Government Rights clause is in
lieu of, and supersedes any other FAR, DFARS or other clause or provision that

addresses US Government rights in computer software or technical data.

Copyright (c) 1999-2016 PaperCut Software International Pty. Ltd.
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2 Installation

This section covers the initial installation and configuration of PaperCut MF in your network
environment. Initial installation takes only a few minutes on a currently configured server.
This guide walks you through installation and configuration step-by-step. The process is

summarized below:
1. System requirements check
2. Downloading and installing PaperCut MF
3. Completing the configuration wizard
4. Testing client software
5. Testing printing and remote access

PaperCut MF is a cross-platform solution and the installation procedure varies depending

on the target operating system(s).
® Windows: Quick install: Windows
® Mac: Quick install: Apple Mac
® Novell: Quick install: Novell OES Linux (iPrint)

® Linux: Quick install: Linux (CUPS and/or Samba)

2.1. Implementation by Example

PaperCut MF is a feature-packed application designed to meet the print management
requirements of all types of organizations. It's unlikely that any single organization would
use or need all the features in PaperCut MF. The key to a successful implementation is with

identifying the features that are most needed, and utilizing them in the correct manner.

This section covers common implementation scenarios in a case study form. It discusses
the requirements common to the scenario, and how these requirements are satisfied using
key features. The aim of this section is to guide implementers towards identifying and util-

izing the most appropriate features.
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Locate the scenario that's the closest fit to your organization. It might also be beneficial to
read other scenarios that might apply to your situation. For example, a large business can

benefit from some of the ideas presented in the small business case and so on.

2.1.1. Scenario: The Small School

Fast River School has a student population of 200 and caters to students in Kindergarten
through 6th grade. A teacher is responsible for each class. The school has a two computers
in each class room and a small computer lab for older students. All computers are net-
worked. A single server acts as a domain controller and a file and print server. The students
in each year level log on to the computers using the username and password allocated to

their class.

Requirements

1. Each grade level has a monthly printing budget of $50.

2. Ifthe budget is exceeded, teachers can discuss additional funding with the school

principal.
3. Student use of color printers should be approved by teachers.

4. The teacher for each grade level should have access to activity reports in order to

track the class's printing volume.

5. The school principal needs a summary report of class printing activity at the end of

each semester.

Implementation

Initial Installation

Install PaperCut MF on the school's file and print server. The initial installation process is

covered in Installation.
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Requirement 1

You can automate the monthly budget by applying a $50.00 monthly quota to the [A11
Users] group. The domain login accounts used for each year level are automatically

placedinthe [A11 Users] group. For more information, see :
* Groups in PaperCut MF

® Setting up quota allocations

Requirement 2

Teachers can be warned when their class's balance has reached a low balance limit. The
notification can be via email. The natification option is located under: Options > Noti-

fications > Low Balance Notifications . Enable the email option for email notifications.

Requirement 3

The System Administrator can set up the printers so only selected users (i.e. teachers) can
approve jobs issued to color printers. By selecting the Only managers can release option
on a given printer, jobs are held in a queue. Teachers can then approve the student print

jobs by accessing the web based release software accessed via the URL:

http://server name:9191/release

Where server name is the name of the organization's print server.

Requirement 4

Teachers can view print activity and account balance by connecting a web browser to:
http://server name:9191/user
Where server name is the name of the organization's print server. Access to the end-

user pages is covered in Interface Levels.

Requirement 5

Summary reports can quickly be generated by any user with PaperCut MF's System Admin-
istrator access. For more information about granting administrator access and running

reports, see Assigning Administrator Level Access.
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2.1.2. Scenario: The Large School

North Shore High has a student population of 2000 students. Their network consists of:

]

Three student Windows PC labs and one Mac lab with other computers scattered

around the school for student use.

A mixture of Mac and Windows laptops used by staff.

A Windows Active Directory environment hosted on a number of servers.
Printers are hosted on two separate Windows servers.

Some teaching staff have desktop printers attached locally to their workstations.
Each lab has a black and white laser printer.

Two high-end color copier/printers and large format printers are located in a print

room situated away from the computer labs.

Students have their own login account and small home directories for storage.

Requirements

1.

2.

The system must support the mixed Mac and Windows environment.

The system should support multiple print servers and locally attached desktop print-

ers.

The school wants to experiment with hosting printers on a Linux system with the aim

of using Linux for print serving tasks to help save on future Windows licensing costs.

. Students are to be granted a small $5 a month printing budget. Final year students

have a $10 a month allowance.

If students need additional printing, they must purchase it. The payment process

should be simple and easy to manage.

Jobs issued to printers situated in the print room should be held in a queue and only
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printed on the physical printers after the user has arrived at the room to collect the

job.

7. Staff members should have the option of charging printing to department accounts or

to a small personal account, depending on the type of print job.

8. Student printing should be archived for a period of 4 weeks. This allows IT staff to
determine the individual students responsible for printing inappropriate material

when incidents are reported.

Implementation

Initial Installation

The mixture of operating systems and multiple-servers makes this a complex installation.
Prior to deployment, it is advisable for the network manager and/or network administrator to

plan the deployment and familiarize themselves with the PaperCut MF software.

Requirement 1

PaperCut MF is a cross platform solution designed for all major operating systems. Given
the existence of an existing domain environment, the installation of Windows systems is typ-
ically straightforward. The Macs, however, can be set up in a number of different ways. Net-

work administrators should consult Mac Printing in Detalil.

Requirement 2

Multi-server installations are commonplace on larger networks. One system needs to be
nominated as the primary PaperCut MF server. This system is responsible for running the
"brains" of the system and storing all data. The other servers, secondary servers, report
back to the central primary server via XML Web Services. The system architecture, deploy-

ment considerations, and recommendations are outlined in Multiple Print Servers.
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Requirement 3

Linux is becoming ever popular in the server space. First web hosting, and now common
file and print services are being serviced with the Linux operating system. PaperCut MF is
available for Windows, Mac and Linux systems. Not only that, its architecture allows all
three systems to run side-by-side sharing a common central server. This school can exper-
iment with hosting printers on Linux by running a Linux based secondary server alongside
their main Windows servers. See Configuring a Linux or Novell iPrint secondary print

server for additional information.

Requirement 4

Quotas or allowances are allocated to users on a per-group basis. By adding network
domain groups to PaperCut MF that represent the respective student groups, System
Administrators can automate the allocation process. See Setting up quota allocations for

further information.

Requirement 5

The purchase of additional quota/credit is best managed by the TopUp/Pre-Paid Card sys-
tem. The system reduces the data entry and management requirements associated with
manual transactions. More information on TopUp/Pre-Paid Cards is covered in

TopUp/Pre-Paid Cards.

Requirement 6

Print release in the print room is best achieved with the Release Station. By running a spe-
cial full-screen application on a dedicated terminal in this room, students can release their
jobs once they arrive at the room. The Release Station and secure printing in general is

covered in detail at Hold/release queues & Print Release Stations.

Requirement 7

Tracking and allocating staff printing to departments is best achieved by using Shared
accounts. When set up, teaching staff are presented with a popup window asking them to

select an account to charge. You can control account access via domain group
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membership or via PINs. More information on shared accounts is available at Shared

accounts.

Requirement 8

The requirement to archive, audit and view all print activity can be accomplished by enabling
Print Archiving (viewing and content capture). This allows approved staff to visually inspect

the contents of all print jobs.

2.1.3. Scenario: The University

West Face University has a student population of 10,000 full-time students and off-campus
and part-time students. IT services centrally control the network, however, individual fac-
ulties and departments also offer and manage some of the specialist IT infrastructure. All

major operating systems are in used on both the workstations and servers.

Requirements

1. Centrally managed printers are hosted in a clustered print server environment. The

solution needs to support clustering.

2. IT services wants to provide the option for department labs to also have their printers

controlled via the central system.

3. Client software needs to be optional. It would be preferable for students to have

access to their account details via a web browser.
4. The design of the web interface should be customizable.
5. The system must be secure and support SSL-based encryption.

6. The system should run on top of a database system and allow data access to facil-

itate custom reports using packages such as Crystal Reports.

7. Anopen source system would be preferable.

Implementation
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Initial Installation

University-wide deployments can be quite involved. Most large universities that have
deployed PaperCut MF have worked closely with the PaperCut MF development team dur-
ing implementation. A lot can be gained by arranging a teleconference or similar with the

development team. We're always happy to help our customers deploy the ideal solution.

Requirement 1

PaperCut MF supports clustering at all application layers including the print server, the data-
base server, and the Application Server on both Microsoft Windows and Linux. Setting up
PaperCut MF in Microsoft Clustering Services is covered in Clustering and High
Availability. The PaperCut MF development team has experience using Linux-HA (High-

Availability Linux) and other tools to support customers who use Linux.

Requirement 2

Printers and labs hosted by individual faculties and departments outside the central IT ser-
vices area can optionally be joined into the campus-wide system via PaperCut MF's sec-
ondary server support. Central IT staff can approve these secondary servers via IP

address and grant selected staff administrator level access to the system's admin web inter-
face on a case-by-case basis. See Configuring Secondary Print Servers and Locally

Attached Printers for more information on secondary servers.

Requirement 3

PaperCut MF's client software is optional in a basic charging/quota environment. Users
can access their accounts and view their account balance, transaction and printing history,
and use advanced tools such as TopUp/Pre-Paid Cards and transfers. More information

on the web-based users tools is available at Interface Levels.

Requirement 4

The design and layout of the end-user web interface can quickly be changed using HTML
and Cascading Style Sheets. Customizing the end-user web design is covered in Cus-

tomizing the User web pages.
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Requirement 5

PaperCut MF provides secure connections for report access and administration via SSL-
based encryption. Larger universities often have their own certificate signing procedure for
SSL based servers. PaperCut MF can even accept these signed certificates. SSL-based

encryption is set up by default and is accessed via a URL such as:
https://[server name]:9192/admin

Information on using a custom SSL certificate is covered in SSL/HTTPS Key Generation.

Requirement 6

Hosting the PaperCut MF system on top of an external database system such as
Microsoft's SQL Server offers a number of advantages including easy data access, better
performance and scalability, and the ability to take advantage of existing backup processes.
More information on external RDMS support is available at Deployment on an External
Database (RDBMS).

The data structure is simple and administrators with report writing skills will quickly be able

to access the data for custom reporting via tools such as MS Access or Crystal Reports.

Requirement 7

PaperCut MF is a commercial system with commercial level support. However, unlike many
other commercial applications, PaperCut Software International Pty. Ltd. does offer source

code access. A number of universities have used the source code access for:
“ auditing - verifying that the software is secure.
@ customization - knowing how the application works and how to implement add-ons.

Large universities should also look at the large school scenario. Features such as shared

accounts and secure printing are also applicable to many university environments.

2.1.4. Scenario: The Small Business

Northwoods Inc. is a small twelve-person Engineering and Architect Drafting office serving
the local area. Their network consists of a mix of Windows XP and Windows Vista work-
stations connected on a Workgroup based network. Wireless network access is also

provided to employees with laptops. Most staff work on a project basis and you need to
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track use by project code and sub-project. Some staff work on a freelance basis and man-

agement want to track and charge for color printer use on a monthly basis.

Requirements

1. The system must be easy to set up and maintain as there is no full-time IT staff.
2. The system must work in a Windows workgroup environment.
3. Staff are to have unlimited access (i.e. no budgets).

4. Staff need to allocate their printing to projects and cost centers so printing and draft-

ing costs can be passed back onto the clients (chargeback).
5. Managers need access to view real-time reports.

6. Data should be able to be exported to Excel on a monthly basis for billing.

Implementation

Initial Installation

One system on the network needs to be allocated the task of hosting the printer and the
PaperCut MF application. Users will print via this system so it needs to be left on most for
most of the time. An existing file server is ideal, however, someone's desktop system will

also suffice (must be left on at all times).

Requirement 1

PaperCut MF is well known for its ease-of-use. It is a self-maintaining system with a simple
to use web-based interface. Apart from the initial set up, and the recommendation to incor-
porate the application's data into a backup procedure, no further technical administration

and support is required.
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Requirement 2

Workgroup environments are common on small networks. They differ from a domain envir-
onment in that they are not centrally authenticated via a server. Users can use a system that
automatically logs in as "a user" or maybe they just log in locally on their workstations. For
more information on the ways in which PaperCut MF can be installed in a workgroup envir-

onment, see Running in a Workgroup Environment.

Requirement 3

You can set up all users as "unrestricted". In this mode, users can start of with a zero bal-

ance and count down as they print. Their balance indicates their printing value to date.

Requirement 4

You can create shared accounts to represent the current projects with sub-accounts used

to represent areas under these projects (sub-projects). You can enable the client popup soft-
ware on user accounts forcing users to allocate printing to the project/client. In addition, the
advanced client popup allows premiums to be charged for special printing such as repro-

duction of expensive mylar film.

Selected staff can run monthly or quarterly invoice reports at any time to quickly determine
printing associated with a given client/project. For more information on shared accounts and

reporting, see Shared accounts.

Requirement 5

PaperCut MF records data in real-time. Full print logs and reports are available at any time
and can be accessed using a standard web browser. The manager can log in to the admin-

istration interface and access the reports at any time.

Requirement 6

You can export all reports and activity lists to Microsoft Excel. To access the Excel data,
click the small Excel icon located next to the report name, or the icon at the bottom of the

print log.

.
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2.1.5. Scenario: The Medium to Large Business

SandComp is a large manufacturing company consisting of 3000 employees spread over 4
sites. All sites are connected via a fast Wide Area Network (WAN). Printers are hosted on

local servers with the largest site hosting printers in a Microsoft Cluster environment.

Requirements

1. Must support a Microsoft Cluster environment.
2. Must centrally store print data on a server located at the main office.
3. Must not cause disruption if the WAN link goes down between offices.

4. The consulting division needs to be able to track printing by project (client/matter

format) so costs can be passed back to their clients.

5. The finance department needs secure print release on their shared printers stored in

the utility room.

Implementation

Initial Installation

The implementation of PaperCut MF in this environment would best be managed using
staggered or step-by-step approach. First, install and test the software on the central
offices' clustered environment, then rolled out to the other offices, and finally implement the
secure printing and client popups. A staggered approach is likely to minimize disruption

allowing network administrators to focus on the tasks at hand.

Requirement 1

PaperCut MF supports Microsoft Clustering Services. The installation process is doc-

umented in Clustering and High Availability.
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Requirement 2

You can install the print servers at the remote locations as secondary servers reporting back
to the primary server. All data is stored in one location. The services communicate using
XML Web Services and consume only a few bytes per print job. This means the system

works well over the WAN.

Requirement 3

PaperCut MF has a fail-open design. This means that if a failure occurs, such as the net-
work fails between servers, printing continues as normal. Businesses with WAN deploy-
ments should consider implementing a Site Server at each site to ensure continuity of Find-
me Print and copy services during a WAN outage. For more information, see Resiliency

with Site Servers.

Requirement 4

The consulting division can make use of the share accounts feature to track their printing by
client. More information on shared accounts is available in Shared accounts. These

advanced users would benefit from using the advanced popup. The advanced popup offers
advanced searching features allowing end-users to quickly located the appropriate account

and enter job comments as required.

Requirement 5

You can facilitate secured print release by setting up a terminal (a low-end PC will do) in the
finance department's utility room. When a member of the finance department prints to a
shared printer, their document will hold in the queue until that member goes to the utility
room and releases the print job with his or her username and password. This process

ensures that documents stay secure and can't be "accidentally” collected by other people.

2.1.6. Scenario: The Public Library or Internet
Cafe/Kiosk

The Sandy Beach Cafe is a typical Internet cafe offering Internet access, faxing, printing

and other services. This business has 50 computers and two printers. A black & white laser
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printer called "Black and White Printer" and a high-end color inkjet system named as "Color
Printer". They want to implement a pay-per-print system that meets the following process

and requirements:

Requirements

1. The customer prints the job to the appropriate printer.

2. Atthe front desk, the customer pays a staff member for the print job.

w

. The staff member releases the job for printing.

4. The customer collects the print job.

Implementation

PaperCut MF's hold/release queues are ideally suited to the Internet cafe scenario. More
information on the hold/release queues is available at Hold/release queues & Print Release
Stations. PaperCut MF provides both an application interface for Release Station man-
agers (i.e. desk staff) as well as a convenient web browser-based interface. To summarize

a typical implementation:

1. The PaperCut MF server software is installed on the system hosting the printers. An

existing server or desktop system will suffice.

2. Workstations are configured to print to the printers shared on the system set up in

step 1.

3. Inside the PaperCut MF admin interface, the printers should have the manager

only release option selected.

4. Desk staff can view and control pending print jobs, their cost, and other details via the

web based release interface accessible at the URL:

http://server name:9191/release
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2.2. Capacity Planning

This section discusses capacity planning considerations to allow administrators to plan

future infrastructure requirements and make decisions about how to deploy the application.

PaperCut MF is designed to be self-maintaining, however, it is important that the admin-

istrator understands the disk-space requirements and how this changes overtime.

2.2.1. Database Sizing and Growth

The most important part of capacity planning for PaperCut MF is the size and growth of the
underlying database. All other aspects of the system manages itself, but care must be taken

to ensure there is enough disk space to hold the growing database.

The size and growth of the database depends on the database being used. Each database
uses a different format to store their data, therefore the growth characteristics of databases

differ. This section outlines the database growth characteristics of:
“ The internal database (Apache Derby)
® Microsoft SQL Server

For more information on running PaperCut MF on external databases, see Deploymenton
an External Database (RDBMS).

Database growth is very dependent on the usage patterns and therefore differs significantly
from site to site. The best way to predict database growth is based on the rate of print jobs
performed. Although, there is some overhead for other data (like users, groups, printers,
etc.), this data is static and does not grow over-time. The majority of database growth is

caused by print and transaction logs.

The growth calculations performed below provide an indication of growth per 1000 or
10000 print jobs. Then using these numbers and your estimate of the rate of printing in your
organization, you make a growth estimate. See Sample database growth calculation for an

example of this calculation.

2.2.1.1. Internal database growth

Most PaperCut MF installations use the internal database. This database is suitable for

most organizations, however, some prefer to run using an external database (see
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Deployment on an External Database (RDBMS)).

The following graph shows the database size increase with the number of print jobs.

DB Growth (Internal DB)

DB Size {(MB)

0 5000 10000 15000 20000 25000 30000
Print Jobs
Figure 3: Database growth using the internal database

These results show that the internal database grows by approximately 8.5MB per 10,000

print jobs.
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2.2.1.2. SQL Server database growth

DB Growth (SQL Server)

DB Size (MB)

0 5000 10000 15000 20000 25000 30000
Print Jobs

Figure 4: Database growth using a Microsoft SQL Server data-

base

These results show that a Microsoft SQL Server database grows by approximately 4.5MB

per 10,000 print jobs.

2.2.1.3. Sample database growth calculation

This section provides a sample of how to estimate the database growth for your envir-
onment. To perform this calculation you need to make a number of assumptions. Adjust

these assumptions to suit your organization. The assumptions are:
“ 1 print job per user per day
© 20 working days in a month
® Therefore, 20 print jobs per user per month

Here is a sample database growth calculation based on a 500 user site using the internal

database:
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1. Calculate the total number of print jobs expected for the month. (i.e. the total number
of users multiplied by the number of print jobs). 500 * 20 = 10,000. So in this
example, PaperCut MF is handling 10,000 print jobs a month.

2. Calculate the monthly growth rate by dividing the jobs per month by 10,000 and then
multiplying by the database growth rate (i.e. for the internal DB this is 8.5MB for
10,000 jobs). So, 10,000/ 10,000 * 8.5 = 8.5MB/Month. Therefore in this situation

the internal database will grow by approximately 8.5MB per month.

3. To estimate the growth per year, multiply the above by 12. Therefore in this situation,

the database will grow by 10.2 * 12 = 122.4MB per year.

2.2.2. Print Archives Sizing and Growth

If PaperCut MF is configured to use Print Archiving then additional disk space is required to
store the archive files. The amount of space required depends on a number factors unique

to your site:
“ Number of print jobs
® Average size of print jobs spool files
® Archive retension policy
“ Backup plan

Proactivly monitor your archive directorty size over time to understand your specific require-

ments. For further information, see Print Archiving (viewing and content capture).

2.2.3. Network Bandwidth Planning

With modern switched Ethernet networks, bandwidth is rarely a factor when planning
PaperCut MF deployments. The bandwidth consumed by PaperCut MF is usually dwarfed
by the print document data - e.g. the Postscript spool data sent across the network. Band-
width does, however, become a consideration when planning deployments crossing phys-

ical site boundaries such as networks linked via a WAN.

PaperCut MF uses an XML based web services protocol for communication between cli-
ent-to-server and server-to-server. This protocol is very bandwidth efficient and designed

to work well on low bandwidth and high latency networks.
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2.2.3.1. Bandwidth Estimates

Bandwidth consumption can be summarized as follows:

Server-to-Server

Other than normal print server traffic (standard job spooling), PaperCut MF generates
XML-RPC based Web Services based traffic on port 9191. Connections are made from the
print server to the main PaperCut MF Application Server (primary server). Normal activity is
around 1-2kb of traffic for for each print job. Connections are instigated from the secondary

server. Network packets are only sent during printing activity.

Client-to-Server

Connections are instigated by the client inbound to the server on port 9191 and 9192
(Encrypted SSL). While at idle, the client consumes a few bytes once every minute (a keep-
alive heartbeat). During print activity, up to 1-2kb per print job can be consumed depending

on client popup settings.

If using account selection popups, the client must download the latest account list from the
server whenever it is updated. The accounts are downloaded in a very efficient compressed
format (approximately 20 bytes per account). If you have 10's of thousands of accounts, and
many clients running on remote sites with limited bandwidth, see Managing large client

billing databases.

2.2.4. Managing large client billing databases

When using the The Account Selection Popup, the User Client displays a list of client
accounts for the user to choose from. This account list is downloaded from the server
whenever the account list is updated (i.e. new accounts added). The accounts are down-
loaded in a very efficient compressed format (taking approximately 10-20 bytes per
account). This works very well on the vast majority of sites that have less than 10,000

accounts and are running on fast network connection.

On sites that have 10's of thousands of accounts and many workstations on remotes with
bandwidth-limited WAN connections the accumulated bandwidth usage could be sig-
nificant. To reduce this bandwidth usage, you can configure the clients to load the accounts

from a file stored locally at each site. When the accounts are updated on the server, you can
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recopy the file to each site. This distributes the client account list to all users at a site by
sending the account list over the network only once, instead of one copy per work-

station/client.
The process works as follows:

1. Onthe server the administrator sets up a scheduled task to run the server command

to generate the client accounts file as follows:

server-command create-user-client-accounts-file

This creates the client accountfile in [app-path] /server-

/data/client/client-accounts.dat.

For more information running server-command see Server Commands (server-

command). See below for a sample batch file.

2. Copytheclient-accounts.dat toeach of the sites running the client software.
Copy the file to a shared location accessible by all users running the client (e.g. afile

share).

o Tip: If you are using Microsoft distributed file system (DFS), you can copy
the client account file to the distributed share. DFS then efficiently dis-

tributes the file to all your remote sites.

3. Configure the User Client to run with the
-—accounts-file "\\fileserver\path\to\client-accounts.dat"

option. Clients at each site should use the accounts file stored locally at that site. The
account file location can also be specified in the client's config.propertiesfile.

For more information on client configuration settings see User Client Options.

4. Clients then load the accounts from the file and not directly from the server. The cli-
ent only loads the accounts from the server if it fails to load the accounts file (i.e. the

file does not exist).

Below is an example batch script that you can schedule to run regularly on your PaperCut
MF server. Schedule this to run whenever your shared accounts are updated (e.g. once a
day). Modify the script to reflect where PaperCut MF is installed and where the client file is
distributed.
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REM Batch file to create and distribute the client accounts
file

REM Create the client account file
[app-path]\server\bin\win\server-command create-user-cli-
ent-accounts-file

REM === COPY TO SERVER 1 ===

REM Copy to destination server

REM Create temp file, so clients do not load an incomplete
file.

copy /vy lapp-path]\server\datal\client-accounts.dat \\s-

vrl\share\accounts.tmp

REM Rename the temp file the final account file name used
by the User Clients
move /y \\svrl\sharelaccounts.tmp \\svrl\share\client-

accounts.dat

REM === COPY TO SERVER 2 ===

copy /y lapp-path]\server\data\client-accounts.dat \\s-
vr2\sharelaccounts.tmp

move /y \\svr2\sharelaccounts.tmp \\svr2\sharelclient-

accounts.dat

2.2.4.1. Known limitations

There is one minor limitation of using the client account file approach. When the account
selection popup is displayed, it lists all the defined accounts (even if the user does not have
permission to charge to these accounts). The server still enforces security to ensure that

users can only charge to the accounts they have permission to access.

2.3. Installation on Windows
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2.3.1. Quick install: Windows

o Important: This guide assumes that you are using Windows Server 2008. The
process is similar for other Windows operating systems such as XP, Server 2003
or Windows 7. If you're upgrading from a previous PaperCut MF version, refer to

the directions outlined in Upgrading From a Previous Version.

2.3.1.1. Step 1 - System Requirements & Network Setup

Before installing PaperCut MF for either evaluation or production use, the System Admin-

istrator should take a few minutes to verify system requirements.

“ s the operating system version supported and patches up-to-date? Take a few

minutes to verify the system is current and supported (see System Requirements).

“ In workgroup environments (i.e. where no domain is present), some additional con-

figuration is required. For more details see Running in a Workgroup Environment.

“ Are printer(s) installed and hosted on this system? PaperCut MF needs to be installed
on the system directly hosting the printer(s). Install the printer as a "Local Printer" with
a connection method such as TCP/IP Port, LPR, or JetDirect or directly connected to

the system via USB or LPT Port.

“ In a multi-user environment, printers are often shared with other network users. Other
workstations should connect to these printers as "Network Printers". Ensure work-
stations are configured to print to the shared print queues. For example, a Windows
workstation might connect to a printer via a path like: \\ [samba server]\

[printer].

“ Ensure that printers are configured correctly and work before installing PaperCut MF.
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Parallel Printer

Windows Clients (24/ NT / 2000)

Figure 5: Network printer configuration

Important: If you are running the PaperCut MF server on Windows XP (Pro-
fessional) you must disable "Simple file sharing". For more information, see
Troubleshooting & Technical FAQ's. If you are running a Windows workgroup net-
work or using Windows XP/Vista Home workstations, see Running in a \Work-

group Environment.

2.3.1.2. Step 2 - Print Queue Configuration

When using Release Stations or account selection popups, PaperCut pauses jobs on the
Windows print queue to hold jobs prior to printing. It is important, especially in charging envir-
onments, that the queue is secured to prevent users from resuming jobs themselves and

bypassing PaperCut. There are two ways a Windows print queue can be secured:
1. Configure the queue using the PaperCut TCP/IP Port.

2. Restrict the print queue security permissions to prevent users from performing man-

agement functions.
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Using the PaperCut TCP/IP Port

Queues configured to use the PaperCut TCP/IP Port automatically ensure that manually
resumed jobs will not be printed. You will already be using a PaperCut TCP/IP Port if you
are using hardware page count validation. You can see which port is being used in the
Ports tab under Printer Properties. If you are not currently using PaperCut TCP/IP ports,

see Windows printer queue configuration.

Restricting Windows Print Queue Security Per-
missions

This method works for most versions of Windows. However, it might interfere with printing
on Windows 8.1 and Windows 2012R2. On these systems you should secure printing using

PaperCut TCP/IP ports.
To restrict security permissions for a queue:
1. Log onto the server hosting the printers as an Administrator.
2. Open the printer configuration screen: Start > Printers
3. Right-click a printer and select Printer Properties.
4. Selectthe Security tab.

5. Selectthe CREATOR OWNER user and uncheck the Manage Documents per-

mission.
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"2 HP LaserJet 6MP Properties &3
| General | Sharng | Ports | Advanced | Secumty | Device Seitings |
Group or wser namas:

¥H Administrators MAES TRO'Admiristrators)
ICREATOR OWNER >

Fii Everyone

£5 Power Users (MAESTROPower Ussrs)

Pemissions for CREATOR OWNER Allorw Dery
Prnt B E
Manage Printerz :| D

—

anage Documents _'D_E
Spacial Permissions e

Far special pemizsone or for advanced settings, _
i | Adyanced |

[ ok [ coneat J[ zom |

6. Click OK.

7. Perform these steps for each of the monitored printers.

0 Tip: When using Windows 2008 Server, use the Server Manager, navigate to the
Print Management Console and globally set the security permissions by right-click-
ing the Print Server(s) > Properties > Security and editing the permissions
there. This applies only to printers added after the global permissions are

changed, not for pre-existing printers.

Windows Server 2008 R2 only

Windows Server 2008 R2 installations can experience an issue where print jobs are not
removed from the print queue when completed. These jobs stay in the queue with a status
of 'Sent to Printer'. To work around this, configure the Printer Driver Isolation so that jobs

are removed from the queue when completed.
1. Log onto the server hosting the printers as an Administrator.

2. Using the Server Manager, navigate to the Print Management Console: Server Man-

ager > Roles > Print and Document Services > Print Management > Print
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Servers > PrintServerName > Drivers
3. Right-click a printer driver and select Set Driver Isolation > None.
4. Perform these steps for each of the monitored printers drivers.

Windows 2008 R2 installations might require hotfix KB2906850 to be installed. Consult

with your Microsoft experts regarding the suitability of this hotfix.

o Tip:

If you receive an "Access denied" error when changing both the CREATOR
OWNER permissions and the Print Driver Isolation settings, turn off the
Render print jobs on client computers found under the Sharing Tab for that

printer.

i MP Color Laserlet CM3530 MFP PCLG Properties [

_ Secuty | Dwvics Seiiings [ Ao ;
G Shaving m|w;mm;

7 Wyou share this printer, only users on your rebaork with & wcenname
#¥F  and password for this compuber can prink to it. The pringer sill not
be svalable when the compater sleeps. To change these settings,

use the -I:Is I.-Ell\. !"I'J E!I o

| Shara this printer
Share mames  HP Color Laseriet CM2530 MFP PCLE

(J_Rendu prink pobis on chent -:umpl.ters]

Drivers
If this prirder is shared vith users running different wersiors of
‘Windoras, you may want bo install sddmioral dreess, o that the
wstrs do net have to firsd the prink driver when they connect bo the
whared prinber.

| Additional Diivers... |

T

2.3.1.3. Step 3 - Download and Install

PaperCut MF is supplied as a standard Windows setup . exe install program. You can
download the latest version from https://www.papercut.com. This installer automatically
detects whether your operating system is 32 or 64-bit and installs a version of the software
optimized for your system. After the download is complete, run the setup wizard as an

administrator level user. A system restart is usually not required but administrators are
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advised to perform installation on live production systems during periods of low activity - for

example, not during backup operations or other administration activities.

fe! Setup - PaperCut NG Ali=d_J

Welcome to the PaperCut NG
Setup Wizard
Thiz will mstall PapeiCut MG 17.0 on yow computer.

It iz recommended that pow close all other applicabions before
conbinLig.

Click Mext to conftinwe, o Cancal bo esat Setup.

f Ned> ] | Cancel |

Select the "Standard installation (primary server)" option and install PaperCut MF onto a

hard drive with adequate free disk space. The default options will suffice for most systems.

2.3.1.4. Step 4 - Configuration Wizard

After installation, a web browser window is displayed. The configuration stages are

explained below:

Administrator Password

This is the master password for the main in-built admin account, and is independent of the
operating system or domain passwords. The password must meet minimum strength
requirements, and must be at least six characters. Ensure that knowledge of this password
is kept secure. This screen also sets the system's physical location and language; ensure

that these are correct before proceeding.
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@ Setup Wizard : Configuration Wizard - Mozilla Firefox (= | 5 et
File Edit View History Bookmarks Tools Help
g-.—v C' X Ay | "* http//localhost8191 /app?service=page/Setup. T 7 | *l- Google P|
| 5 Betup Wizard : Configuration Wizard I -+ | |v
Configuration Wizard
Welcome!

This wizard will help you configure initial options and ready the system for use.

if this is the first ime installing the application, we highly recommend reading the guick start guide in
the user manual. & Open the uger manya

Type in the password 1o be assigned lo the master administrator accounl Please keep this
password secure.

m

Username: admin

Password: ssssssss
Verify password: [TIILLLLL

Your system location is currently setto English (Australia). If this not correct, please change the
sefting below. The location defines default currency and date formats.,

Location: System Default -

0 Tip: Treat this password the same as your router/modem management pass-

words. Itis independent of your domain accounts and needs to be kept secure.

Organization Type

This is the organization type that matches the organizational environment where PaperCut
MF is used. Choosing the appropriate organization type determines which system defaults
are used on setup. For example, in a Professional (Client Billing) organization, where it is
useful to charge-back printing to customers, an advanced client popup is provided with addi-
tional features useful for dealing with large numbers of client (shared) accounts. You can

change these default settings chosen for an organization type after installation.
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Default Print Cost

This is the default cost-per-page assigned to the printers. You can change this settingon a
per-printer basis after installation. Choosing a sensible cost now helps minimize future
setup. For example, in the USA, a value of $0.05 would be appropriate for many standard

black & white printers.

Initial User Credit (for Education installations)

When the organization type is set to Education, you can assign users an initial starting

credit. This ensures they have funds in their account as soon as the system is enabled. An
option also exists to control what happens when users run out of credit/quota. If you are eval-
uating PaperCut MF it might be appropriate not to disable printing when a users funds run
out. This way you can be assured that user printing is not disrupted during the evaluation.

You can change these settings after setup.

User/Group Synchronization

PaperCut MF extracts user information out of the System or Domain. The options presen-
ted here vary depending on the Operating System and its environment. During evaluation,
most sites import all users from the system/domain into PaperCut MF. An option also exists
to import a subset of users from a given group. This option is useful when only a subset of

users will use the printers.

User/group synchronization

The system will synchronize user and group information from a network, domain or computer.
Please select the user information source.

User source: Windows Standard -
20 Import all users

~' Import a subset of the users
e.j. a group or org und. (This wil be selected on the next page)

l < Previous “ Mext>
Options on Microsoft Windows include Windows Standard, Active Directory, or LDAP.

In a domain enviroment, Active Directory is the default option as this offers access to

Organization Units, Nested Groups and other AD features.
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Use the Test Settings to test and confirm your settings before continuing.

Client Settings in Professional (Client Billing)
installations

In a Professional (Client Billing) environment, the main focus is on allowing users to alloc-

ate print jobs to client (shared) accounts. The process works by:
® Pausing all jobs that enter the print queues.

" Displaying a popup on the user's workstation asking them to allocate the print job to

an account. This is done by selecting the account from a list.
@ After the user has responded to the popup, the job is released to the printer.

You can read more about the account selection process and shared accounts at Shared

accounts.

The account selection popup option is enabled at the user level. Once the option is enabled,
the user must run the client software. If the client software is not running, the popup cannot
display, and the job remains paused in the print queue. This option is considered high
impact. You are presented with two strategies that allow you to choose the implementation

approach that best suits your needs:

Minimal impact (Initial single user testing)

In this strategy the account popup is only initially enabled on a single user for testing. You
need to nominate the testing account; this can be an existing system/domain account used
for testing purposes or even your own user account. The username should be in the format

used to log in to the domain/system (usually the short form).

The minimal impact strategy allows you to test the popup with the nominated test sys-
tem/domain user account, after which you can enable the Advanced Account Selection

Popup option for other users as appropriate.

Immediate implementation (Enable for all users)

This strategy enables the account selection popup on all users, and is often preferred for

smaller networks as it minimizes the required post-install configuration. Once the client has
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been deployed, the system is operational. If this option is selected, install the client software

on user desktops (see Step 7) immediately to prevent disruption of user printing services.

Ifin doubt, select the minimal impact strategy. This ensures the impact is isolated to only the

nominated test account.

Verify Setup Options

Prior to enabling the configuration options that you have selected, you can verify the setup
options. At this stage you are still able to return to any of the prior configuration screens to

alter options before clicking Finish.

Wizard Completion

After completing the configuration wizard you are presented with a user synchronization
status screen, showing the progress and results of the system completing its initial setup.
Once you have closed that, click Login to access the interface and begin familiarising your-
self with the options and features available. Take some time to explore, and refer back to

the relevant sections of this manual as required.

2.3.1.5. Step 5 - Printer Configuration

The printers are automatically detected, and listed under the Printers section. If the printers

do not display, try printing a document. The first job triggers registration.

2.3.1.6. Step 6 - Sharing Client Software

The PaperCut MF client software is located in the directory [app-path] /client. This
software needs to be shared over the network so workstations can access/install the client
application. The directory is automatically shared in read-only formas PCClient as part of
the install process. Confirm that you can access the client software via the network by

browsingto \\server\PCClient.

2.3.1.7. Step 7 - Client Software Deployment (Optional)

The PaperCut client software can now be deployed if required. The client software is not

required for basic print tracking and reporting. Some features the client software provides
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include:
® Displays notification messages, such as why a print job was denied.
® Displays print policy popups, such as to encourage duplex printing.

® Displays popups for shared account allocation/charging (department accounts, client

billing).
@ Allow the user to confirm the details and/or cost of their print job before printing.
® Shows the user their current balance (useful in schools where print quotas are used).

® Can be used for authentication when printing from public terminals or other unau-

thenticated systems.

For a professional (client billing) installation the client software is required so that users can
allocate print jobs to client (shared) accounts via a popup. It is recommended to follow the
stepsin User Client Deployment for best practice client deployment methods. After the cli-
ent software is deployed, you can enable the account selection popup for all users. For

more information, see Enabling the Advanced Account Selection Popup For All Users.

For other installation types the client software is optional. If you choose not to deploy the cli-

ent software you can still deploy it in the future.

For more details about the client software see User Client. For details about deploying the

client software see User Client Deployment.

2.3.1.8. Step 8 - Testing

Following a fresh installation, it is highly recommended to test core features of the system.

For further details, see Testing the Installation.

2.3.1.9. What Next?

This concludes the Install Guide. Take some time to explore the features of PaperCut MF
before continuing reading at Implementation by Example or Tour. Business users might be
interested in trying the popup client software as covered in Client Software. If desired, the
client software should also be deployed to other workstations. This procedure is detailed in

User Client.
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2.3.2. Running in a Workgroup Environment

A workgroup environment differs from a network domain model. In the domain model, users
authenticate using a common username/password as defined in a central server. Users can
typically access and use any PC on the network by using their username and password. In
aworkgroup, the computers are loosely coupled and user identity is validated locally rather
than centrally. The computers are either set up to automatically log in as a general "user"”, or

user accounts are set up on the computers as required.

For systems running Windows XP Home, 'simple file sharing' cannot be disabled, forcing cli-
ent machines to try to authenticate as the Guest user. For this reason, we do not recom-

mend the use of Windows XP Home in multi-user environments.

Users can still authenticate with PaperCut MF on Windows XP Home by entering their
details into the User Client utility. This is similar to how user authentication is performed with

Mac clients. For more information see Option 2: Authenticating via popup.

PaperCut MF offers a number of options for running and authenticating users in a work-

group. The two common options are:
2.3.2.1. Option 1: Common username and passwords on all
systems
This option is suitable for networks running Windows 2000 or Windows XP Pro.

1. Nominate a system to host the printers and the PaperCut MF server software.

2. Setup the printers and share with appropriate names.

3. Windows XP only: Turn off simple file sharing by

a. Open Windows Explorer.

b. Select Tools > Folder Options
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C. Onthe View tab, clear the appropriate check box.

|’M1
| General | View Fitijl:l.Lm'lﬁlﬂ
 Folder views

You can apply the wiew such as Detais or Ties) that
you are uaing for thes folder to all folders.

' | Apolyto A Foiders | | Beset All Foiders |

Advanced settings

[] Launch folder windows in a separate process [-ﬁ]
L) Menaging pairs of Web pages and folders

{(®) Show and manage the pair a2 a single file

() Show both parts and manage them individualy

() Show both parts but manage as a single fie
[#] Remember each folder's view settings
] Restore previous folder windows at logon :
[[] Show Contral Panel in My Computer |
[#] Show encrypted or compressad NTFS files in color =

| Wﬁjﬁutﬂm i
i [] Use simple file sharing (Recommended) |
l

On the nominated host system, ensure that the Gue st accountis disabled. To do

this on a system running Windows XP:

a. Openthe Local Users screen: Start > Control Panel > Administrative

Tools > Computer Management > Local Users and Groups > Users
b. Right-click the Gue st user; then select Properties.
C. Onthe General tab, select Account is disabled.

d. Click OK.

4. This should also be performed for any system running a Release Station.

5. Onthe nominated host system, set up user accounts for all users via User

Accounts in the Windows Control Panel.
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6. Set permission on the printer so only these users can access the printer shares (i.e.

don't allow guest).

7. Install the PaperCut MF server software and complete the configuration wizard.

8. Instruct each user to log onto their workstation using an account with the same user-
name and password as set up for them on the nominated host system. This ensures

that their jobs list in the queue under their username.

2.3.2.2. Option 2: Authenticating via popup

Option 1: Common username and passwords on all systems might not be appropriate for
some environments. For example, Windows XP Home edition has a limitation that ensures
that all users list as "guest" when printing to a remote printer. You can work around this lim-

itation with popup authentication.
1. Nominate a system to host the printers and the PaperCut MF server software.
2. Windows XP only: Turn off simple file sharing by
a. Open Windows Explorer.

b. Select Tools > Folder Options
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C. Onthe View tab, clear the appropriate check box.

|’M1
| General | View Fitijl:l.Lm'lﬁlﬂ
 Folder views

You can apply the wiew such as Detais or Ties) that
you are uaing for thes folder to all folders.

' | Apolyto A Foiders | | Beset All Foiders |

Advanced settings

[] Launch folder windows in a separate process [-ﬁ]
L) Menaging pairs of Web pages and folders

{(®) Show and manage the pair a2 a single file

() Show both parts and manage them individualy

() Show both parts but manage as a single fie
[#] Remember each folder's view settings
] Restore previous folder windows at logon :
[[] Show Contral Panel in My Computer |
[#] Show encrypted or compressad NTFS files in color =

| Wﬁjﬁutﬂm i
i [] Use simple file sharing (Recommended) |
l

On the nominated host system, ensure that the Gue st accountis disabled. To do

this on a system running Windows XP:

a. Select Start > Control Panel > Administrative Tools > Computer Man-

agement > Local Users and Groups > Users.
The Local Users screen is displayed.
b. Right-click the Guest user; then select Properties.
C. Onthe General tab, select Account is disabled.

d. Click OK.

3. This should also be performed for any system running a Release Station.

4. Onthe nominated system, set up user accounts for all users.
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5. Install the PaperCut MF server software and complete the configuration wizard.

6. Print from another workstation. The job should listin PaperCut MF under the user

"quest".

7. Inthe PaperCut MF admin interface, enable the account selection popup and turn
off the Allow user to charge to their personal account option and enable the

Allow user to perform printing as another user.

Print account selection
Show the account selection popup »

i“-.l This setting requiras this user to run the dient software at all times.

Information to show in popup
L mow user to charge to thair parsonal account
[ Allow user to select shared accounts {From lst)
C7 mllow user to select shared accounts (using a PIN)
Allow usar ta perform printing s anothar usar

When shared acoount is selectad
& Charge shared account
' Charge personal account (and alocate to shared account for reporting)

8. Install the client software on each workstation. See User Client.

9. When the user prints to the shared printer, a popup now asks the user to enter a user-

name and password.

2.4. Installation on Mac

2.4.1. Quick install: Apple Mac

0 Important:

This guide assumes that you are installing on Mac OS X (either server or work-
station) hosting and sharing printers. This guide refers to this system as the
'server'. This represents the role of the system rather than the 'edition’ of the oper-

ating system. PaperCut MF equally supports both the server and workstation
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versions of Mac OS. If you're upgrading from a previous PaperCut MF version,

refer to the directions outlined in Upgrading From a Previous Version.

The following section assumes the reader has knowledge of general Mac OS X
server management. Although the installation process is graphical, it would be an
advantage to have knowledge of the command-line, creating users, editing con-

figuration files and an understanding file permissions.

2.4.1.1. Step 1 - System Requirements

Before proceeding with the installation the System Administrator should take a few
moments to verify system requirements. Is the operating system version supported and are
patches up-to-date? Take a few minutes to verify the system is current and supported (see

System Requirements).

2.4.1.2. Step 2 - Print Queue Setup

Most small to medium Mac networks configure their workstations to print directly to the
physical printers. This method of printing is not supported by PaperCut MF and instead
administrators must set up global server hosted print queues. Some administrators are
familiar with server queues, while others might need to invest some time into understanding
Mac printing in more detail. The topic of Mac printing is complex and is deserves its own
chapter! Read the first section of Miac Printing in Detail and ensure your organization's print-

ers are set up as required.

Administrators should ensure that the server based print queues are set up and working as

expected before attempting to install PaperCut MF.

2.4.1.3. Step 3 - Download and install

PaperCut MF is supplied as a standard disk image containing the installer. Log on as an
admin level account. Download and double-click Mac installer. Double-click the installer
package named PaperCut MF Standard Installation.pkg.Follow the dir-
ections on the screen. The installation process takes between two and five minutes depend-
ing on the speed of the system. A system restart is not required but administrators are
advised to perform installation on live production systems during periods of low activity - for

example, not during backup operations or other administration activities.
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The default install locationis /Applications/PaperCut MF

Important: Make sure you're installing the correct package. The similarly named
PaperCut MF secondary server Installation.pkgonlyinstallspart

of the application and is designed for more advanced networks.

& Introduction
& Read Me
& License

& Destination Select

Finishing the Installation...

& Installation Type

h I“Etal Iﬂtiﬂl’l e e :

# Summary

Install time remaining: Less than a minute

2.4.1.4. Step 4 - Configuration Wizard

After installation, a web browser window is displayed. The configuration stages are

explained below:

Administrator Password

This is the master password for the main in-built admin account, and is independent of the
operating system or domain passwords. The password must meet minimum strength
requirements, and must be at least six characters. Ensure that knowledge of this password
is kept secure. This screen also sets the system's physical location and language; ensure

that these are correct before proceeding.
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Setup Wizard - Configuration Wizard

'fhtrﬂ:.f.l'lucalhmt;‘:'l191,'am:l?ser\rice=|:lagef5etun#~dml ¢ WM Q- Google

Configuration Wizard

Welcome!
This wizard will help you configure initial options and ready the system for use.

It this |= the first time installing the application, we highly recommend reading the quick start guide in

te user manual. =1 Opan the usar manual.

Type in the password to be assigned 10 the master administralor account. Please keap this password
SECUNE,

Username: admin

Password: seeeeses

Verify password:  sessssss

Your system location is currently setto English (United States). If this not comrect, please change the
gefting below. The location defines default currency and date formaig.

Location: | System Default F

o Tip: Treat this password the same as your router/modem management pass-

words. Itis independent of your domain accounts and needs to be kept secure.

Organization Type

This is the organization type that matches the organizational environment where PaperCut
MF is used. Choosing the appropriate organization type determines which system defaults
are used on setup. For example, in a Professional (Client Billing) organization, where it is
useful to charge-back printing to customers, an advanced client popup is provided with addi-
tional features useful for dealing with large numbers of client (shared) accounts. You can

change these default settings chosen for an organization type after installation.
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Default Print Cost

This is the default cost-per-page assigned to the printers. You can change this settingon a
per printer basis after installation. Choosing a sensible cost now helps minimize future
setup. For example, in the USA, a value of $0.05 would be appropriate for many standard

black & white printers.

Initial User Credit (for Education sites)

When the organization type is set to Education, you can assign users an initial starting

credit. This ensures they have funds in their account as soon as the system is enabled. An
option also exists to control what happens when users run out of credit/quota. If you are eval-
uating PaperCut MF it might be appropriate not to disable printing when a users funds run
out. This way you can be assured that user printing is not disrupted during the evaluation.

You can change these settings after setup.

User/Group Synchronization

PaperCut MF extracts user information out of the System or Domain. The options presen-
ted here vary depending on the Operating System and its environment. During evaluation,
most sites import all users from the system/domain into PaperCut MF. An option also exists
to import a subset of users from a given group. This option is useful when only a subset of

users will use the printers.

User/group synchronization

The system will synchronize user and group information from a network, domain or computer.
Please select the user information source.

User source: Windows Standard -
20 Import all users

~' Import a subset of the users
e.j. a group or org und. (This wil be selected on the next page)

l < Previous “ Mext>
Options include Mac Standard (PAM, Local NetInfo, etc.), LDAP (Open Directory), or

Samba. Select Mac Standard if the user accounts are set up and defined on the local sys-

tem. This option works with most Mac networks.
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The LDAP option is appropriate for large networks with existing Open Directory domains.
This includes networks running Mac OS X Server with Open Directory, and Windows
domains running Active Directory. PaperCut MF does it's best to auto discover LDAP set-
tings, but some knowledge of LDAP and/or Open Directory is required. More information

on LDAP is available in Using LDAP for user synchronization.

Use the Test Settings to test and confirm your settings before continuing.

Client Settings in Professional (Client Billing)
installations

In a Professional (Client Billing) environment, the main focus is on allowing users to alloc-

ate print jobs to client (shared) accounts. The process works by:
® Pausing all jobs that enter the print queues.

“ Displaying a popup on the user's workstation asking them to allocate the print job to an

account. This is done by selecting the account from a list.

® After the user has responded to the popup, the job is released to the printer.
You can read more about the account selection process and shared accounts at Shared

accounts.

The account selection popup option is enabled at the user level. Once the option is enabled,
the user must run the client software. If the client software is not running, the popup cannot
display, and the job remains paused in the print queue. This option is, therefore, considered
high impact. You are presented with two strategies that allow you to choose the imple-

mentation approach that best suits your needs:

Minimal impact (Initial single user testing)

In this strategy the account popup is initially enabled only on a single user for testing. You
need to nominate the testing account; this can be an existing system/domain account used
for testing purposes or even your own user account. The username should be in the format

used to log in to the domain/system (usually the short form).

The minimal impact strategy allows you to test the popup with the nominated test sys-
tem/domain user account, after which you can enable the Advanced Account Selection

Popup option for other users as appropriate.
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Immediate implementation (Enable for all users)

This strategy enables the account selection popup on all users, and is often preferred for
smaller networks as it minimizes the required post-install configuration. Once the client is
deployed, the system is operational. If this option is selected, install the client software to

user desktops (see Step 7) immediately to prevent disruption of user printing services.

Ifin doubt, select the minimal impact strategy. This ensures the impact is isolated to only the

nominated test account.

Verify Setup Options

Prior to enabling the configuration options that you have selected, you can verify setup
options. At this stage you are still able to return to any of the prior configuration screens to

alter options before clicking Finish.

Wizard Completion

After completing the configuration wizard you are presented with a user synchronization
status screen, showing the progress and results of the system completing its initial setup.
Once you have closed that, click Login to access the interface and begin familiarising your-
self with the options and features available. Take some time to explore, and refer back to

the relevant sections of this manual as required.

2.4.1.5. Step 5 - Printer Configuration

To configure which printers are monitored by PaperCut you should run the Control
Printer Monitoring.command scriptasdescribedin Monitoring Printers on the Mac,

and return to this section when complete.

The monitored printers are listed under the Printers section. If the printers are not dis-

played, try printing a document. The first job triggers registration.

2.4.1.6. Step 6 - Sharing Client Software

The PaperCut MF client software is located in the directory /Applications/PaperCut
MF/client. You can share this directory over the network so workstations can access/in-

stall the client application. If you're running Mac OS X Server, use Server Admintoadd a
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read-only file share called PCC1ient. Sharing with Protocols AFP for Mac clients, and

SMB for Windows clients is recommended.

Users can have the client software start automatically using the OS X "Open at Login" fea-
ture. Manually start the PaperCut MF client software, command click the dock icon, select

options and the Open at Login" from the small pop up menu.

2.4.1.7. Step 7 - Testing

Following a fresh installation, it is highly recommended to test core features of the system.

For further details, see Testing the Installation.

2.4.1.8. Step 8 - Deployment for a Professional (Client
Billing) Installation

NOTE: This step is a requirement for a Professional (Client Billing) installation.

Now that the system is tested and working, it is time to deploy the client software and
enable the account popup for their use. It is important to deploy the client software before

enabling the popup, otherwise users' printing are stopped/paused.

Deploy the client software

As discussed earlier in the section, you can run the client directly from a network share
(which is automatically configured on Windows). There is also the option to install the soft-
ware locally on each workstation, however, this is not usually recommended because it

makes the process of updating the client software more complicated.

For more information about client deployment options, see User Client Deployment. Follow
those instructions to deploy the client software, and then enable the popup as described

below.

Enable the advanced client popup

Once the client software is deployed on user workstations, you can set the Account Selec-
tion. In a Professional (Client Billing) configuration, users who print jobs for clients are
often given the Advanced account selection popup, however, other Account Selection

options might be better suited for some users based on their job function. You can enable

Zm_ l Copyright © 1999-2016 PaperCut Software International Pty. Ltd. All Rights Reserved. 103 of 1084




PaperCut MF Implementation Guide Chapter 2: Installation

the popup on one user at a time or for all users in bulk. The popup for a single user is

enabled on the User Details page. To enable the popup for all users in bulk:
1. Loginto the admin interface.

2. Under the Users section, select the Bulk user actions action from the menu at the

top left of the Users tab.
3. Selectthe target group. To enable for all users selectthe [A11 Users] group.

4. Inthe Change account selection setting section, enable the Change account

selection option.
5. Selectthe Show the advanced account selection popup option from the list.

6. If you do notwant to allow users to charge printing to their personal account, then dis-

able the Allow user to charge to their personal account option.

7. Click OK, and confirm the operation. Once completed, the account popup is enabled

for the selected users.

Once the popup is enabled for all users, perform some testing from users' desktops. To test,
log in to the user workstation, perform a print, and check that the account popup is displayed

and the job is logged as expected.

2.4.1.9. What next?

This concludes the Install Guide. Take some time to explore the features of PaperCut MF
before continuing reading at Implementation by Example or Tour. Business users might be
interested in trying the popup client software as covered in Client Software. If desired, the cli-
ent software should also be deployed to other workstations. This procedure is detailed in

User Client.

2.4.2. Mac Printing in Detail

This section of the manual is split into different sections for ease of use, one section cov-
ering Mac OS 10.8+ installations, and another covering Windows hosted print queue setup.
In most cases only one section applies on your network. As Mac systems have become
more popular recently, many sites are opting for Mac print servers to support their Mac work-
stations. You can install PaperCut directly on a Mac print server, offering native, end-to-end

Mac printing.

.
.""-\-\._.
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2.4.2.1. Terminology
Below is an overview of the common terminology.

Print Queue: There are typically two ways of providing shared multi-system access to a

printer:

1. Configure each system to print directly to the device. The device needs to be net-

workable (e.g. have an Ethernet connection) and support multiple connections.

2. Configure a shared print queue. In this setup, only one system connects directly to
the device (e.g. a server) and in turn the device is shared on the network via a print
queue. Other systems on the network print to the shared queue rather than directly
to the device.

Option 2 is regarded as a better solution on multi-user networks as it provides a higher
level of scalability, allows for centralized administration, and allows administrators to move
or remap devices without needing to propagate changes to workstations. PaperCut MF
requires a shared print queue as it works by intercepting the jobs as they pass through the

server's queue.

CUPS: CUPS is the print queue system used by Mac. This is the same queue system used
by many other UNIX based platforms including popular Linux distributions. Apple is a major

supporter of CUPS.

IP Printing: This is a generic term used to describe a number of print protocols that are
used to exchange print documents between a computer, a server queue, or a physical
printer. (Note: This term is also occasionally used incorrectly to describe the "JetDirect"

print protocol discussed below)

IPP: This is an acronym for Internet Printing Protocol. This is the "native" print protocol
used by CUPS and the Mac. It's a modern protocol designed to work well on modern net-

works including local networks, or even over the internet or a WAN.
LPR: LPR/LPD is the traditional UNIX based print protocol.

JetDirect/Socket: This is a very simple print protocol used to transmit print jobs to a phys-
ical printer on a TCP network. The printer accepts connections on port 9100. In Windows,
this print protocol is often referredtoasa Standard TCP/IP Port, andinsome cases

generally as IP Printing. Almost all network printers support this method.
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Bonjour Printing: This is not a print protocol, but instead is Apple’s method of publishing

printers on a network so workstations can locate the device/queue.

Where possible PaperCut MF works with all print protocols, however, we do recommend
some over others. The following set up procedure highlights methods that have shown to

work in most environments.

PaperCut’s recommended setup procedure is:
“ Install the printers on the server using a compatible driver.
® Test printing from the server.
© Share your printers.

“ Set up the workstations to connect to the server's shared print queues.

2.4.2.2. Optional Hardware Configuration

Some printer models support several of the connection methods listed above. If the printer
offers the option to disable these protocols through their web administration page, you
should turn off all except the connection method that you will use. This minimizes the
chance of incorrect configuration, and the chance of a workstation user discovering the
printer directly. Some printers also support access control via IP address. If this is available,
consider setting access control so only the server IP can submit print jobs directly to the

printer.

2.4.2.3. Handling unauthenticated systems (e.g. Laptops)

Print queues in Mac OS X by default are unauthenticated. Authentication in an Open Dir-
ectory environment is instead performed at the time of system login. Unauthenticated sys-
tems such as laptops fall outside this. The introduction of unauthenticated systems on your
network mandates the need for an extra layer of authentication. To address this need,

PaperCut offers two options:
1. Popup authentication via the PaperCut client software.

2. Authentication via a Release Station or the web-based release interface (end-user

login -> Jobs pending release).
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Itis your decision whether or not the authentication policy/procedure is to be applied to all

systems on the network, or just "untrusted" laptops.

Network-wide policy

This is the simplest solution and provides a consistent procedure and policy across all your
users irrespective of their access method (such as via workstation or their own laptop).
Select your authentication method and enable this option on ALL print queues. The set up

procedure for both methods is summarized as follows:
Using popup authentication

1. Select the Unauthenticated printer option on all printers. (apply this to multiple

printers via Copy settings from Printer to Printer.)

2. Ensure that all workstations have the PaperCut client software installed. This
includes both authenticated lab systems and laptops. The PaperCut client must be

running to be able to print successfully.

3. Instruct users that they need to enter their username and password in the PaperCut

client, which you can set to save their credentials for an X amount of time if required.

Using hold/release queue authentication

1. Check the Enable the hold/release queue option on all print queues. Jobs do not

print until a user has authenticated and released the job.

2. Setup Release Stations, or ensure the Allow users to view held jobs option is

enabled on the Options tab in the PaperCut administration console.

3. Instruct users on how to release their jobs. This procedure must be followed by all

users.

Laptop Only Policy (Advanced)

One problem with the network-wide policy discussed above is that the authentication
method (e.g. client popup or hold/release queue) also applies to authenticated systems. In
some ways this is a positive (i.e. provides a consistent policy), while in other ways it can be
viewed as an unnecessary on trusted authenticated systems. This section discusses a solu-

tion appropriate for larger sites.
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The solution is to set up two servers. One server hosts a set of queues for authenticated sys-
tems, while the other server provides queues for unauthenticated systems. Network router
or firewall rules are used to ensure that only authenticated systems have access to the
authenticated queues. Laptops systems must use the other queues. This is best done with
partitioned IP address ranges and/or subnets. An experienced network administrator can

assist with restricted server access by IP address.

2.4.2.4. Eliminating popup authentication via Mac Login
Hook

You can use popup authentication to provide a secure environment. For example, there
might be a mix of lab systems and unauthenticated laptops. The lab systems are managed
and secured via authentication against a central user directory source, while the unman-
aged systems (e.g. laptops) are limited to local user authentication only so user identity is
indeterminate. Use popup authentication at the print queue level to provide an added level

of user verification.

This is an advanced topic and is targeted at experienced Mac administrators with com-
mand-line knowledge. The double-authentication is eliminated by having the system login
also perform the PaperCut log in via the system login hook. After the administrator has con-
firmed that the workstation is securely authenticating via a central directory service, they
endorse the system by copying a shared secret file onto the workstation. To perform this

endorsement, follow these steps:

1. Setup the PaperCut client on the workstation and configure it to start via the login

hook as explained in detail here Multi-User Install.

2. Use asecure method (e.g. USB key or scp) to copy the file located on the PaperCut
primary server at:
[app-path] /server/data/pc-shared-secret.dat
to the workstation in either of the following locations:
/etc/pc-shared-secret.dat or /Library/PCClient/pc-

shared-secret.dat

3. Set ownership and permissions on the file via the command line as follows:

sudo chown root /etc/pc-shared-secret.dat sudo chmod

600 /etc/pc-shared-secret.dat
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4. Testlogin and verify that PaperCut popup authentication step has been eliminated
by printing to an unauthenticated printer. Confirm that the job prints and logs as

expected.

5. Repeat steps above for each trusted directory authenticated system (e.g. lab sys-

tem) on the network, or use system imaging processes.

2.4.3. Mac hosted print queues for OS 10.8+

This section discusses printer setup on systems where print queues are hosted on Mac OS
10.8+. There are some very minor differences between the two setup instructions, but they
follow the same structure. See Windows hosted print queues if you have Windows hosted

print queues.

2.4.3.1. Installing the printers

Install the printer on the system running PaperCut using a compatible driver. For example,
adriver supplied by Apple or the manufacturer. If there is a choice of driver, we recommend
a Postscript or PPD based driver. Follow the manufacturer's suggested setup procedure
for this part of the implementation. If the manufacturer supports various connection meth-
ods, we recommend using JetDirect/Socket if possible. Here is an example of a procedure

that sets up a standard printer using a plain JetDirect/Socket connection:

-

. Select System Preferences.

N

. Select Print & Scan (in 10.9, this is named Printers and Scanners) .
3. Click + to add a new printer.

4. Click the IP tab.

5. Inthe Protocol list, select HP Jetdirect - Socket.

6. Enterthe printer's IP address.

7. Give the printer a simple name without spaces.

8. Select the driver or printer model from the list; then click Add.

Print some test pages to the newly configured printer, such as printing a web page from

Safari. Confirm that printing works as expected before continuing. Be sure to test multiple
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options such as Duplex and Grayscale. If printing is not working as expected, see the

troubleshooting section below.

° Note:

If you are adding new printers, configure PaperCut to monitor the new print

queues. For more information, see Adding and Removing/Deleting/Ignoring Print-

ers.
Add
) [ %
S=® @ G
Default Fax IP  Windows Search

Address: 10.100.64.32 l
Valid and complete address.
Protocol: | HP Jetdirect - Socket

4k

Queue:
Leave blank for default queue.

Mame: ?Lihra ryColor |

Location: !Lihrar",r Room |

4k

Use: [ Apple LaserWriter Pro 810

 Add |

Tips and Troubleshooting

“ Always try HP Jetdirect/Socket first, and use proprietary connection methods as a last

resort

“ If your printer does not support HP JetDirect/Socket, consider using IPP as an altern-

ative

“ If you are not able to install or find a driver for your printer, try the Generic Postscript

Driver/Printer
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2.4.3.2. Sharing the Printers

On Mac OS 10.8, Apple removed the ability to share printers using the Server Admin app.
Sharing printers is now easier, however, LPD has since been removed as an sharing

option, and the default sharing method is now IPP. To share your printers, follow the below

steps:

1. Open System Preferences — Print & Scan on the print server (in 10.9, this is

named Printers and Scanners)

2. Click the printer you want to share

3. Tick Share this printer on the network.

@0 Print & Scan
<r] -
Pririters e HP Color Laserjet CM3530 MFP [BB37...

10,100.64,2
= o kile, Last Used
A up Calar Laserjet CM... - | Open Print Queue..,
" v ke 3

= KOMICA MINOLTA Bi... | Options & Supplies...

e o Klg
ﬂ Lescrnark Me56de Locatien:
i bdle
= Lexmark_MX711 Kind: HP Color Laserjet CM3530 MFP
e @ Mie Ctatus:  ldbe
IIEShm this printer on the network | | Sharing Preferenoes ..
o =
Default printer: | Last Printer Used A
Default paper size: | A4 C
il =)
Click the lock to prevent further changes. N

2.4.3.3. Setting up the printers on Mac workstations

Once the printers are set up on the server and shared, the next step is to install the printers
on the workstations. This section includes the manual setup of print queues to work-
stations, as well as discussing a method of automating deployment via the Workgroup Man-
ager. The goal is to add the printer on the workstation so it communicates with the server’s
print queues rather than directly to the printer. Protocols include IPP, LPD, or LPD added

via Bonjour. The recommended setup is to use IPP, as this is the native protocol.
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Manual Setup

1.

Open System Preferences — Print & Scan on the workstation (in 10.9, this is

named Printers & Scanners)

. Click +.

Select IP as the type and select Internet Printing Protocol - IPP as the Protocol.
If IPP is not compatible with this device, select Line Printer Daemon - LPD as the

Protocol)

In the Address, enter your server name (or IP Address).

In Queue, enter the the printer's Queue Name prefixed with printers/. For example:

printers/my_office_printer.

Select the appropriate driver under Print Using.

Select Printer Software. If your model is not listed here, install the manufacturer's

driver and repeat these steps again

. Take some time to test printing from the workstation, and confirm that all functions of

the printer are working.

o Note:

If you have trouble connecting, ensure the queue name you are entering is cor-
rect. The queue name of the printer is set when the print queue is first created on
the Mac server, and might be different to the visible printer name. The queue
name is displayed on the print server under System Preferences > Print &

Scan > [select printer] > Options & Supplies > General > Device Name.

If you have problems obtaining a driver for your printer, try the Generic Postscript Driver.

This option works with most printers. If after a test print the printer stops with a connection

error, check the printer sharing permissions on the server or try the alternate method dis-

cussed below.
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2-@a -

Default Fax IP Windows

—_—

Address: | 10.100.66.25
Valid and complete address.
Protocol: |_ Internet Printing Protocol - IPP

Ak |

Queue: I|:1|rirmar':ufLil::rran_.rF'rintnl:r
Leawe blank for default queue.

Mame: | Library Printer

Location: Library Room

Use: | HP Laserjet 4350 +

Publishing the printer via Workgroup Manager

Manually installing the printer on each desktop on a large network can be tedious. Large
networks using Open Directory can automate the process with Workgroup Manager. The
key to successfully deploying/publishing printers via the Workgroup Manager is to publish
the configuration from a working workstation rather than the server itself. The reason
behind this is that it would publish the server's printer configuration. Since the server is con-
figured to print direct to the device and not to the queue, this would be the incorrect con-
figuration for user workstations. Instead, install the Workgroup Manager software on a
configured workstation/client and publish its known configuration. We recommend having a

workstation setup that is for Workgroup Manager administration and deployment only.

1. Select one workstation on your network. Follow the manual set up procedure as dis-

cussed above.

2. Testand confirm this workstation is configured and printing correctly. Also select
other settings as appropriate such as tray, duplex and other defaults. It is important
to test this step before continuing. If printing is not working, this needs to be fixed

before Workgroup Manager is used to publish your print queues.

3. Install the Workgroup Manager on this client workstation found on the Mac OS X
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Server install disk).

4. Open the Workgroup Manager, connect to your directory and select an appropriate

user group or computer group used to manage client settings.
5. Enter the Settings/Preferences area and select Printing.
6. Select Manage Always and add printer(s) set up in step 1.
7. Save settings and exit (e.qg. click Done).

8. Log onto another workstation and confirm that printer settings are being published as

expected.

Workgroup Manager: Local

O LUE © © 0 @ @

Sereer Accounts  Preferences  Moew oup t Refresh  New Window Search
@~ Authenticated as diradmin to directory: /LDAPY3/127.0.0.1 \i.
2@lo &) T oorer |
Q- Name contains ) Manage: (| Never Once [+) Always
Croup Mame & GID

@ FaperCut Domaln... 1027 Access

B PaperCut Staff Mac 1026
Avallable Printers. User's Printer List

B workgroup 1025
10.100.64.2 HP Color Laserjet CM3530 MFP
HP Color Laserjet CM3530 MFP Lexmark_MX711
KONICA MINGLTA bizhub C35(
Lexmark X656de
Lexmark_MX711 Remove

Open Printer Setup | Search for additional printers.

|+ Allow user to modify the printer list (Mot available in O5 X v10.5)
(¥ Allow printers that connect directly to user's computer
|| Require an administrator password
|| Only show managed printers {Mac OF X v10.5.7 or later)

| Revert | | Apply Mow |

| J

1 of 3 groups sebected

2.4.4. Windows hosted print queues

This section discusses printer configuration on Mac OS X workstation in environments sys-
tems where the print queues are hosted on a Windows operating system. See Vlac hosted

print queues for OS 10.8+ if your print queues are hosted on Mac OS 10.8+.

When a printer from a Windows environment is shared and added to a Mac system, Print
and Scan requests printer access credentials in the form of username and password. Any

user that prints to this printer uses these supplied credentials. This means that the
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administrator that added the printer to the workstation is the owner of all documents printed

from the workstation irrespective of the current logged in user.
The ideal solutions varies from network to network and depends on factors including:
1. Your existing network configuration
2. The mix and makeup of operating systems used on the network
3. The underlying directory technologies (Active Directory, LDAP, etc.) if used
4. Whether Macs are used by a single owner or multiple users

The following sections outline common set up scenarios and their pros and cons. Your solu-

tion might fit one of these scenarios or might be composed of a combination.

2.4.4.1. Scenario One: My Own Mac (Single User)

Many networks, particularly those in a business environment, have a dedicated desktop sys-
tem for each user. This allows the desktop system's global settings to be customized for the

user. Common examples include:
® Dedicated computers used in a business

® Staff laptops or desktops used in education

Requirements

® Printers hosted and shared from a Windows or Linux server.
® Mac systems used by a single user (or small group of known users).
® Each user has a domain account and password.

® The username associated with the account on the Mac matches the domain user-
name (either the account used to log in, or the account set up as the automatic log in

account).

® Running Mac OS X 10.8 or higher.
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Installation

Check the user account information:

1. Start up the Mac, log in as the local administrator, and ensure the system is con-

nected to the network.
2. Select System Preferences
3. Depending on your Mac OS version, select Accounts or Users and Groups.
4. Click MyAccount. (Skip this step in Mac OS 10.8 and 10.9)

5. Ensure that the Short name associated with the account matches the user's domain

account username. If not, create a new working account as appropriate.

Setting up the printers:
1. Navigate to System Preferences -> Print and Scan.
2. Click + to add a new printer.
3. Control-click the Toolbar; then select Customize Toolbar.
Drag the Advanced icon onto the bar; then click Advanced.
4. Selectthe Windows printer via spoolss device type.

5. EnteraDevice URL, suchas: smb://username:password@server name/-

printer name

“ Tip: server_name is the name of the server hosting the printer, and printer_

name is the printer's share name

“ You might need to include the port in the DeviceURL: smb: //server

name:139/printer name

“ OS X can struggle with printer share names containing spaces. We recommend

a share name without spaces

6. InName, enter a friendly and informative printer name.

7. Choose a driver for this printer by pulling down the drop-down box and selecting
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8.

9.

Select Software
Click Add.

Test print and ensure jobs are logged in PaperCut MF as the correct user.

Add

ggﬂﬁ|q

Default Windows | Advanced

LN

L1

Type: [ Windows printer via spoolss

Device: [ Another Device

ik
N

URL: i smb: [ fusername:password@server_name/printer_name

Mame: | Arts-Printer-3

Location: |.hrt Room 3
Use: | HP Color LaserJet CM3530 MFP

Ak

Installing the PaperCut MF Client software

1.

2.

Open Finder and select Go -> Connect to Server.

Enter smb://servername/pcclient where servername is the name of the
server hosting PaperCut MF. If you are prompted for a username and password, this

is a username that has access to connect to the SMB share on your Windows server.
Dragthe PcC11ient application across to the local Applications directory.

Open System Preferences

Select Users & Groups.

Slect the Login items tab.

. Click +; then select the newly installed PcC11ient application. Tick the PC Client
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option once it is displayed.

8. Restart the system and ensure the client starts upon login.

8o Users & Groups

Current User Pas d

m These items will open automatically when you log in:

¥ Other Users Hide | Item | Kind
M B PCClient Application

To hide an application when you log in, select the checkbox in the Hide
column next to the application.

Q Login Options | ek _‘]

+ ] - [ %] |

E Click the lock to make changes. ®

Tips and Troubleshooting

“ Get the user to log in to the Mac. Verify that the PCC1ient program starts auto-

matically and shows the user’s balance.

“ Print to the newly set up printer. On the server's print queue, ensure that the job is dis-

played under the correct username.

“ Ensure that the print job successfully reaches the printer and that the user gets

charged in PaperCut.

“ Check that the balance has changed to reflect the new balance in the PCC1ient pro-

gram.
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2.4.4.2. Scenario Two: The multi-user Mac with popup
authentication

Schools and universities often have Macs available for student use in dedicated computer
labs. In these environments the Macs are shared by many users and Scenario One is not

appropriate. Larger Mac networks already using LDAP or Active Directory authentication,
or planning on doing so, might want to consider Scenario Three explained in the next sec-

tion.

Scenario Two uses a popup authentication model. For more information, see Popup

authentication.
The end-user's perspective:
1. Theuser seesthe PCClient program running.

2. When the user prints a job, the client pops up a window requesting the user to enter

a username and password. See Popup authentication.
3. The user enters a domain username and password.
4. Ifthe credentials are valid, the job is charged to the user account.
The explanation:

1. The print event is performed as a generic user - For example, "macuser", "stu-

dent", etc.

2. InPaperCut MF, the "macuser" account is set up to use popup authentication by
enabling the option Unauthenticated user. See Popup authentication for further

details.
3. The popup requests the user to enter a username and password.

4. The password is authenticated and printing is charged against the supplied account.

Requirements

® Printers are hosted and shared off a Windows, Mac or Linux server.

“ The Mac systems are set up to log in under a generic account name. (e.g. macuser,
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student, etc.)

“ The domain contains a user account matching the generic account.

Installation

Domain account set up:
1. Log onto the print server or the domain controller as a domain administrator.

2. Open Active Directory Users and Computers (or equivalent user management

tool) from Start -> Administrative Tools.
3. Add anew domain user called macuser.
4. Define a password for macuser and set the password to never expire.
Mac account set up

1. Start up the Mac, log in as the local administrator, and ensure the system is con-

nected to the network.
2. Select System Preferences
3. Depending on your Mac OS version, select Accounts or Users and Groups.
4. Create an account called macuser. Ensure the account's short name ismacuser.

5. Setthis account as the automatic login account, or alternatively make the password

known to all users.
Set up the printers that the user requires access to:
1. Navigate to System Preferences -> Print and Scan.
2. Click + to add a new printer.
3. Control-click the Toolbar and select Customize Toolbar.
Drag the Advanced icon onto the bar, then click Advanced.
4. Selectthe Windows printer via spoolss device type.

5. EnteraDevice URL, suchas: smb://username:password@server name/-

printer name
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® Tip: server_name is the name of the server hosting the printer, and printer_

name is the printer's share name

® You might need to include the port in the DeviceURL: smb: //server

name:139/printer name

“ 0S X can struggle with printer share names containing spaces. We recom-

mend a share name without spaces
In Name, enter a friendly and informative printer name.

Choose a driver for this printer by pulling down the drop-down box and selecting

Select Software
Click Add.

Test print and ensure jobs are logged in PaperCut MF as the correct user.

Installing the PaperCut MF Client software

1.

2.

Open Finder and select Go -> Connect to Server.

Enter smb://servername/pcclient where servername is the name of the
server hosting PaperCut MF. If you are prompted for a username and password, this

is a username that has access to connect to the SMB share on your Windows server.
Enter account details for an account able to connect to the SMB share if requested
Dragthe pcC11ient application across to the local Applications directory.

Command-click the newly copied PCC1ient application in the Applications dir-

ectory. Select Open Package Contents.

. Navigateto Contents/Resources/.

Double-clickthe install-1login-hook.command script.

Restart the system and ensure the client starts upon login.

Configure the popup settings:

1.

Log on to the PaperCut MF administration interface as built-in admin user.
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2. Selectthe macuser account from Users.

3. Onthemacuser's details screen, set the account balance to zero.
4. Ensure the useris set to Restricted.

5. Select the Unauthenticated option and save the changes.

6. Click Apply to save the changes.

If users log in to the Mac using their AD/LDAP username, you can eliminate the authen-

tication popup by configuring the client as described in Popup authentication.

Tips and Troubleshooting

® Get the user to log in to the Mac. Verify that the PCC1ient program starts auto-

matically.

“ Print to the newly set up printer. On the server's print queue, ensure that the job is dis-

played under the correct username.

“ An authentication popup should display on the Mac. Enter a valid domain username

and password.

® Charge the corresponding user for the job. Also check that the balance has changed

to reflect the new balance in the PCC1ient program.

2.4.4.3. Scenario Three: Multi-user Macs using LDAP or Act-
ive Directory authentication

Larger networks often run the Macs in a domain environment either authenticating with an
Active Directory or an LDAP network. In an authenticated domain environment, the identity
of the user (the user's username) is known and verified at the time of log in. With the help of
the TCP/IP Printing Services for Microsoft Windows, and the LPR/LPD support on the Mac,
print jobs can be identified on the server and associated with the user's login name. This

avoids the need for the popup authentication used in Scenario Two.
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Using the LPR and IPP printing protocols on Win-
dows print servers

LPR is a legacy protocol developed for UNIX that clients use to send print jobs to print serv-
ers. Microsoft has supported this protocol for a number of years via an add-on module
called Print Services for UNIX (PSfU). Under certain conditions Windows LPD printers can
cause issues when using PaperCut hold/release print queues. The information included

here is to help customers understand the issue and document suggested workarounds.

The mechanism used by the Windows PSfU subsystem to accept LPR and IPP print jobs is
different from other implementations in Windows such native SMB based printers. In SMB
the event natification to applications such as PaperCut is well behaved and reliable. Event
notification for LPR and IPP based printing does not use the same set of underlying APls
and under some conditions the PaperCut print monitoring layer receives notification after
the print job has started. This means that some print jobs can start to print before the hold
instruction is issued. This job is then suspended in a Paused Printing state (i.e. both
paused and printing) and this results in all other jobs on that queue being held up by the

paused job.

The symptoms are generally not consistent, suggesting an underlying race condition bug in

Windows. Things that can affect the problem include:
® Running the print server on a virtual machine
® The number of processors/cores
® The current load on the print server
® The version and patch level of Windows

Because the issue is in the underlying Windows print subsystem, it is not possible for Paper-
Cut to quickly implement a reliable solution and Microsoft is unlikely to implement a fix to
this legacy subsystem. If a site does experience this issue there are some steps that can

help alleviate or fix the issue.

1. Use the SMB protocol for Windows based print server queues. Note that using SMB
can place some constraints on how users authenticate and how anonymous users

are able to print at your site. This is the recommended approach.

2. Use two print queues. Queue A is virtual and queue B is the real queue attached to

Zm_ l Copyright © 1999-2016 PaperCut Software International Pty. Ltd. All Rights Reserved. 123 of 1084




PaperCut MF Implementation Guide Chapter 2: Installation

the physical printer. Users print to A using LPR and PaperCut can always place a
hold on the print job. PaperCut then redirects the job to B on release. Managing vir-
tual print queues is documented in section Find-Me Printing and Printer Load Balan-
cing. Configure queue A to use a port with no printer (e.g. LPT1 :), it should be
permanently paused ( Printer > Pause Printing ), and the virtual queue con-
figuration for A in PaperCut should forward jobs to B (setting Jobs may be for-

warded to these queues).

If queue A is un-paused then the job will error, however, it can still be re-directed as

needed.

Requirements

“ Macs set up in multi-user mode authenticating off a domain. Either Active Directory or
LDAP.

® Printers hosted on a Windows print server.

® The server needs the TCP Printing Services installed (also known as Print Services

for Unix).

Installation
On the server hosting the printers, set up TCP/IP Printing:
1. Logintothe server asasystemadministrator.
2. Select Control Panel -> Add Remove Programs.
3. Click Add/Remove Windows Components.
4. Select Other Network File and Print Services.
5. Click Details and ensure Print Services for Unix is selected.
6. Click Next to complete the installation.

Some systems running firewall software can block LPD printing. On systems running fire-
wall software, ensure that incoming connections from the local network are allowed on port
515.
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On each Mac, add the required printers:

1.

2.

Open the Printer Setup Utility from Applications -> Utilities.

Click + to add a new printer.

. Click the IP tab at the top toolbar.

From the Protocol dropdown, select Line Printer Daemon - LPD.
In Address, enter the IP address of the server hosting the printers .

In Queue, enter the printer's share name .

. In Name, define a user friendly name; then select the printer type.

Click Add.

Repeat for other printers as necessary.

Installing the PaperCut MF Client software

1.

2.

Open Finder and select Go -> Connect to Server.

Enter smb://servername/pcclient where servername is the name of the
server hosting PaperCut MF. If you are promted for a username and password, this

is a username that has access to connect to the SMB share on your Windows server.

Enter account details for an account able to connect to the SMB share if requested

. Dragthe pcC11ient application across to the local Applications directory.

Command-click the newly copied PCcC1ient application in the Applications dir-

ectory. Select Open Package Contents.
Navigateto Contents/Resources/.
Double-clickthe install-1login-hook.command script.

Restart the system and ensure the client starts upon login.
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Tips and Troubleshooting

“ Restart the system and ensure the PCC1ient application starts on login and lists the

user's account balance.

“ Ensure print jobs correctly show in the PaperCut job logs under the user's PaperCut

account.

“ Charge the corresponding user for the job. Also check that the balance has changed

to reflect the new balance in the PCC1ient program.

Additional information and tips

The client install process is also covered in User Client. After the first Mac is set up and the
printing process is tested, provide the simplified client install notes covered in Deployment

on Mac OS X to end-users or other System Administrators.

The pcC1ient client can accept command line options as explained in User Client
Options. If the client is started via the login hook, you can define the command-line options

in the file:
/Applications/PCClient.app/Contents/Resources/login-hook-start

Look for the line starting with client_args and the associated comments above.

2.5. Installation on Linux (CUPS and
Samba)

2.5.1. Quick install: Linux (CUPS and/or Samba)

° Important: The following section assumes the reader has knowledge of general
Unix/Linux system management including using the command-line, creating

users, editing configuration files and understanding file permissions.
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2.5.1.1. Step 1 - System Requirements

Before proceeding with the installation the System Administrator should take a few
moments to verify system requirements. Is the operating system version supported and are
patches up-to-date? Take a few minutes to verify the system is current and supported (see

System Requirements).

Are printer(s) installed and hosted on this system and are they exposed to the network
either via CUPS or Samba? Administrators should ensure that the print queues are set up

and working as expected before attempting to install PaperCut MF.

In a multi-user environment, printers are often shared with other network users. Other work-
stations should connect to these printers as "Network Printers". Ensure workstations are
configured to print to the shared print queues. For example, a Windows workstation can
connect to a samba exposed printer via \\ [samba_server]\ [printer]. Other Linux

or Mac workstations use IPP via CUPS.

If the printers are currently not installed and configured, perform and verify this task before

proceeding further.

2.5.1.2. Step 2 - Create the host user account and firewall

settings

PaperCut MF runs and installs under a non-privileged user account called "papercut”. The
installation location for the application is the papercut user's home directory. Create a
user account on this system called papercut. This is usually done by logging in as root
and using a user management GUI tool or at the command prompt entering:

shell> useradd -m -d /home/papercut papercut

The syntax for useradd and groupadd can differ slightly on different versions of Linux.

They can also be called adduser and addgroup.

The user's home directory (the —d option) denotes the install location. /home /papercut
is the recommended location. Administrators can, however, also consider alternate install

locations depending on personal preference. Alternatives include:
" /usr/local/papercut

® Jopt/papercut
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Important: This quick start guide assumes the install location is /home /pa-
percut. If an alternate home location is defined, some of the paths listed in sub-

sequent sections will require modification.

Some Linux distributions impose strict resource usage limits on user accounts (ul imit).
The papercut account is a special account used for hosting an application and needs to
be granted satisfactory resource limits, such as, the ability to open many files. The methods
of setting user-level ulimi t levels vary from distribution to distribution, however, the com-

mon solution is to add the following lineto /etc/security/limits.conf:

papercut - nofile 65535

Many Linux distributions have strict default firewall policies. PaperCut MF uses TCP ports
9191 (for HTTP) and ports 9192 (for HTTPS/SSL) and these ports must be open. Take
some time now to ensure these ports are open. Consult your distribution documentation for

details on how to open firewall TCP ports.

2.5.1.3. Step 3 - Download and installing

Important:
Make sure you download the correct architecture for your distribution. 1 686 is for
32-bit operating systems. x 64 is for 64-bit systems (also known as x86 64 or

amd64).

PaperCut MF is supplied as a self-extracting and self-installing archive. The installation is
performed as the newly created papercut user and installs to that user's home directory.
Temporary root access is required for part of the install. Make sure the root password or
sudo password is handy. For more detail about the install process including installing to a

different location, see PaperCut NG on Linux.

Log on as the newly created papercut user and download and execute the installer. You

can execute the file from any directory.

shell> su - papercut
shell> wget [download url from PaperCut Software website]

shell> sh ./pcmf-setup-*-linux-*.sh

Follow the installation instructions and enter the root password when requested.
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Important: Ensure you 1ogin asthe user papercut so that the user's envir-

onment is sourced so the home directory (install location) is correctly defined.

0 hlocks
A1 bhlocks
Applying defanlt permissions. . .
Setting pern ions on Application Server files. ..
Setting pernissions on Print Provider files...

The install needs to perform some tasks as root, asks 1includ
# aetting setwid-root on the avthentication prouider
# Inzstalling a CUPS backend
# Configure the server s boot scripts

Wou ld you like to perform these tasks nowyY lyes or nol

e

Enter root password when requested:

FPazsword :

Getting authpan as setuid root. ..

Installing »ysV style boot scripts. ..

Attempting to locate CUN: installation. ..

Found CUPE backed directory at - l ib cups-backend
Linking Print Provider into CUFS directory
Creating client configuration file...

Config File successfully written,

Starting the application seruer. ..

Starting Application Server..............started (pid: 4361).
Conf iguring. .

The installation process takes between two and five minutes depending on the speed of the
system. A system restart is not required but administrators are advised to perform install-
ation on live production systems during periods of low activity - for example, not during

backup operations or other administration activities.

2.5.1.4. Step 4 - Configuration Wizard

After installation, you are prompted to open a web browserathttp:// [server-
name] : 9191 /admin to complete configuration. The configuration stages are explained

below:

This is the master password for the main in-built admin account, and is independent of the

operating system or domain passwords. The password must meet minimum strength
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requirements, and must be at least six characters. Ensure that knowledge of this password
is kept secure. This screen also sets the system's physical location and language; ensure

that these are correct before proceeding.

Setup Wizard : Configuration Wizard

'fhm:l:.l'.flncalhnst;ﬂ19lfann?senrice=nage!5&tupﬂ~dnu ¢ QLQr Google

Configuration Wizard

Welcome!
This wizard will help you configure initial options and ready the system for use.

It this I the first tme installing the application, we highly recommend reading the quick start guide in
the user manual. g Open the Lser Mmanial,

Type in the password to be assigned 1o the masier adminisiraior account. Flease keep this password
SECLIE,

Username: admin

FPassword: seesssss

Verily password:  sssssses

Yiour system |ocation is currently set1o English (United States). If this not correct, please change the
setting below. The location defines default currency and date formats.

Location: | System Default )

0 Tip: Treat this password the same as your router/modem management pass-

words. Itis independent of your domain accounts and needs to be kept secure.

Organization Type

This is the organization type that matches the organizational environment where PaperCut
MF is used. Choosing the appropriate organization type determines which system defaults
are used on setup. For example, in a Professional (Client Billing) organization, where it is
useful to charge-back printing to customers, an advanced client popup is provided with addi-

tional features useful for dealing with large numbers of client (shared) accounts. You can
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change these default settings chosen for an organization type can be changed after install-

ation.

Default Print Cost

This is the default cost-per-page assigned to the printers. You can change this setting on a
per printer basis after installation. Choosing a sensible cost now helps minimize future
setup. For example, in the USA, a value of $0.05 would be appropriate for many standard

black & white printers.

Initial User Credit (for Education sites)

When the organization type is set to Education, you can assign users an initial starting
credit. This ensures they have funds in their account as soon as the system is enabled. An
option also exists to control what happens when users run out of credit/quota. If you are
evaluating PaperCut MF it might be appropriate not to disable printing when a users funds
run out. This way you can be assured that user printing is not disrupted during the eval-

uation. You can change these settings after setup.

User/Group Synchronization

PaperCut MF extracts user information out of the System or Domain. The options presen-
ted here vary depending on the Operating System and its environment. During evaluation,
most sites import all users from the system/domain into PaperCut MF. An option also exists
to import a subset of users from a given group. This option is useful when only a subset of

users will use the printers.

User/group synchronization

The system will synchronize user and group information from a network, domain or computer.
Plaase select the user information sowrce.

User source: Windows Standard -

I Impor all users

' Import a subset of the users
.. a group or org uni. (This wil be selected on the next page)

l < Previous “ Mext>

Options on Linux include Unix Standard (PAM, NIS, etc.), LDAP, or Samba.
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Select Unix Standard if the user accounts are set up and defined on the local system as
standard Unix accounts or mapped into the system from a central directory service such as

LDAP via nsswitch.conf and PAM. Most large established networks use this option.

The LDAP option is appropriate for large networks with existing Open Directory domains.
This includes networks running Open LDAP and Windows domains running Active Dir-
ectory. PaperCut MF does it's best to auto-discover LDAP settings, but some knowledge of
LDAP and/or Open Directory is required. More information on LDAP is available in Using

LDAP for user synchronization.

Select Samba if the central user directory is a Windows Domain. The Samba option is only
available if Samba is installed on the system. The Samba option is appropriate on medium

to small networks currently operating in a Windows Domain environment.

The Samba option requires additional information such as the name of a domain server,
and login credentials for an Administrator level account. This information is requested on
the subsequent wizard screen. Take care to ensure this information is complete and cor-

rect.

More information on user/group synchronization on Linux is available in PaperCut NG on

Linux.

Client Settings in Professional (Client Billing) install-
ations

In a Professional (Client Billing) environment, the main focus is on allowing users to allocate

print jobs to client (shared) accounts. The process works by:
® Pausing all jobs that enter the print queues.

® Displaying a popup on the user's workstation asking them to allocate the print job to an

account. This is done by selecting the account from a list.

© After the user has responded to the popup, the job is released to the printer.
You can read more about the account selection process and shared accounts at Shared

accounts.

The account selection popup option is enabled at the user level. Once the option is enabled,
the user must run the client software. If the client software is not running, the popup cannot

display, and the job remains paused in the print queue. This option is, therefore, considered
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high impact. You are presented with two strategies that allow you to choose the imple-

mentation approach that best suits your needs:

Minimal impact (Initial single user testing)

In this strategy the account popup is initially enabled only on a single user for testing. You
need to nominate the testing account. You might already have an appropriate test user
account on your system/domain or alternatively selecting your own personal account is a
good choice. The name should be in the format used to log in to the domain/system (usually

the short form).

The minimal impact strategy gives you time to test the popup with the nominated test user.
Then you can enable the Advanced account selection popup option for other users

when appropriate.

Immediate implementation (Enable for all users)

This strategy enables the account selection popup on all users. This option is good for smal-
ler networks as it minimizes the amount of post-install configuration - just deploy the client
and your up! If this option is selected you can install the client software on user desktops as

soon as possible.

Ifin doubt, select the minimal impact strategy. This ensures the impact is isolated to only the

nominated test user.

Verify Setup Options

Prior to enabling the configuration options that you have selected, you can verify setup
options. At this stage you are still able to return to any of the prior configuration screens to

alter options before clicking Finish.

Wizard Completion

After completing the configuration wizard you are presented with a user synchronization
status screen, showing the progress and results of the system completing its initial setup.

Once you have closed that, click Login to access the interface and begin familiarising your-

Copyright © 1999-2016 PaperCut Software International Pty. Ltd. All Rights Reserved. 133 0f 1084



PaperCut MF Implementation Guide Chapter 2: Installation

self with the options and features available. Take some time to explore, and refer back to

the relevant sections of this manual as required.

2.5.1.5. Step 5 - Printer Configuration

Unlike Windows and Mac with single print system environments, Linux is a more complex
environment with a choice of print system implementations. At this stage some manual
printer configuration is required. See Linux Print Queue Integration and follow the steps for
integrating with the print queues in your environment before returning to this section and fol-

lowing on with the next step.

Printers hosted on a machine other than the PaperCut MF server, require additional install-
ation steps to be configured as 'secondary’ servers. See Configuring Secondary Print Serv-

ers and Locally Attached Printers for details.

2.5.1.6. Step 6 - Sharing Client Software

The PaperCut MF client software is located in the directory [app-path] /client. ltis
useful to share this directory over the network so workstations can access/install the client

application. Common sharing methods include:

“ Samba - used to share files to Windows based workstations. Mac OS X Server tools
such as the Workgroup Manager or other 3rd party tools such as SharePoint can help

with sharing the client directory via Samba. Similar GUI tools exist on Linux.

Advanced System Administrators can share this directory by hand-editing the
/etc/smb. conf file. The following configuration shares the directory in read-only

form:

[pcclient]

path = /home/papercut/client
comment = PaperCut Client
public = yes

only guest = yes

read only = yes

® NFS - a popular sharing method used for Linux/Unix based workstations.
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2.5.1.7. Step 7 - Testing

Following a fresh installation, it is highly recommended to test core features of the system.

For further details, see Testing the Installation.

2.5.1.8. Step 8 - Deployment for a Professional (Client
Billing) Installation

NOTE: This step is a requirement for a Professional (Client Billing) installation.

Now that the system is tested and working, it is time to deploy the client software and
enable the account popup for their use. It is important to deploy the client software before

enabling the popup, otherwise users' printing is stopped/paused.

Deploy the client software

As discussed earlier in the section the client can be run directly from a network share
(which is automatically configured on Windows). There is also the option to install the soft-
ware locally on each workstation, however, this is not usually recommended because it

makes the process of updating the client software more complicated.

For more information about client deployment options, see User Client Deployment. Follow
those instructions to deploy the client software, and then enable the popup as described

below.

Enable the advanced client popup

Once the client software is deployed on user workstations, you can set the Account Selec-
tion. In a Professional (Client Billing) configuration, users who print jobs for clients are
often given the Advanced account selection popup, however, other Account Selection
options might be better suited for some users based on their job function. You can enable
the popup on one user at a time or update for all users in bulk. Use the User Details page

to enable the popup for a single user. To enable the popup for all users in bulk:
1. Logintothe admin interface.

2. Under the Users section, select the Bulk user actions action from the menu at the

top left of the Users tab.
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3. Selectthe target group. To enable for all users selectthe [A11 Users] group.

4. Inthe Change account selection setting section, enable the Change account

selection option.
5. Selectthe Show the advanced account selection popup option from the list.

6. If you do not want to allow users to charge printing to their personal account, then dis-

able the Allow user to charge to their personal account option.

7. Click OK, and confirm the operation. Once completed, the account popup is enabled

for the selected users.

When the popup is enabled for all users, perform some testing from users' desktops. To
test, log in to the user workstation, perform a print, and check that the account popup is dis-

played and the job is logged as expected.

2.5.1.9. What next?

This concludes the Install Guide. Take some time to explore the features of PaperCut MF
before continuing reading at Implementation by Example or Tour. Business users might be
interested in trying the popup client software as covered in Client Software. If desired, the cli-
ent software should also be deployed to other workstations. This procedure is detailed in

User Client.

2.5.2. PaperCut NG on Linux

This section is designed to supplement the Install Guide (see Quick install: Linux (CUPS
and/or Samba). It provides an in-depth explanation of the Linux installation process, the dir-

ectory layout and tools.

Information in this section is technical in nature. It is expected that readers have prior exper-

ience with:
® The Unix command line environment
“ Unix file permissions
“ Configuring CUPS and/or Linux print queues

® Or basic Samba configuration
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2.5.3. The Installation Process

The Linux version of PaperCut MF is supplied as a pre-compiled self-installing application.
The installation process is designed to work with all major Linux distributions. Due to the var-
ied nature of some installations and administrator preferences, often some manual con-
figuration is required. This section describes the installation process in detail as well as

some additional options available to System Administrators.

2.5.3.1. Manual extraction

The Linux version of PaperCut MF is supplied in a self-extracting, self-installing archive.
The archive is a tar archive compressed with gz ip, and headed with a shell script to facil-
itate self-extracting. After extraction is complete, the installation scriptnamed installis
executed to begin the install process. Some System Administrators might want to inspect
the contents of the archive, and possibly the installation process itself prior to the actual
install. The self-extracting installer takes a number of command line arguments. The -e
argument extracts the archive into the current working directory ready for inspection. Fur-

ther options and documentation is available via the -—he1p option.

Usage: pcmf-setup.sh [-e|-i|-1] [-v] [-n] [list ...]
-e Extract the files and then exit without
installing.
-1 Install after extracting the files (default).
-1 List the contents of the archive and exit

without extracting.

-v Verbose. Print the names of the files as they

are extracted.

list The list of files to extract."

2.5.3.2. The install process

Even though the majority of the installation process is completed under the identity of the
non-privileged user account called papercut, most administrators want to know what the

install process does. The main steps are outlined below:
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Extraction

The first stage in the install process extracts the archive to / tmp or a location as defined by
an environment variable TMPDIR. The command-line programs tar and gunzip are used

during this phase.

Installation

After extraction is complete, the installation script is called. The install script, called
install, presents the EULA and request acceptance. The script then determines the
install location. This is the papercut user's home directory. The home directory is determ-

ined by the HOME environment variable, or if not set, the result of a call to getpwnam () .

Files are then copied into the papercut user's home directory. Care is taken not to over-

write any existing data or configuration files if this is an install-over-the-top upgrade.

Permissions

To ensure the default installation is secure by default, permissions are applied to key files.

The following area of the application are restricted to the papercut user only:

Table 6: Secured Application Areas

~/server/server.properties Contains server configuration including the

default admin password.

~/server/data This directory contains application data including
database files. Some of this data might contain

sensitive information.

~/server/bin/linux- This directory contains a setuid-root binary. Even

[x64]1686] though the binary is no use to an end-user or
hacker, good security practice stipulates that you
should allow only the papercut user access to

this directory.

You can check and reapply permissions at any time post-install by running the scripts:

~/server/bin/linux-*/setperms

~/providers/print/linux-*/setperms
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Firewall

The PaperCut MF Application Server (pc-app process) listens on port 9191. This port is
used for browser based administration access, for client access, and other services.
Ensure that any firewall or local IP filtering software such as iptables is set to allow local

network traffic access to this port.

Root Level Tasks

A small part of the install process needs to run as the root account. The tasks conducted

as root include:

@ Setting the authpam binary as setuid-root. This binary is used for password veri-

fication.

“ Installing a CUPS backend. This is done by placing a symlink in the CUPS lib/-

backend directory.

@ Setting up SYSV style start scripts if the system uses this boot process. This is done

by placing symlinks in the:

/etc/init.d/
/etc/rc3.d/
/etc/rc5.d/

and so on...

* Setting up SYSD services if the system uses this boot process. This is done by placing

the following service definition filesin /etc/systemd/systemdirectory:

pc-app-server.service
pc-event-monitor.service
pc-connection-monitor.service

pc-web-print.service

If the administrator decides not to run the root-level tasks during the install process, the

tasks can be run again post-install by executing the shell scripts:

~/server/bin/linux-*/roottasks

~/providers/print/linux-*/roottasks
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Alternatively the administrator can view the scripts and make the required changes by hand.

2.5.3.3. Linux Print Queue Integration

PaperCut MF is able to integrate with and monitor CUPS, Samba and Novell iPrint based

print queues. The configuration and an explanation of the integration methods follows:

CUPS Configuration Overview

If the print queues are managed and controlled via CUPS, modify the Device URI on each

printer so the papercut backend is incorporated into the print process. To automate this,

runthe configure-cups scriptas root (the simplest option):
~/providers/print/linux-*/configure-cups

and follow the interactive instructions. Alternatively, you can do it manually via the CUPS

web admin interface or by editing the CUPS printers. conf file:
1. Openprinters.conf (e.g. /etc/cups/printers.conf)

2. Prefixthe DeviceURL for each printers with "papercut :". For example:
DeviceURI socket://192.168.1.200:9100

Would become:
DeviceURI papercut:socket://192.168.1.200:9100

3. Restart cupsd so the new configuration is detected (e.g. /etc/init.d/cupsd

reload)

CUPS Integration Explained

CUPS, the Common UNIX Printing System, is a popular system for managing printers on
Linux servers. CUPS uses a chain-of-commands concept where filters and backends
combine together to form a process steam - a workflow. PaperCut MF hooks into this work-
flow at the backend level, intercepting the job before it's passed on to physical printer hard-

ware.

The interception is done by wrapping or proxying the real CUPS backend. CUPS calls the
PaperCut MF backend, which processes the job. If the job is approved, it passes the doc-

ument onto the real backend. If the job is denied, it is deleted and proceeds no further. The
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PaperCut MF backend is usually set up and installed by default during the standard install-

ation.

Setting up the PaperCut MF CUPS backend proxy is a relatively simple task. All the admin-
istrator needs to do is prefix the existing DeviceURT with papercut :. For example, the
entry:

DeviceURI socket://192.168.1.200:9100

would become:
DeviceURI papercut:socket://192.168.1.200:9100

The printer registers itself with PaperCut MF on the first print event.

PaperCut MF CUPS Architecture

The PaperCut MF CUPS backend is a native compiled binary. In PaperCut MF doc-
umentation itis referred to it as a Print Provider - a component that provides print event
information to the Application Server. It's responsible for analyzing the print job and then
communicating this information to the Application Server component. Communication is via
an XML-RPC based Web Services call. This means that the backend does not need to be

on the same server as the system hosting the Application Server component.

Samba Configuration Overview

If the print queues are exposed to network workstations using Samba (Samba Website),
and a print system other than CUPS is used (e.g. BSD, LPRNG, SYSV, etc.) the smb . -
conf needs some additional configuration. The "print command" needs to be replaced

with a PaperCut MF command.
1. Openthe smb.conf (e.g. /etc/samba/smb.conf)

2. Underthe [global] section insert the line:

print command=/home/papercut/providers/print/linux-
1686/samba-print-provider
-u "%U" -J "%J" —h "%h" -m n%mu _p n%pu -5 "%S"

-a "[standard print command]" &

(IMPORTANT: The above information is displayed on a single line. Note the use of

the & (ampersand) on the end of the line.)
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where [standard print command] isthe command that would normally called

for printing. Typical examples of commands usually used for printer are listed below:

Table 7: Standard print commands

BSD, AIX, QNX, LPRNGorPLP 1lpr -r -P%p 5%s

SYSV or HPUX lp -c¢ -d%p %s; rm %s

More information on standard print commands is available under the Samba doc-

umentation installed on your system (see man smb.conf).

Samba Integration Explained

Samba is used to provide file and print sharing to Windows systems and is a popular solu-
tion. One of the main reasons for its popularity is that it avoids the need for expensive

Microsoft Windows server licenses!

Samba exposes the locally set up Linux/Unix printers as network shared Windows printers.
It does this by wrapping the underlying print system - usually CUPS or LPR/LPD. In the
case of LPR, Samba calls the standard 1 p command line programs to perform printing.
PaperCut MF works by wrapping or proxying the "orint command". More information on
how Samba interacts with the underlying print system is available in the Samba doc-

umentation.

A typical entry in the Samba configuration file smb . con £ defining the PaperCut MF print

command wrapper would be:

print command=/home/papercut/providers/print/linux-
1686/samba-print-provider
—u "gu" -J "$J" -h "%h" -m "%m" -p n%pn -5 "gg"

-a "[standard print command]" &

(IMPORTANT: The above information is displayed on the one line. Note the use of the &

(ampersand) on the end of the line.)

where [standard print command] isthe command that would normally be called for

printing.
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The %u, %p, etc., are Samba substitution variables. These are replaced with content such

as the username, printer name, etc. and are used by PaperCut MF in the reporting and log-
ging.

The printer registers itself with the PaperCut MF web interface after the first print is

received.

PaperCut MF Samba Architecture

The PaperCut MF Samba print command wrapper is a native compiled executable. The
PaperCut MF documentation refers to it as a Print Provider. It's responsible for analyzing
the print job and then communicating this information to the Application Server component.
Communication is via an XML-RPC based Web Services call. This means that the com-
mand does not need to be on the same server as the system hosting the Application Server

component.

Novell iPrint Configuration
PaperCut MF works by directly integrating with the Novell iPrint Print Manager.
The configuration process is detailed in Step 5 - Printer/iPrint Configuration.

The development team at PaperCut Software has worked with the Novell iPrint engineers
during 2008 to ensure an iPrint APl was available that allow iPrint users to have access to
the same feature set as seen on Windows, Mac and Linux CUPS. PaperCut MF uses this

API set to intercept and account for jobs as they pass into the iPrint queue.

2.5.4. Advanced Configuration & Logs

The majority of PaperCut MF configuration is conducted in the Application Server's web
interface. Some additional configuration options are available in the following configuration

files:

Table 8: Advanced Configuration

~/server/server.properties Contains server configuration including
the default admin password, the

server's TCP port and external data-
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base connection parameters.

~/providers/print/linux- The Print Provider's configuration file
[x64|1686] /print-pro- used by both the Samba and CUPS
vider.conf Print Providers. This file defines items

such as the Application Server's IP
address and port, process timeouts and

other.

2.5.4.1. Advanced Logging

Most important application logging is available via the Application Log section of the
Application Server's web interface. Some additional advanced level logging is maintained in

standard text files located at:

~/server/logs/*

~/providers/print/linux-[x64|1686]/print-provider.log

Administrators can consult these logs when attempting to diagnose or troubleshoot prob-

lems.

2.5.4.2. Maintain correct user name when print jobs are
redirected on CUPS

When print jobs on CUPS are redirected to a second print queue the job seems to come
from a user account called 1p. Note that the job is still correctly tracked against the user and
the approriate accounts are charged as needed. However, some users can be confused

when their jobs appear to be printed by another user at the device.

Administrators can edit the file ~/providers/print/linux-[x64i686] /print-
provider.conf and uncommentthe RedirectCommand entry. This forces PaperCut
MF to pass the user's name to the CUPS subsystem on redirection. This is not the default
behaviour as it can cause authentication problems, depending on how your network printer
queues are configured, and you should verifty that users can still print after making this

change.
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2.5.5. Backups & System Management

Suggested backup procedures are detailed in System Backups. Common system man-

agement functions are covered in System Management.

Administrators managing Linux servers should also consider adopting the following man-

agement policies:

“ Regularly check for PaperCut MF updates. You can apply updates with a simple,

install-over-the-top procedure.

® Remember to add the PaperCut MF backend or command when configuring new

printers.

“ Always check PaperCut MF's functionality after a system updates (i.e. new versions

of CUPS or Samba, or configuration changes).

2.5.6. User Directory and Authentication

PaperCut MF synchronizes its user directory with the underlying operating system or net-
work. The Linux version of PaperCut MF ships with two user directory implementations.
Due to the nature of Linux, some organizations might have customized user directory imple-
mentations. PaperCut MF can support customization in this area. This section details the
user/group/authentication options available as standard, as well has how one would go

about developing customized implementation.

2.5.6.1. Standard Unix

The Standard Unix user directory provider uses standard Unix API's to enumerate user
and group information. This allows group information to be defined on either the local sys-
tem or via another source as configured viansswitch.conf. For example, you can con-
figure the system using nsswitch. conf to obtain user directory information from a

centralized LDAP server or Novell's eDirectory.

User password authentication is performed via PAM. (Note: For administrators wanting to
customize the PAM authentication method at the application level, PaperCut MF reports

itself as "papercut".)
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2.5.6.2. Samba/Windows Domain

If the user and group information is provided by a Windows Domain such as an NT Style
Domain or Active Directory, the Samba option is most appropriate. This option would nor-
mally be used on networks where the printers are hosted on a Linux server and exposed to
Windows users via Samba. The server needs Samba installed and configured, but does not

need to be a member of the domain.

At the technical level, the Samba support is implemented as a set of Perl script wrappers
around standard Samba commands such as net and smbc11ient. Administrators should

ensure these Samba commands are on the papercut user's path.

The wrapper scriptis locatedin [app-path] /server/bin/[arch]/sambauserdir.

2.5.6.3. Custom

Some large networks, particularly those found at established universities, have custom user
directory and authentication services not directly supported by PaperCut MF. To support
these networks, administrators can use scripting and other technologies to build a new cus-

tom User Directory Information Provider.

PaperCut MF works by handing off user, group and user authentication tasks to a separate
program/process. The external process must accept a set of commands as command-line
arguments and return the answer in a tab delimited prescribed format on standard out. For
more information on the format, see Custom User Directory Information Providers. The
source code for the standard PaperCut MF supplied User Directory Information Provider is
also supplied as part of the installation, and is a good example. The source code is provided
in:

~/server/examples/providers/

Organizations wanting to build a custom User Directory Information Provider are encour-

aged to contact the PaperCut MF development team. They are more than happy to assist.

2.5.7. Unix command-line Release Station client

In a modern Linux environment, the most commonly used print system is usually CUPS.
You can configure PaperCut MF to integrate with CUPS to conveniently track printing. On
Legacy Unix systems CUPS is often not an option and printing is performed via the Line

Printer tools such as 1p or 1pr. LPR/LPD is a non-authenticated printing protocol so the
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identity of the user associated with a print job can't be trusted. Instead, the authentication
must be performed at the PaperCut MF application layer. The PaperCut MF client tool with
popup authentication as discussed at Scenario Two: The multi-user Mac with popup
authentication is a good option but not appropriate for a terminal-only environment. Ter-
minal-only environments can be supported via a Release Station queue (see Hold/release
queues & Print Release Stations for more detail). Jobs held in a Release Station queue are
normally accessed and released via a dedicated terminal or a web browser based inter-
face, however, for the benefit of terminal-only users, a command-line job release client is

also provided.
This process is best explained using an example:

1. John uses the 1p command to print a Postscript document from his Unix terminal ses-
sion. The job arrives in the queue under the username identity "john". (Although the

name can't be trusted.)

2. The administrator has enabled the PaperCut MF Release Station on this print

queue. The job is placed into a holding state.

3. John must now authenticate and then release the job. He wants to do this via the

command-line Release Station client.

4. John enters the command release-print--job. This command was set up by

the System Administrator.

5. John enters his username and password, confirms the job's name, cost and page

count and releases the job for print. The following is an example of the output seen:

Please enter your username: john

Please enter your password:

Current balance: $8.00

18:04:13 - Name: "Configuring Linux", Pages: 2, Cost:
$0.40

Print this job? [yes]

Released 1 job(s).

6. The job prints and John's account is charged.

Enabling the Release Station on a printer is a global option - it affects all jobs from all users.

In some environments it might not be appropriate to have all jobs controlled via a Release
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Station - for example, jobs originating from Windows systems are already authenticated
and should print directly. An alternate strategy is to have two queues for the same printer.
The first queue does not use the Release Station option and only allows printing from
authenticated workstations/users, while the other queue has the Release Station option

enabled.

You can expose PaperCut MF managed print queues for access via LPR/LPD using vari-
ous methods. Use the PaperCut LPD Service when the queues are hosted on a Windows

system. An LPD interface is available for CUPS if the queues are hosted on Linux.

0 Tip: Windows System Administrators can control which queues are exposed via
LPR/LPD by setting printer permissions. Queues set up to explicitly deny per-

mission to access from the SYSTEM account are not accessible via LPR.

2.5.7.1. Installing the Command-Line Release Station Cli-

ent

The following installation instructions assume the reader has prior Unix system admin-

istration experience.

1. Ensure that Java 1.8 or newer is installed on your system. To check, type java -
version atthe terminal. If you do not have Java 8 (1.8) or higher, install it before

continuing. Java is available for all major Unix operating systems.

2. Copy the Release Station files from your primary server to the system for which you
want to set up the command line Release Station client. These files are located in
[app-path] /release. If your primary server is running Windows, this folder is
shared by default (accessible via smb: // [server] /release). You can use tools
such as Samba (smbclient) to help copy these files. Ensure all files in the folder

are copied taking care to preserve the existing heirarchy.

The recommended location to install the Release Station command line clientis /us-

r/local/papercut/release/.

3. Ensure that the command line Release Station client has execute permissions for all

users. Use the following command:

chmod 755 ./pc-release-cmd-line.sh
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4. For convenience, you can create an alias for the command line Release Station cli-
ent. This is typically done by entering the following line in a global profiles file, or each

user's .profilefile:
alias "release-print-job" = \

"/usr/local/papercut/release/pc-release-cmd-line.sh
5. Users can now release their print jobs by typing release-print-job.

You can also create a 'wrapper' for 1p to run the command line Release Station client after
a user has sent a print job. The following script print-doc provides an example:
#!/bin/sh

echo "Printing document using lpr...
/usr/bin/lpr "s$@"

echo "Printing done, calling program to release job..."
sleep 1

cd /usr/local/papercut/release

./pc-release-cmd-line.sh

echo "Done."

For the convenience of users, install the command line Release Station client on all sys-

tems where printing from the terminal can be performed.

2.5.8. Removing PaperCut NG from a Linux server
You can completely remove PaperCut MF from a system:

1. Remove all files from the papercut user's home directory.

2. Remove the papercut user account and home directory.

3. Remove any server start scripts matching:

/etc/init.d/papercut
/etc/rc*.d/*papercut

2.5.9. Linux FAQ

2.5.9.1. Troubleshooting & Installation Questions

How can | run the root installation tasks manually?

If you do not run the root level tasks during installation, or if they fail, you can manually run
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them later by running the following shell scripts as root:

~/server/bin/linux-*/roottasks

~/providers/print/linux-*/roottasks

I am unable to open a browser to http://[server name] : 9191/admin. What

is wrong?
The first step is to check to see if the PaperCut MF is listening on the port. The command:
netstat -anp | grep 9191

should list the pc-app as the owner of the process on port 9191. If nothing is listed, check

that the Application Server has started (e.g.ps -ef | grep pc-app).

If the server is already running, the next step is to ensure no IP filtering is applied to the port.
Some Linux distributions have strict i ptab1es filters enabled by default. Ensure that port

9191 is accessible from all local network systems.

| want to use a custom script to start the server. Is this possible?

The SYSV style start script included should work with all systems usingan /etc/rc*.d
style boot process. Some administrators might want to replace the app-server with a cus-
tom script that better fits in with their Linux distributions style guide. Administrators should
consider storing this script outside the PaperCut MF install structure so it's not overwritten in

any further upgrade.

However, if the system is using SYSD, use the service definition files (see Root Level

Tasks) for configuration changes. Do not modify the app-server script.

Can | run/install PaperCut MF under an account other than "papercut”?

No. Atthe moment the installation, and other scripts, assume the existence of a user called
papercut. This might, however, change in the future. E-mail your thoughts to the devel-

opment team!

Is an RPM or .deb package available?

No. Atthe moment we're supplying it as a self-extracting and self-installing archive. This
allows the flexibility to support install-over-the-top for upgrades and maintain full control

over the installation process. The process also allows PaperCut MF to run and install on sys-
tems not using RPM or apt. We also plan on supporting other Unix based operating sys-

tems in the future such as FreeBSD and Solaris. The current installation method should

Copyright © 1999-2016 PaperCut Software International Pty. Ltd. All Rights Reserved. 150 of 1084



.
.""-\-\._.

PaperCut MF Implementation Guide Chapter 2: Installation

work with all standard Linux distributions.

2.5.9.2. General Questions

Is PaperCut MF open source?

PaperCut MF in not "open source" in reference to it being available under the GPL or
another popular open source license. Source code is, however, provided to customers
upon request as needed for security reviews. As a company, PaperCut Software is trans-
parent in our development approach, works closely with our users, and support a number
of open source projects both financially and with code submission. PaperCut MF, however,

remains a commercial application with commercial support at the current time.

2.6. Installation on Novell OES Linux
(iPrint)

2.6.1. Quick install: Novell OES Linux (iPrint)

Important: The following section assumes the reader has knowledge of general
Novell OES Linux system management including using the command-line, cre-

ating users, editing configuration files and understanding file permissions.

2.6.1.1. Step 1 - System Requirements & Printer Setup

Before proceeding with the installation the System Administrator should take a few
moments to verify system requirements. Is the operating system version supported and are
patches up-to-date? Take a few minutes to verify the system is current and supported (see
System Requirements). PaperCut MF is designed to integrate with iPrint on Novell OES
Linux. If your printers are currently hosted on iPrint on a Netware server or even under leg-
acy NDPS, migrate your queues over to a OES Linux based server. Ensure your printing is

correctly working under iPrint on OES Linux before continuing to the next step.

Important: iPrint and the print queues must be configured and confirmed to work before pro-

gressing to step 2.
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2.6.1.2. Step 2 - Create the host user account and firewall
settings

PaperCut MF runs and installs under a non-privileged user account called "papercut". The
papercut user's home directory location is the application install location. /home /pa-
percut isrecommended, however, Administrators might choose an alternate install loc-

ation depending on personal preference. Alternatives include:
® Jusr/local/papercut

* /opt/papercut
The host user account is not an eDirectory account but a local system account. One way to

create the "papercut” account on OES Linuxis:

1. Open YaST Control Panel and select User Management under Security and

Users.
2. Click Add to create a new user.

3. Onthe User Data tab, enter a username of papercut and assign a secret pass-

word.
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& New Local User

User Data l Detaile | Password Settings

User's Full Name
|F‘ap-erl:ut System Account |

Lsername
|papercut | Suggestion ]

Password

Condirrn Password

|u-nn| |

|_| Disable User Login

4. Onthe Details tab, select Empty Home with permissions 755 and change the

Home Directory path to define an alternate install location.
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& New Local User

User Data | Details l Password Settings

User |D (wuid)

Groups

11002

Home Directory
|Inptn'papen:ut || Browse..

Empty Home

[[] Use Encrypted Home Directory [+]

Additional User Information

l

Login Shell
\binbash |-

Default Group
|users M

O users
O at

O audio

O bin

O cdrom
O console
O daemaon
H dialout
O disk

O floppy
0 #p

O games
O gdm

[ haldasmon
O iprint

O kmem
Olp

O rmail

O maildrop
O man

O messagebus
O modem
O news

S GI®

[4]#]

5. Click Accept to create the account.

o Important: This quick start guide assumes the install location is

/home /papercut. If an alternate home location is defined, some of the

paths listed in subsequent sections will require modification.

A default OES Linux installation imposes strict resource usage limits on user accounts

(ulimit). The papercut accountis a special account used for hosting an application so

needs to be granted satisfactory resource limits such as the ability to open many files. Lar-

ger sites should consider adding the following lineto /etc/security/limits.conf:

papercut - nofile 65535
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Novell OES Linux has a strict default firewall policy. PaperCut MF uses ports 9191 (for
HTTP) and ports 9192 (for HTTPS/SSL) and these ports must be open. To open these
ports:

1. Open YaST Control Panel and select Firewall under Security and Users.
2. Select Allowed Services, then click Advanced.
3. Addports 9191 and 9192 to the TCP Ports list (separated by spaces).

4. Click OK, Next, then Accept to apply the changes.

2.6.1.3. Step 3 - Download and installing

PaperCut MF is supplied as a self-extracting and self-installing archive. The installation is
performed under the rights of the newly created papercut account and temporary root
access is required. Make sure the root password is handy. (Administrators who are after a
detailed explanation of the install process should also consult the background information in

PaperCut NG on Linux).

Log on as the newly created papercut user and download and execute the installer from
the command prompt. Here is an example using wge t to fetch the installer:
shell> su - papercut
shell> wget [download url from PaperCut Software website]
shell> sh ./pcmf-setup-novell-oes-linux.sh

Follow the installation instructions and enter the root password when requested.
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Important: Ensure you 1ogin asthe user papercut so that the user's envir-

onment is sourced and the home directory (install location) is correctly defined.

1 blocks

hlocks
Applying defanlt permissions. . .
Setting pernissions on Application Server files. ..
Setting pernissions on Print Provider files. ..

The install needs to perform some tasks as root. Tasks includ
# aetting setwid-root on the avthentication prouvider
# Installing a CUPS backend
# Configure the server = boot scripts

Would you like to perform these tasks nowy lyes or nol

 root password when regquested:
FPazsuord :
Getting authpan as setwid root. ..
Installing SysV style boot scripts. ..
Attempting to locate CURS instal lation. ..
Found CUPS backed directory at ~usr-libscupssbackend
Linking Print Provider into CUPFS backend directory
Creating client figuration file. ..
Config File successfully written,
Starting the application seruver. ..
Starting Application Server..............started (pid: 4361).
Conf igureing. .

The installation process takes between two and five minutes depending on the speed of the
system. A system restart is not required but administrators are advised to perform install-
ation on live production systems during periods of low activity - for example, not during

backup operations or other administration activities.

2.6.1.4. Step 4 - Configuration Wizard

After installation, you are prompted to open aweb browserathttp://[server-
name] : 9191 /admin to complete configuration. The configuration stages are explained

below:

This is the master password for the main in-built admin account, and is independent of the

operating system or domain passwords. The password must meet minimum strength
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requirements, and must be at least six characters. Ensure that knowledge of this password
is kept secure. This screen also sets the system's physical location and language; ensure

that these are correct before proceeding.

Setup Wizard : Configuration Wizard

'fhtrﬂ:.f.l'lucalhmt;‘:'l191,'am:l?ser\rice=|:lagef5etun#~dml C WG~ Google

Configuration Wizard

Welcome!
This wizard will help you configure initial options and ready the systam for use,

It this |s the first time installing the application, we highly recommend reading the quick start guide in
the user manual. g Open e user manual.

Type in the password to be assigned 1o the masier adminisiralor account. Please keep this password
SECUME,

Username: admin

Password: ssssssss

Verify password:  sessssss

Your system location is currently setto English (United States). If this not comrect, please change the
setting below. The location defings default currency and date formans.

Location: | System Default 1

0 Tip: Treat this password the same as your router/modem management pass-

words. Itis independent of your domain accounts and needs to be kept secure.

Organization Type

This is the organization type that matches the organizational environment where PaperCut
MF is used. Choosing the appropriate organization type determines which system defaults
are used on setup. For example, in a Professional (Client Billing) organization, where it is

useful to charge-back printing to customers, an advanced client popup is provided with addi-
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tional features useful for dealing with large numbers of client (shared) accounts. You can

change these default settings chosen for an organization type after installation.

Default Print Cost

This is the default cost-per-page assigned to the printers. You can change this setting on a
per printer basis after installation. Choosing a sensible cost now will help minimize future
setup. For example, in the USA, a value of $0.05 would be appropriate for many standard

black & white printers.

Initial User Credit (for Education installations)

When the organization type is set to Education, you can assign users an initial starting

credit. This ensures they have funds in their account as soon as the system is enabled. An
option also exists to control what happens when users run out of credit/quota. If you are eval-
uating PaperCut MF it might be appropriate not to disable printing when a users funds run
out. This way you can be assured that user printing is not disrupted during the evaluation.

You can change these settings after setup.

User/Group Synchronization

PaperCut MF extracts user information out of the System or Domain. The options presen-
ted here vary depending on the Operating System and its environment. During evaluation,
most sites import all users from the system/domain into PaperCut MF. An option also exists
to import a subset of users from a given group. This option is useful when only a subset of

users will use the printers.

.
.""-\-\._.
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::‘%3 LDAP Server Details

The LDAP source requires connection and authentication information about your LDAP server

Eniler the following delails for your LDAP senver. Completing these sefings require a good understanding ol
LDAP and your LDAP configuration. For more informabon see the manual below

The system has aflermpled 1o automabically discover your LDAP configuration. Carefully review thess saflings.

.ﬂ P i

LDAP server types | Novell eDirectory |

LDAP server address: |0E5-‘U'M

F UsessL (Must b2 enabled on LODAP server)

Base DN: p-mynrg

Admin user DN: kn- admin,O=myarg

) S

Admin user password: r‘“‘"“

PaperCut MF has native support for eDirectory LDAP schemas. This is the default user
import option for most sites. PaperCut MF does it's best to auto-discover LDAP settings,
but some knowledge of eDirectory and/or LDAP is required. More information on LDAP is

available in Using LDAP for user synchronization.

Client Settings in Professional (Client Billing)
installations

In a Professional (Client Billing) environment, the main focus is on allowing users to alloc-

ate print jobs to client (shared) ccounts. The process works by:
® Pausing all jobs that enter the print queues.

“ Displaying a popup on the user's workstation asking them to allocate the print job to an

account. This is done by selecting the account from a list.

@ After the user has responded to the popup, the job is released to the printer.

You can read more about the account selection process and shared accounts at Shared

accounts.
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The account selection popup option is enabled at the user level. Once the option is enabled,
the user must run the client software. If the client software is not running, the popup cannot
display, and the job remains paused in the print queue. This option is considered high
impact. You are presented with two strategies that allow you to choose the implementation

approach that best suits your needs:

Minimal impact (Initial single user testing)

In this strategy the account popup is only initially enabled on a single user for testing. You
need to nominate the testing account. You might already have an appropriate test user
account on your system/domain or alternatively selecting your own personal accountis a
good choice. The name should be in the format used to log in to the domain/system (usually

the short form).

The minimal impact strategy gives you time to test the popup with the nominated test user.
Then you can enable the Advanced account selection popup option for other users

when appropriate.

Immediate implementation (Enable for all users)

This strategy enables the account selection popup on all users. This option is good for smal-
ler networks as it minimizes the amount of post-install configuration - just deploy the client
and your up! If this option is selected, you can install the client software on user desktops as

soon as possible.

Ifin doubt, select the minimal impact strategy. This ensures the impact is isolated to only the

nominated test user.

Verify Setup Options

Prior to enabling the configuration options that you have selected, you can verify the setup
options. At this stage you are still able to return to any of the prior configuration screens to

alter options before clicking Finish.
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Wizard Completion

After completing the configuration wizard you are presented with a user synchronization
status screen, showing the progress and results of the system completing its initial setup.
Once you have closed that, click Login to access the interface and begin familiarising your-
self with the options and features available. Take some time to explore, and refer back to

the relevant sections of this manual as required.

2.6.1.5. Step 5 - Printer/iPrint Configuration

PaperCut MF works by directly integrating with the Novell iPrint Print Manager. iPrint must,
however, be configured to use PaperCut MF as an accounting control source. In the cur-

rent release, this configuration is done manually at the individual print queue level:
1. LogintoiManager, expand iPrint, and select Manage Printer Manager
2. Select the Printer Manager associated with one of your print queues.

3. Clickthe Manage health monitor link. A list of all your printers is displayed.

P _ Shutdown |
Meove |
_ Refresh |

Status: Active

Metwork address: oes-vm.lestpapen
l Manager health monitar l
nnier agents conhgurabon report

4. Selecta Printer Agentfrom the list.

5. Click Configuration Options.
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Printer Agent'hp' Information

Mext Pnnter I
Priner A Ismu:- |Shutdm|=nntcj Apply
Job List Shutdown/Starup History Message from Admin (Cunﬁauraljan Oplions )

Job Processing Information Scheduled Active Requested Last Job Finished Printing
Jobs & 1 ] 0716/2008 084534 PM

Job History Since 07/28/2008 08:15:00 AM Since 07/28/2008 12:00:00 AM Sinc

6. Enter papercut under the Accounting Autoload Command. Take care to write

this all in lower case with no spaces.

Configuration Options for Printer Agent "hp"'

[ Enable Auditing
™ LPR Enabled
[T Require SSL

Printer Location

Gateway Autoload Command
iprintgw PORT=RAW HOSTADDRESS =192 168 1.101

Accountng Autoload Command

|Mper:ut K

Apply I Cancel I

7. Click Apply.

8. Click Back, then Back and repeat steps 4 through 7 for all printers you want mon-

itored/controlled by PaperCut MF

9. Inline with best practice, backup the new printer configuration (padbtxt .xml)as

follows:
a. IniManager open up the active Print Manager.

b. Select Manager health monitor > Advanced iPrint Manager Information
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> iPrint Manager Internal
c. Click Backup Database.

10. Finally restart the Printer Manager in iManager by clicking Shutdown then Startup.

After this, all jobs on the queues are tracked.

2.6.1.6. Step 6 - Sharing Client Software

The PaperCut MF client software is located in the local directory:
/home/papercut/client

This software needs to be shared over the network so workstations can access/install the

client application. Novell iManager provides a number of file sharing options. One simple

solution is to add a read-only NCP or Samba share called PCC1ient pointing to

/home/papercut/client. Established networks will benefit from ensuring the client

files are available in their Distributed Files Services. The deployment of the client software

(e.g. zero-install deployment) is covered in User Client.

2.6.1.7. Step 7 - Testing

Following a fresh installation, it is highly recommended to test core features of the system.

For further details, see Testing the Installation.

2.6.1.8. Step 8 - Deployment for a Professional (Client
Billing) Installation

NOTE: This step is a requirement for a Professional (Client Billing) installation.

Now that the system is tested and working, it is time to deploy the client software and
enable the account popup for their use. It is important to deploy the client software before

enabling the popup, otherwise users' printing is stopped/paused.

Deploy the client software

As discussed earlier in the section the client can be run directly from a network share
(which is automatically configured on Windows). There is also the option to install the soft-
ware locally on each workstation, however, this is not usually recommended because it

makes the process of updating the client software more complicated.
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For more information about client deployment options, see User Client Deployment. Follow
those instructions to deploy the client software, and then enable the popup as described

below.

Enable the advanced client popup

Once the client software is deployed on user workstations, you can set the Account Selec-
tion. In a Professional (Client Billing) configuration, users who print jobs for clients are often
given the Advanced account selection popup, however, other Account Selection options
might be better suited for some users based on their job function. You can enable the popup
on one user at a time or update for all users in bulk. Use the User Details page to enable

the popup for a single user. To enable the popup for all users in bulk:
1. Logintothe admin interface.

2. Under the Users section, select the Bulk user actions action from the menu at the

top left of the Users tab.
3. Selectthe target group. To enable for all users selectthe [A11 Users] group.

4. Inthe Change account selection setting section, enable the Change account

selection option.
5. Selectthe Show the advanced account selection popup option from the list.

6. If you do not want to allow users to charge printing to their personal account, then dis-

able the Allow user to charge to their personal account option.

7. Click OK, and confirm the operation. Once completed, the account popup is enables

for selected users.

Once the popup is enabled for all users, perform some testing from users' desktops. To test,
log in to the user workstation, perform a print, and check that the account popup is displayed

and the job is logged as expected.

2.6.1.9. What next?

This concludes the Install Guide. Take some time to explore the features of PaperCut MF
before continuing reading at Implementation by Example or Tour. Business users might be

interested in trying the popup client software as covered in Client Software. If desired, the

.
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client software should also be deployed to other workstations. This procedure is detailed in

User Client.

2.7. Testing the Installation

Once the installation is complete, it is now time to test the system.

2.7.1. Testing for an Education or Small/Medium
Enterprise Installation:

-

. Print a test document such as a web page or basic document.
2. Navigate to the printer section and select the Print Log tab.

3. Navigate to the Printers > Print Log tab.

4. Your print job should now be listed in the log.

5. Your user account should also be charged an appropriate amount.

2.7.2. Testing for a Professional (Client Billing)
Installation:
1. Log in to the admin interface after completing the configuration wizard.

2. Under the Users section, locate and click your test user account. The quick find fea-

ture can assist here.

3. Ensure that the user has the Account Selection option set to Show the advanced
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account selection popup.

Account Selection
] Print account selection

Account selection can be used to allow the user

to select what account is charged, or even to Show the advanced account selecton popup |

confirm print jobs bafore they are sent to the

printer. Thess options require running the user i

dient tool on workstations., __E\: This setting requires this user to run the dient software
at all times.
Information to show in popup

] allow user to charge to their personal account

When shared account is selected

(&) Charge chared account

O Charge persomal account (and alocate to shared account for
reparting)

Now you need to log onto a workstation, start the client and test printing. The following
instructions assume testing is performed from a Windows desktop system. For other plat-

forms, consult the client deployment process as explained in User Client.

1. Log onto a workstation and open Windows Explorer (the file explorer). In the address

bar enter:

\\ [server-name] \PCClient
Where [server-name] is the hostname of the system you installed PaperCut on.

Explorer should connect to the share containing the client software.

2. Browse into the win directory and double-click pc-client.exe. The client

launches and an icon is displayed in the task tray.
3. Printatest document such as a web page or basic document.

4. The client popup window should display. Select My Personal Account.
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@m

,I‘E ﬁ Print Job Motification
L e,
- Confirm the print and salect the print action

+ Prink job details
Document rames |P-DHJu]:h1.ndn
Printer |Library MFP

Pages |2 | Cost | $0.80
Comment:  Floorplan (buldng C)| [] Remember
iTharge rabe: | Default (100.0%) | [+] Shave on invoice
%
All Accounts | Preferred List | Recent: Selections |
Search: [#] Remembes
BAccourit Code Preferred
My Personal Account ] -
Accounting ACC 0 ]
Infarmation Technology IT [+]
Help Desk IT-H 0O
Infrastructure I7-1
Projects P ]
alpha P-a M 3
Eravo P ]
| Deka B =&
Foxtrot PF O
Sales SaL [
Genera SAL-G ] -
Project SAL-P O
Suppart SUP O vl
I T—— i ol | o |

[] Aply to sl documents in queus (Jobs: 1)

]
'

=

=

5. Backin the PaperCut MF server admin interface, navigate to the Printers > Print

Log tab.
6. Your print job should now be listed in the log.

7. Your personal user account should also be charged an appropriate amount.

2.8. Advanced implementation

PaperCut MF offers a number of installation options for more complex implementations.
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2.8.1. Multi-Server and Multi-Site Deployments

The PaperCut solution is designed with distribution in mind. The solution is built using Ser-
vice Oriented Architecture, which allows its components to be installed on different
machines of varying OS’. This allows PaperCut to be installed in a variety of configurations,

adapting to your network design as no two sites are the same.

The simplest and most common installation is to install PaperCut onto a site’s Print Server
(where the site has only one). For a school or a small organization the implementation
doesn’t need to be any more complex than this. This is a Single Application Server, Single

Print Server deployment and suits the majority of deployments.

Some more complex implementation examples exist below, as a way of showing what'’s pos-
sible. You can extend or merge some of these concepts to suit your network and create

your ideal PaperCut deployment.

PaperCut operates at a layer above your network print services. For this reason, design
your solution to provide your printing services first, then integrate the PaperCut application
into your network second. i.e. if you want a Print Server per site to stop large jobs traversing

network links, do so. You can also use clustering to provide high up time to printing services.

2.8.1.1. PaperCut Site Server

All of the solution designs in the next section can be complemented with the PaperCut Site

Server.

The PaperCut Site Server gives the risk averse customer peace of mind that access to print-
ing resources won't be interrupted by unexpected network dropouts. Deploying the Paper-
Cut Site Server ensures the critical services of the PaperCut primary server are supported
locally during a disaster. Site Servers are simple to install and hide the complexity of data-

base replication from Administrators.

Whilst initially designed for usage in multi site solutions, this isn’t the only usage of the Site
Server. Think of the Site Server as a proxy to the Application Server that can also perform a

set of the Application Server tasks with the last known set of data during an outage.

2.8.1.2. Deployment Examples
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Scenario A - Single Site, Multi Print Server

Itis quite common for sites to have multiple print servers, even if they are a customer ata

single physical location.

® i0S printing - Deploy supporting printing from iOS devices using a Mac Server to

compliment a Windows Print server.

“ Admin / Curriculum - A number of schools separate printing in the Administration

section of the school from general staff/student printing.
“ Clustering - Each node of a clustered resource is installed as a Print Server.

Each of the print servers in this scenario must be installed and configured to communicate
with the Application Server. For more information, see Configuring Secondary Print Serv-

ers and Locally Attached Printers.

The PaperCut Site Server could add benefit in this deployment scenario if your Application
Server were deployed within the Private Cloud. The Site Server would offer a local level of
redundancy in the event the connection to the cloud resources were to drop. One of the

Print Servers could play this role in addition to being a PaperCut Print Provider host.
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PaperCut App Server

Print Server Print Server

Figure 9: Multi Site/Multi Print Server deployment

Scenario B - Multi Site, Single Server

Not all multi site installations rely on a print server on each site. This might be because the
sites are small and don’t warrant the resources, or because they are quite large and have

resources centralised in a data centre or on the private cloud.
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In either case, if all printing is centralised through a Single Application Server, Single Print

Server installation, the installation is the same as if it were a single site with a single server.

The PaperCut Site Server could add benefit in this deployment if each of the sites wanted
to ensure key business services of MFD usage and Print Release were supported during a

network outage between a site and Application Server.

Figure 10: Single Server deployment

Scenario C - Multi Site, Multi Print Server

The deployment of print servers into remote sites allows for print jobs to be spooled within
the local site, alleviating the need for these jobs to be sent to a centralised print server to
only be sent back again to the remote site where the destination printer is located. This

might be the choice of design for customers with
® Low bandwidth between sites
® Large print jobs generated on sites (architects, design firms, etc)
* Historical infrastructure that supports this

The PaperCut solution supports this design though the deployment of Configuring Sec-

ondary Print Servers and Locally Attached Printers on each of the Print Servers. This
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allows the print jobs to remain locally spooled, with only light-weight transactional data and

control information being transmitted between sites.

The PaperCut Site Server would add significant benefit in this design, possibly being
installed onto one of the existing Print Servers. This would provide local support for Applic-

ation Server functions should the link between Primary and Secondary sites be unavailable.

Figure 11: Multi Site/Multi Print Server deployment

Scenario D - Multi Site, Multi Print Server, Multi
Application Server

Itis also possible to install PaperCut into each site of a multiple site organization as if each
site itself were a separate installation of PaperCut. PaperCut has the ability to link separate
Application Servers together for reporting purposes. Each individual site then has the ability
to function and be administered autonomously, relying only on the links between the sites

when there is a need to run a report from the Central Reports

Each of the individual autonomous sites would use one of the previous installation options.
The PaperCut Site Server could then be considered for deployment to offer the same bene-

fits listed above within these installations.
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PaperCut App Server

Figure 12: Multi Site/Multi Server deployment

Scenario Variations

All of these scenarios can be complemented with other approaches to address high avail-

ability, resilience and scalability, including:
@ Clustered print server.
@ Clustered Application Server.

® Deployment on an External Database (RDBMS).

L]

Clustered Database Server.

“ Off-premises (Private cloud hosted server backed by infrastructure provider).

2.8.1.3. Comparison Table

The following table should assist with comparing deployment architectures. Different mod-
els offer different benefits and challenges. The key is to select the model that addresses
your primary requirements, and to understand any constraints that need to be managed in

your environment.
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Table 13: Deployment model comparisons

1 site, multi server

Multi site, single

server

Multi site, multi print

servers

Multi site, multi

Application Servers

]

Printing load distribution

Central Application Server

administration

Removes single-point sens-

itivity at print server layer
Central administration
Simple deployment
Simple user management

Simple queue and device

management

Job roaming across sites
(Find-Me)

Central administration
Simple user management
Reduced WAN traffic

Reflects commonly used

architectures

Job roaming across sites
(Find-Me)

Doesn't require robust WAN

Enables decentralised and
parallel deployment and

setup

Decentralised administration

Enables rolling updates

“ Multiple print servers to

manage

“ Requires robust WAN

“ Least complex setup

Requires robust WAN
Requires more servers

Decentralised queue

management
Multiple find-me queues

More complex setup

Each site requires an
independent imple-

mentation

Overall setup for all sites

requires more time

No job roaming across
sites (Find-Me)
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“ Consolidated reporting is

available

2.8.1.4. Further Resources

For further details of setup for each scenario, refer to the following resources. and .

Scenario A - Single Site, Multi Print Server

® Configuring Secondary Print Servers and Locally Attached Printers.

® Resiliency with Site Servers.

Scenario B - Multi Site, Single Server
® Capacity Planning.

® Resiliency with Site Servers.

Scenario C - Multi Site, Multi Print Server

® Configuring Secondary Print Servers and Locally Attached Printers
® Capacity Planning.

® Resiliency with Site Servers.

Scenario D - Multi Site, Multi Print Server, Multi
Application Server

® See Central Reports.

® Deployment on an External Database (RDBMS)

® Resiliency with Site Servers.
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2.8.2. Resiliency with Site Servers

For customers with distributed deployments, considerations such as redundancy and resi-

lience to network outages are often a high priority.

A robust solution should defend critical points of failure, to ensure an organization can still
continue to operate whilst a network is under duress. For PaperCut this means a robust
deployment should ensure the availability of printing over failing and unreliable network

links.

The installation of PaperCut Site Servers give customers peace of mind that access to print-

ing resources won't be interrupted by unexpected network dropouts.

The Site Server duplicates the key features of a PaperCut primary server to a local site dur-
ing an outage. MFDs are configured to connect to a Site Server as if it were the primary
server to remove their reliance on WAN links. PaperCut secondary servers (Print Pro-
viders) are also aware of their local Site Server, providing a failover server if the primary

server cannot be contacted.

This simple but effective design delivers high availability to MFDs and support for Secure

Print Release including Find-Me Printing.

The Site Server installs in minutes with minimal configuration steps and no ongoing admin-
istration. Installers and Administrators need no specialist skills in database management or
replication to provide business continuity. The Site Server ensures it is kept up to date with
the current state of the primary server, transparently performing the role of the primary
server when needed. Once a connection to the primary server can be re-established, the
merge of local Site Server logs and transactions back to the primary server is also seam-

lessly managed by the Site Server.

The close relationship between the Site and primary servers allows the support of the same
set of Operating Systems and Databases for installations. It's perfectly valid to promote an
existing PaperCut secondary server (Print Provider) to a PaperCut Site Server to improve a

site's resiliency.
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San Francisco Office

Washington Office
Print Print
Server

Server

Figure 14: Site Server example

2.8.2.1. Technical Overview

The goal of the Site Server is to support access to printing and copying, and is designed to
be implemented with equal ease for existing PaperCut customers and new PaperCut Cus-
tomers. The diagrams below highlights the change in design for existing customers imple-

menting a Site Server, or for new customers that want to incrementally build a solution and
phase a Site Server in after a basic single server solution is functioning.
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Site A

Figure 16: WITH Site Server

These images show the changes in how elements of a PaperCut solution communicate

when a Site Server is deployed.

“ MFDs now communicate with the Site Server. This ensure an outage between Site

Server and Application Server is defended by the Site Server.
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Print Servers also communicate with the Site Server when the Application Server is

unavailable.

During normal operation where the Site Server and the Application Server are connected,
the two servers together deliver the full set of PaperCut functionality. In anticipation of an

outage, the Site Server also caches an up to date set of Application Server data.

In the unlikely event of an outage, the Site Server immediately takes over to deliver busi-
ness continuity. When the link is re-established, normal operation resumes and offline job

logs and transactions are submitted to the Application Server.

What you will need

The Site Server implements the core functions of the Application Server, and as such the

majority of requirements are the same.

Table 17: What you will need

Operating All eligible choices foran Application Server. Can be chosen

System independently from the Application Server.

Database All eligible choices for an Application Server. Can be chosen

independently from the Application Server.

Database PaperCut database replication is provided by PaperCut. No data-

licensing base enterprise licensing is required.

Server Follow the suggested sizing requirements of the Application
specs Server.
SSL Server to server communication is encrypted by default. We

recommend using a certificate for your Application Server signed
by a CA. Your CA of choice should provide instructions for your

installation.

Versioning Your Application Server must be v15.0 or greater, and your Site

Servers must be of the same version.

Licensing The Site Server component s a license feature of the PaperCut

Application. Licenses must be arrange prior to installation.
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Ports Site Server: The Site Server listens on port 9191 for Print Pro-
vider connections and the inbound ports for your chosen Device
Connections. Application Server: The Application Server
listens on port 9192 for connections from the Site Server and

9191 for Print Provider connections.

Where to deploy

An effective way to consider where a PaperCut Site Server should be deployed is to install
a Site Server in any network segment where you have concerns about the link reli-
ability between this segment and the Application Server and an outage to this segment

would impact your business.
“ Remote sites
© City offices

© Separate campuses

]

Individual buildings with poor links

® Local sites where servers are on the Private Cloud

2.8.2.2. Offline Operations

Site Servers ensure the access to print and copy services is supported during a network out-

age. However, some services will remain unavailable during an outage, as detailed below.

Supported functions

Table 18: Supported Functions
Normal Offline with NO | Offline WITH

Operations Site Server Site Server
Basic printing (Failure Yes Yes Yes
mode)
MFD login (ALL devices) Yes No Yes
Hardware terminals Yes No Yes

(CPad, Alpha, VCC...)
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Normal Offline with NO Offline WITH

Operations Site Server Site Server
Secure Print Yes No Yes
Find-Me Print Yes No Yes
User Balances Yes No Yes
Filters and conversions Yes No Yes
Release Stations Yes No Yes
Shared Accounts at the Yes No Yes
MFD
Payment Gateways, Yes No No
Kiosks
Mobile Print (Web, GCP, Yes No No
iOS, Email...)
Desktop Client/ Account Yes No No
Selection
Scripting Yes No No

To ensure continuity, Offline Policies allow an Administrator to define the application beha-

viour ahead of any outage that disrupts PaperCut normal operations.

Offline Policies

The User Client, scripting services, and payment options are not available during an out-
age. Offline Policies fill the gaps allowing users to continue to work. Offline policies are avail-
able after installing your first Site Server. They are accessible via Sites > Offline

Policies.
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Account Selection

Account Selection

Policy to automatically select an account when account :
salection pop-up is not possible. Offline Account

® Automatically charge to a single shared account

© lore Information... O Automatically charge to personal account

') Cancel the print job

The PaperCut User Client is one service that remains connected to the Application Server.
Users who normally have the desktop client popup ask for a shared account before prints
are accepted need a policy to determine the account to charge when the desktop client is

unavailable during an outage. The policy options are;

1. [default] Automatically charge to a single shared account. The printjob is

charged to a specified shared account (the default is "Offline Account").

2. Automatically charge to personal account. The print job is charged to the user’s

personal account.

3. Cancel the print job. If a shared account must be selected by the end user and this

is not possible, the job is cancelled.

Restricted Credit

Restricted Credit

Policy to set credit behavior for restricted accounts and
users when offline,

@ Use last known balance
() Use last known balance and allow overdraw by: $0.00
@ More Information...

[Z) Allow job to proceed, regardless of balance

©) Assume no credit. Deny any job charging to restricted accounts

The Offline Credit Policy determines how PaperCut should determine whether to assume
credit is available or to deny the job when the Application Server is unavailable. As an
example, organizations can choose to allow an overdraft should the ability for users to top

up their accounts be impacted whilst the central Application Server cannot be contacted.

The following policies are defined for restricted users and accounts whilst a site is in offline

mode:
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1. [default] Use last known balance. Only deny jobs when the user’s balance (as

known by the Site Server) is used up.

2. Use the last known balance and allow overdraw by. Only deny jobs when the
User’s balance known by the Site Server, plus a specified offline overdraft amount is

used up.

3. Allow job to proceed, regardless of balance. Treat the account as unrestricted
and allow all jobs to proceed. The account might go into negative when the Applic-

ation Server is available again.

4. Assume no credit. Deny any job charging to restricted accounts. Only unres-
tricted accounts can be used when offline with this policy. For example, when offline,

Staff are able to use resources, whereas Students are not.

Important: The first three policies might result in accounts being deficit when the Applic-

ation Server is online again.

Unauthenticated Users

Unauthenticated Users

Policy to handle offline print jobs when users are not
authenticated. unknown

@ Assign print job to this user

© More Information... ©) Do not track, but allow job to print

© cancel the print job

The User Authentication Policy prescribes the behavior in offline mode where PaperCut
cannot validate the owner of the job. This is anticipated for sites that rely on the Handling
Unauthenticated (non-domain) Laptops feature of PaperCut. For unauthenticated users,

the following policies are available:

1. [default] Assign print job to this user. (The default user is "unknown"). Con-
figure the preconfigured user as unrestricted, so that jobs allocated to this user are
not denied based on the Offline Credit Policy. You can also configure this user to

charge to a specified shared account (which should also be unrestricted).

2. Do not track, but allow job to print. Jobs pass through physical queues unim-

peded to the destination printers. However, jobs sent to virfual queues do not print.
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3. Cancel the print job. Any print jobs sent from the unauthenticated users are can-

celled immediately.

Important: This policy also applies for users who have not been encountered by PaperCut

previously. i.e. new domain users who have not been previously synced into PaperCut.

User Password Authentication

User Password Authentication

Policy for password authenticalion when offiine, @ Attempt password authentication from site server (e.g. via local Active Directory)

© More Information... (©) Password login is denied (Card/ID authentication only)

PaperCut normally performs user authentication via an external directory source, such as
Active Directory. In normal operations, this validation is performed by the Application

Server. When offline, you can choose between these options:

1. External authentication on: The Site Server attempts to authenticate the user via
the external source as configured. This option requires the authentication source to
be able to be contacted by the Site Server during the interruption that is preventing

access to the Application Server.

2. External authentication off: Authentication from an external source is not avail-
able. This means that offline username/password login to a device or Release Sta-

tion is not available, other than for Internal users.

2.8.2.3. Installation

Site Servers are an architectural component of the PaperCut solution. Setup is a straight-

forward process. Like most architecture projects, the time is best spent planning.

1. Planning

Planning is the most critical step of a successful Site Server deployment. Take a few

moments prior to installation to run through a checklist of items:
“ Arrange a license to include the required number of Site Servers.
® Consider a signed certificate by a trusted CA for your Application Server

® Plan to install/update the Application Server to v15.0.
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“ Discuss and choose the appropriate Offline Policies for your site.

® Choose a Site Server location that ensures a reliable connection to the devices and

print servers it needs to support.

* Plan for minor disruption for any existing embedded or hardware devices you recon-

figure to use the Site Server.

“ Review the critical functions the Site Server supports to understand offline behaviour.

2. Apply your license

Your Application Server must be licensed for Site Servers before installing the Site Server

software.

3. [optional] Import a trusted signed certificate

Where practical, consider implementing a signed certificate for SSL communications. For
more information, see SSL/HTTPS Key Generation.

4. Installation

Before installing a Site Server, verify that the primary server (central Application Server) is

set up and running correctly.

Windows

On a Windows server, install the Site Server software by selecting the Site Server install-
ation (advanced) option in the installation wizard. If the PaperCut primary server software

was previously installed on the server, uninstall it prior to installing the Site Server software.

Linux

Follow the existing Quick install: Linux (CUPS and/or Samba) section of the PaperCut

manual, with the additional parameter of -—site-server when executing the installer.
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Mac

On a Mac server, install the Site Server by downloading the latest Mac DMG disk image and

execute the contained installer called PaperCut MF Site Server Install (advanced).pkg

5. Post installation setup

1. Setaunique name of the Site Server you are configuring.

B
Pape"Cut M- site Server Setup

ITthis is the firsl ime inslalling a sile server, we recommend reading the "Sile Server” chapler in the
user manual. (@ Cpen the user manual

Site Server Name

Unique name to identify this site

Site Server Name SAN FRANCISCO

2. Enter the name or IP of the Application Server this Site Server connects to.

B
papercut' M F Site Server Setup

Primary Server Details

Hostname / IP of the primary Application Senver this site will register with.
Hostname MEW-YORK

Noe>

3. Enter the credentials of a user with administrator access to PaperCut on the primary

server.

P
pape rcut M- sSite Server Setup

Primary Server Credentials

PaperCul adminisirator credentials o authenticala with the Application Senser.

Username admin

Password sesssses

o Authenticated

Noe>
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The Site Server is now connected to Application Server and will begin the data syn-

chronization process.

=]
Papercut' M F Site Server Status

Diebug Mode Enabled

i — | 2 e |
— 0 —
= ==
Connected
o= =
San Francisco Application Server
(This senver) Lagin

4. The Site Server requires no additional configuration at the local machine. You can
use the Login link under the Application Server image to access the PaperCut

admin interface on the primary server. The Sites tab is now available.

Site Server List RenilLER - T-H
Quick i | (Go ][ Giar ]

Site Name Host Name Last Contacted Hosted Devices

EL Oniine | SAN FRANCISCO Laptop-Damien Feb 4, 2015 4:17:52 PM ]

5. Clickthe Sites > Offline Policies tab to set the Offline Policies for your installation.

o Tip: If you have installed the Site Server onto an existing PaperCut Con-
figuring Secondary Print Servers and Locally Attached Printers, the Print
Provider is automatically configured to work with the new Site Server.
Upgrade any additional Print Providers to the same version of the Applic-
ation Server and configure inthe print-provider. conf file to connect

to the Site Server address.

MFD configuration

Configure embedded devices to use the Site Server as their hosting Server. You can add
new devices to the Site Server directly, or migrate existing devices to the Site Server,

without losing device history.
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Implementations of embedded solutions vary according to manufacturer, however, they can

be broadly grouped into two categories.

“ Devices that connect to PaperCut. (Sharp, Ricoh, Kyocera, Lexmark, Sam-

sung, Brother)

Follow the installation guide for your particular device, taking care to enter the Site

Server address where the Application Server address is usually entered.

“ Devices that PaperCut connects to. (AIP devices, Konica Minolta, Toshiba,
Xerox EIP or JBA, VCC).

Follow the installation guide for your particular device. When configuring a new device,

select the server that this device is hosted on.

Hosted on *®

Select the server that is closest to the device.

Name Type Status Hosted Devices
) Application server Primary % Online 1
(Z) SAN FRANCISCO Site % Online 0

OK Cancel

The device record also presents an option for administrators to change this Hosted
on value at any time in the future. This allows for a device to be moved from one server

to another.

You can view which server is currently hosting each of your devices in the Device List page

of the admin interface.

Release Station configuration

The Standard Release Stations and Mobile Print Release - Releasing print jobs on your
mobile apps are both supported by the Site Server to allow held jobs to be released in both

online and offline operation.
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® The Standard Release Station is connected to the Site Server by editing the Release
Station's connection.properties file and changing the server-ip setting to the

Site Server address.

® The Site Server version of the mobile release app is accessed by using the Site

Server addressinthe URL,e.g. http://[site-server]:9191/mr

Testing your installation

The Sites tab of the admin interface shows at a glance the status of all Site Servers. Whilst

the Site Server is connected, your PaperCut installation operates as per normal.

To verify that your Site Server is providing resilience, you can take the site offline. You can
achieve this by simulating network failure (pulling the plug), or by disabling the site in the
Sites tab.

1. Select the site in the Sites tab
2. Choose Disable connection (force offline) in the Site Connection section.
3. Click Apply

You can validate the site as being in offline mode via the Site Server URL (http://
[Site Server]:9191/admin). Printingand copying should continue according to the
offline policies defined in the installation section. Validating the application of the policies via

copy and print transactions ensures your settings have been applied correctly.

To complete the test, return the Site to online by selecting Enable connection in the Site
record. Validate your transactions have been uploaded to the Application Server by search-

ing either the User, Device, Printer or Job log.

0 Tip: Jobs performed offline are marked as such in the print log. You can see
which jobs are offline by inspecting the job details in the job log. In addition, when
creating job log reports, you can now filter by offline jobs, to report only the jobs

performed offline in a specified period.
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Important note about future upgrades

Version upgrades to the Application Server result in the Site Servers supporting their local
site in offline mode until they are also upgraded. Therefore you should also plan to upgrade

the Site Servers as part of your upgrade procedure.

2.8.2.4. Common questions about Site Servers

Do | need to backup my PaperCut Site Server?

No. The Site Server does not maintain its own data and does not need backing up. If a Site
Server fails, you can quickly establish a new one by re-installing. By contrast, the Applic-

ation Server does maintain important configuration and history data and should be backed

up.

Does the Site Server replicate the entire PaperCut database?

No. The Site Server does replicate key tables from the PaperCut database related to con-
figuration. This includes User, Group, Printer, Device and Attribute tables. Importantly, the
Site Server does not replicate the Printer Log table from the Application Server, as this data
is not needed. For many customers, the Printer Log table is by far the largest table in the

database.

Is communication between the Site Server and Application Server secure?

Yes. The Site Server performs all communication with the Application Server over a secure
HTTPS connection. A Site Server cannot be connected to the Application Server without

the approval of a PaperCut administrator with sufficient admin rights.

Do | need to run a Site Server on an external database?

No. The PaperCut Site Server also ships with an internal database in the same way the
Application Server does. However, if you prefer an external database, we support these

too.

What database replication technology do you use?

PaperCut developed its own database replication strategy to remove the requirement for

costly enterprise database licenses.

Is failover automatic, and how quickly does it happen?

The failover from online to offline mode for the Site Server is an automatic process and
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happens without the need for intervention from an administrator. The failover time is also
instantaneous for the MFDs and configurable for the Print Provider, so users can continue

to function without interruption.

How do | check the status of a Site Server?

You can validate the status of a Site Server through the PaperCut admin interface via the

Sitestabaswellasviathe http://[site-server]:9191/admin URL.

Will features, such as, conversion to greyscale or force duplex work in offline mode?

Yes. Filters and restrictions set at the queue level are supported when the Site Server is off-
line from the Application Server. However, print scripts and any conversions controlled by

script do not run when offline.

Will username and password login methods be supported if the Application Server isn’t

available?

Yes. Site Servers are able to be configured in a way that they can validate username and
passwords when the Application Server is unavailable, however, this is not enabled by
default. If a link between a remote site and the main site is unavailable, there is a high like-

lihood that the directory server is also not available to validate credentials.

Will cross server releasing of print jobs work during an outage?

Cross server releasing of print jobs (where the physical queue and virtual queue are on dif-
ferent print servers) is supported during an outage when both source and target queues

reside on print servers connected to the same Site Server.

Will Site Servers replace the need for clustering?

Customers implementing clustering of the Application Server to maintain high service
levels should continue to do so. The Site Server offers additional protection, but many fea-
tures of the Application Server, such as Web Print, BYOD printing and external payment

gateways are not currently available through a Site Server.

Will Site Servers improve scalability of my system?

In the initial release, we are not claiming scalability benefits for the Site Server. However,
the Site Server is distributing workload - and as we gather more data and continue to build

the solution, we will likely see some scalability benefits.

How do | specify the Site Server network address for my Web Services device?
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Where a Site Server has multiple IP addresses, devices that look for PaperCut might need
to know which IP address is the correct address to connect to. On the Application Server,
this is easily set under Options > Advanced > Server Address . On the Site Server, you
can specify the address to use on the Sites > Site Server Details page in Override Net-

work Address.

What happens to my existing held print jobs when the Application Server becomes unavail-

able?

Jobs that were printed to a local print server prior to an outage are redisplayed in your held

jobs list a few minutes after the Application Server becomes unavailable.

2.8.3. Configuring Secondary Print Servers and
Locally Attached Printers

This section covers the setup of a secondary print server in "Quick Start" format. For a
detailed explanation of the underlying technology and what's happening behind the scenes

see the subsequent sections.

A secondary print server is a system that directly hosts a printer. In many situations it can be
a dedicated server, however, a secondary server can also be a desktop system hosting a dir-
ectly attached USB printer. If this printer is to be controlled and tracked by PaperCut MF, a
small monitoring component needs to be installed. The monitoring component intercepts

the local printing and reports this use back to the primary Application Server. A secondary

server can be either :
1. A server style system hosting many printers.
2. Adesktop style system hosting printer(s) also shared to other network users.
3. A desktop style system with the printer used only for local users (not shared).

The monitoring service is also referred to as a Print Provider as its task is to provide inform-

ation back to the main Application Server.

The process of setting up a secondary print server, depends on the operating system. Read

the section appropriate to the required operating system.
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0 Tip: For resilience against network outages, consider installing Site Servers at
each of your secondary print server locations. Refer to Multi-Server and Multi-

Site Deployments for a broader discussion of multi-site and WAN scenarios.

If you have a networked environment but do not have a print server, you can configure your

computers to print directly to a printer. For more information, see Configuring Direct Print-
ing.
2.8.3.1. Configuring a Windows secondary print server

This section describes the process of setting up a secondary Windows print server.

Step 1 - Ensure primary server is set up correctly

Before installing a secondary server you should take some time to ensure the primary

server (central Application Server) is set up and running correctly. If it is not running fine
now adding an extra server only adds an extra variable to the equation and complicates
troubleshooting. Take some time now to verify that the primary server is functioning cor-

rectly. For example, verify that:
® Printers on this server are being tracked.
® Users are allowed to login to user pages from their workstations.

® Administrators can access the system.

Step 2 - Ensure firewall software is set to allow access to port 9191

Secondary server needs to communicate (initiate a TCP connection) on port 9191. Admin-
istrators should ensure that any firewall software on the primary Application Serveris not

set to block any incoming local network traffic on this port.

Step 3 - Install the Print Provider

Install the Print Provider software onto the secondary server. On a Windows server, this is
done by selecting the Secondary Print Server option in the installation wizard. If the
PaperCut primary server software was previously installed on the server it must be unin-

stalled prior to installing the secondary server software.
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Step 4 - Configuration

The Print Provider on the secondary server needs to know where the primary server is

installed.
1. Open a text editor such as Notepad.
2. Openthefile:
[app-path]\providers\print\win\print-provider.conf

3. Locate the line starting with ApplicationServer=and change localhost to

the name or IP address of the primary server.

4. Restart the server so the new configuration is detected. To avoid a restart, manually

restart the PaperCut Print Provider service.

Step 5 - Test

The secondary server should now be configured. Log in to the system as "admin" and verify
that the printers are now listed under the Printers section. Perform a multi-page test print on

each printer and verify that print jobs are tracked correctly.

Automated Install

You can automate the installation of the secondary server component on Windows sys-
tems. This is handy when the Print Provider component needs to be installed on a number
of desktop systems running locally attached printers. For more information see, Automating

secondary server deployment on Windows.

2.8.3.2. Configuring a Macintosh secondary print server

This section describes the process of setting up a secondary Mac print server. The primary
Application Server can either be a Windows, Mac or a Linux basis system. PaperCut MF

has full support for "mixed" or heterogeneous printing environments.

Step 1 - Ensure primary server is set up correctly

Before installing a secondary server you should take some time to ensure the primary
server (central Application Server) is set up and running correctly. If it is not running fine

now adding an extra server only adds an extra variable to the equation and complicates
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troubleshooting. Take some time now to verify that the primary server is functioning cor-

rectly. For example, verify that:
® Printers on this server are being tracked.
* Users are allowed top login to user pages from their workstations.

® Administrators can access the system.

Step 2 - Ensure firewall software is set to allow access to port 9191

Secondary server needs to communicate (initiate a TCP connection) on port 9191. Admin-
istrators should ensure that any firewall software on the primary Application Server is not

set to block any incoming local network traffic on this port.

Step 3 - Check that the host user account
exists

PaperCut MF runs under a non-privileged user account called "papercut”. This invisible sys-
tem account is created automatically upon first install. Advanced System Administrators
can, however, have a preference to create this account manually. If you fall into this cat-

egory, create the papercut account now prior to installation.

Step 4 - Install the Print Provider

Install the Print Provider software onto the secondary server. Download the latest Mac
DMG disk image and execute the contained installer called PaperCut MF secondary

server Installation.pkg.

Step 5 - Configuration

The Print Provider on the secondary server needs to know where the primary server is
installed. The installer attempts to open the appropriate configuration file automatically after
the install completes. However, your IT environment configuration might prevent this from

happening. If it does not automatically open, open the following file in a text editor:
[app-path] /providers/print/mac/print-provider.conf

To configure a secondary server:
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1. Locate the line starting with ApplicationServer=andchange localhost to

the name or IP address of the primary server.

2. Save the file and exit the text editor.

3. Double-click the command script /Applications/PaperCut MF/Con-
trol Printer Monitoring.command, and enable monitoring on the

appropriate printers.

Step 6 - Test

The secondary server should now be configured. Log in to the system as "admin" and verify
that the printers are now listed under the Printers section. Perform a multi-page test print on
each printer and verify that print jobs are tracked correctly.

2.8.3.3. Configuring a Linux or Novell iPrint secondary

print server

This section describes the process of setting up a secondary print server on a Linux system.
The primary Application Server can either be a Windows, Mac, Novell or a Linux based sys-

tem. PaperCut MF has full support for "mixed" or heterogeneous printing environments.

Step 1 - Ensure primary server is set up correctly

Before installing a secondary server you should take some time to ensure the primary

server (central Application Server) is set up and running correctly. If it is not running fine
now, adding an extra server only adds an extra variable to the equation and complicates
troubleshooting. Take some time now to verify that the primary server is functioning cor-

rectly. For example, verify that:
® Printers on this server are being tracked.
* Users are allowed user login to user pages from their workstations.

® Administrators can access the system.

Step 2 - Ensure firewall software is set to allow access to port 9191

Secondary server needs to communicate (initiate a TCP connection) on port 9191. Admin-

istrators should ensure that any firewall software on the primary Application Server is not
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set to block any incoming local network traffic on this port. A good way to test, is to open a
browser on the planned secondary server and confirm you can access the administration

web interface on port 9191.

Step 3 - Check that the host account exists

On the secondary server, create a user account called papercut. Setthe papercut
user's home directory to the desired install location. This is normally /home /papercut.
The method of creating this account is the same as that used for the primary server setup.

See Installation for more details if required.

Step 4 - Install the Print Provider

Important: The instructions below assume i 686 architecture. If your system OS

is 64-bit, replace 1 686 with x64 in all file paths.

Install the Print Provider software onto the secondary server by copying all files and dir-

ectories from the primary Application Server's directory:

l[app_path]/providers/print/linux-i686/* (32bit)
l[app_path]/providers/print/linux-x64/* (64bit)

To the equivalent location on the secondary server:

/home/papercut/providers/print/linux-i686/ (32bit)
/home/papercut/providers/print/linux-x64/ (64bit)

on the secondary server. Perform the copy operation as the papercut user so that files
are owned by the papercut user. You can use any method to copy the files, including
over the network or via a USB key. If the primary server is also Linux, the simplest way

would be use Secure Copy (scp) as follows:

shell> su - papercut

shell> mkdir -p providers/print
shell> cd providers/print
shell> scp -r primary.serv-

er.name: /home/papercut/providers/print/*
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After the copy operation is performed, execute the setperms and root tasks scripts as

roof:
32bit

>shell> su - root
shell> sh ~papercut/providers/print/linux-1686/setperms

shell> sh ~papercut/providers/print/linux-1686/roottasks
64bit

shell> su - root
shell> sh ~papercut/providers/print/linux-x64/setperms

shell> sh ~papercut/providers/print/linux-x64/roottasks

Step 5 - Configuration

The Print Provider on the secondary server needs to know where the primary server is

installed (e.g. Its IP address).
1. Open the following file in a text editor:

/home/papercut/providers/print/linux-1686/print-pro-
vider.conf (32bit)
/home/papercut/providers/print/linux-x64/print-pro-

vider.conf (64bit)

2. Locate the line starting with ApplicationServer=andchange localhost to

the name or IP address of the primary server.

You now need to integrate the binaries copied in step 4 into the CUPS, Samba or Novell

iPrint print queues.

This process is detailed in Linux Print Queue Integration and Step 5 - Printer/iPrint Con-

figuration.

Step 6 - Test

The secondary server should now be configured. Perform some test printing on all of this
secondary server's printers. Log in to the system as "admin" and verify that the printers are
now listed under the Printers section. Perform a multi-page test print on each printer and

verify that print jobs are tracked correctly.
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2.8.3.4. Print Monitoring Architecture

This section covers PaperCut MF print monitoring architecture from a technical per-

spective. Knowledge of advanced networking is expected.

PaperCut MF is designed using the latest software design principles. An important design
principle used is Service Oriented Architecture (SOA). PaperCut MF divides key oper-
ational areas into components. These components communicate using an XML Web Ser-

vices standard. Two of the main services are:

Table 19: PaperCut MF services/components

The Application The central logic service responsible calculating user
Server costs and providing the web and admin interface.
Print Provider Ser- A service responsible for monitoring and analyzing
vice print jobs and reporting this information using XML

Web Services to the Application Server.

In a single server setup, you do not need to be concerned with the two components as they
automatically act as one (it's only noticeable in that two processes are running on the
server). On a multi-server/system environment a deeper understanding of the architecture

is required.

2.8.3.5. Multiple Print Servers

Many large networks, or even smaller networks with a legacy design, can have more than

one print server. Reasons for separating printers across servers/systems include:
® Legacy design - That's the way the previous admin set it up.

“ Networks with 100 printers or more might need multiple servers to spread the printing

load.

“ Networks spanning multiple physical sites or subnets can have separate servers min-

imize cross-site network traffic.
“ Servers can exist to support different operating systems

“ Alocal desktop printer attached to a system is also a remote print server.
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One of the servers on the network needs to be nominated as the primary server. This sys-

tem runs the Application Server software responsible for providing the user interface, stor-

ing the data, and managing the application logic. The system nominated for this task is

usually a print server (but could be any server). It needs to be a system with spare capacity

to run the PaperCut MF Application Server software. This system should have good per-

formance, have at least 500 Mb of free hard-disk space, and be included in an off-disk

backup routine.

Other print servers are known as secondary servers. These servers run the Print Provider

component and communicate back to the central server. The following diagram illustrates

this setup.
Primary Server Secondary Server
Central server hosting data and Rurning FPrnt Provider component
application logic reporting back to Appication Server

ML over HTTP

Running Print Provider
component anly

Client softwarel deployment and
remaote adinistration via
primany server

PC Macintosh Lirwee

ST SOSTSS

Workstations Workstations Workstations Workstations

Figure 20: Secondary server reporting back to primary server

(application server)

When a client prints to a secondary server, the Print Provider intercepts the print job and for-

wards the information to the central server for processing. Communication is via XML Web

Services over HTTP on the PaperCut Application Server's nominated port (normally port
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9191). The web services protocol is specifically designed to facilitate easy firewalling,

scalability, and works over a wide range of network speeds.

PaperCut MF Service Oriented Architecture offers many advantages for network admin-

istrators including:
® Secondary servers run the minimum amount of software

" Communication between servers uses minimal bandwidth. Physically separated serv-
ers connected via WAN links, VPNs or other slow links are supported with minimal or

no impact on printing performance.

® All data, logging and configuration information is stored on one single central server

facilitating central backup from one location.
' Management is conducted centrally from one location.
PaperCut MF's SOA design allows advanced setups including:
* Decentralized deployment

@ Separation of concern (servers dedicated to separate tasks such as database server-

,Application Server and print server)

“ Options to remove points of failure via clustering or fail-over
Application Server Print Servers

Linux

Running PaperCut NG Windows Server o iha andlor CUPS)

Aumming Pagerlut NE Print
Provider camponent

XML over HTTP [secoadary senm

Database Server

optional
Edg L 5} Workstations print via shared
e.g9. SQL Server printers hosted on print servers

or Postgresgl DB
XML ower HTTP
Aunming PaperCot MG
Print Fravider
covTiponsd

PC Macintosh Linwx Unix
Local Desktop Printer Workstations Workstations Workstations Workstations

Figure 21: Architecture - an advanced configuration
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2.8.3.6. Automating secondary server deployment on Win-
dows
The secondary server installation process can also be automated via command line

switches issued to the installer program. This is useful when you need to install the Print Pro-

vider on a number of desktop systems hosting local attached printers.
To automate the installation:

1. Copy the windows installer program, pcmf-setup . exe, into a directory accessible

to the target systems (i.e. A network share or mapped drive).

2. Copytheprint-provider.conf file from main server. This file is located at
[app-path] /providers/print/win. Place the file in the same directory as

the install program (as performed in step 1.)

3. Editthe print-provider.conf file and define the correct server name or IP
address of the main Application Server in the line starting with Applic-

ationServer=.
4. Use a batch file or equivalent to start the install program as follows:
pcmf-setup.exe /TYPE=secondary print /SILENT

Note: The installer requires administrator level - needed to install a system service.

° Note:

“ The executable name of the installer program can vary depending on the ver-

sion.

Replacing the /STLENT option with /VERYSTLENT suppresses all visual

output during the installation process.

® Thecopyofthe print-provider.conf file is used during the install pro-

cess to ensure the installation is aware of the location of the main Application

Server.

For afull list of command-line arguments, see Automating / Streamlining

Installation on Windows.
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2.8.4. Configuring Direct Printing

This section describes how you can track and report on printing that is sent directly from a

computer to a printer, without the need for a print server.

This solution is ideal for businesses that have distributed branches with a modest number
of computers, such as, post offices, bank branches, gas stations, retail outlets. It also suits
small businesses with a collection of computers in an environment without dedicated IT sup-
port. The combination of a Direct Printing configuration and a private cloud implementation

of PaperCut can eliminate the need for any local infrastructure.

Important:

Direct Printing is not recommended for environments using quotas or charging,
such as, education. This is because users can turn off PaperCut MF's tracking
from their computer. It might be possible, depending on permissions, for a user to
disable the Direct Print Monitor, which would turn off print tracking on their com-

puter.

Scenario 1: Small business

Matt’'s Accounting is a small business with five employees working in a Windows envir-
onment. They want to track their printing costs per client, but do not want the overhead of
having to set up and maintain a print server and dedicated Application Server. They have

two choices for the Application Server:

® purchase a low cost PC that can be used as an Application Server

“ use a cloud-based Application Server
They have chosen to use a cloud-based Application Server.

Since they do not have a dedicated print server and also do not have the experience to man-
age a print server, they want to print directly from their computers to the printer. This Paper-

Cut MF solution is easy to set up and requires no IT infrastructure changes.
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PaperCut App Server MFD / Printer

-

Direct
Print
Monitor

Computers (each running a monitoring agent)

Figure 22: Direct Printing setup - small office

Scenario 2: Business with distributed
small branches

Dash About Inc. is a medium sized taxi company that comprises a head office plus 20
home-based offices used by the drivers. They currently have PaperCut set up in their head
office and now want to roll out PaperCut to each home office. They do not want the network
overhead of print jobs being sent to head office and then back to the home offices via their
VPN, but also do not want to set up a print server in each home office. Direct Printing is

ideal in this situation as a print server is not required.
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Dash About have already set up an automated PaperCut install process for new computers

and want to incorporate the Direct Printing installation into this process.

Headquarters Branch One

. Print Server . PaperCut App Server MFD / Printer

[c—J
o—] -
E==)
[o—]

Print job
1

Computer Computer

(r.

Figure 23: Direct Printing setup - distributed branch

How does it work?

Direct Printing allows print jobs to be sent directly from a user’s computer to a printer,
without an intervening print server. This requires print queues (sometimes referred to as
“printers” or “drivers”) to be set up on each computer for each printer. For example, on Win-

dows, this is done through the Devices and Printers control panel.

With this setup, there are multiple computers each with a print queue directed at the same
physical printer. However, you do not want each print queue to be displayed as a separate
printer in PaperCut MF. Direct Printing consolidates the print jobs from multiple print

queues into a single printer.

Each computer that prints directly to a printer needs the following components:

® a print queue that sends jobs directly to a printer rather than to a print server

queue. The print queue can use either the IP address or hostname of the
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printer.
“ a small monitoring component, known as a Direct Print Monitor. This mon-

itoring component reports back to the Application Server.

Direct Printing simplifies the configuration, management, and reporting of print jobs. The
Application Server automatically merges the information from multiple computers into one

printer in the Printer List. This process is called linking.

Each linked print queue automatically uses the printer's configuration, which means you do
not need to configure each print queue individually. PaperCut MF reports the summarized

data at the printer level rather than for each individual print queue.

The process of setting up Direct Printing, depends on the operating system.

PaperCut App Server MFD / Printer

-

Direct
Print
Monitor

Computers (each running a monitoring agent)

Figure 24: Direct Printing architecture

. | Copyright © 1999-2016 PaperCut Software International Pty. Ltd. All Rights Reserved. 206 of 1084



PaperCut MF Implementation Guide Chapter 2: Installation

2.8.4.1. Install the Direct Print Monitor

The way in which you install Direct Printing depends on your operating system. For more

information see:

® |nstalling the Direct Print Monitor on a Windows computer
® Installing the Direct Print Monitor on a Mac computer

® Installing the Direct Print Monitor on a Linux computer

Installing the Direct Print Monitor on a Windows computer

This section describes the process of setting up Direct Printing on Windows computers.
The primary Application Server can be either a Windows, Mac, or a Linux based system.

PaperCut MF has full support for "mixed" or heterogeneous printing environments.

Step 1 - Ensure primary server is set up
correctly

Before installing the Direct Print Monitor, you should ensure that the primary server (Applic-

ation Server) is set up and running correctly.

Verify that:

(]

' PaperCut NG/MF release 16.0 or above is installed.

“ Users are allowed to log in to user pages from their computers.

i

“ Administrators can access the system.

i

® The Application Server is accessible from each computer requiring Direct

Printing, that is, you can Ping the Application Server.
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Step 2 - Ensure firewall software is set to
allow access to the port used by the
Application Server

A computer with the Direct Print Monitor installed needs to communicate (initiate a TCP con-
nection) on the port used by the Application Server (by default this is port 9191). Ensure that
any firewall software on the primary Application Server is not set to block any incoming local

network traffic on this port.

Step 3 - Change the default configuration
(optional)

The Direct Print Monitor installation configuration file is installed in the following location on

the Application Server:

[app-path]/providers/direct-print-monitor/win/direct-print-

monitor.conf

0 Note:

If you need to change the configuration after deploying Direct Printing, you must

change the configuration on every computer using Direct Printing.

The Direct Print Monitor configuration file is automatically generated with the hostname of
the Application Server when the Application Server is installed. If required, you can change
the default configuration, however, the default configuration suits most implementations.
For example, you can change the IP address of the Application Server to a Fully Qualified
Domain Name (FQDN).
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Step 4 - Install the Direct Print Monitor
on each computer

Install the Direct Print Monitor on each Windows computer. You can install the Direct Print

Monitor either:

manually—if you do not have many computers on which you want to install the software,

manual installation might be easier

Manually install the Direct Print Monitor

0 Note:

If the computer has a PaperCut MF Print Provider installed, uninstall it.
1. Ensure the following files are in a shared folder that is accessible to the target com-
puters (i.e. a network share or mapped drive):
[app-path]\providers\direct-print-monitor\win\
This folder contains the following files:

° pc-direct-print-monitor.exe

® direct-print-monitor.conf

o Note:

These two files must be in the same folder for the Direct Print Monitor

installation to work.

2. Oneach computer, navigate to the shared folder on the Application Server.
3. Double-clickpc-direct-print-monitor.exe.

The PaperCut MF Setup Wizard is displayed.
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,
Bowr oo T el

g
; Welcome to the PaperCut MF
PaperCutMF Sctup Wizard

This will install PaperCut MF 16,0 on your computer.

It is recommended that you dose all other applications before
continuing.

Click Mext to continue, or Cancel to exit Setup,

uext:»i[ Cancel

4. Click Next.

,
Bown o ol e

License Agreement
Please read the following important information before continuing.

Please read the following License Agreement. You must accept the terms of this
agreement before continuing with the installation.

END USER LICENSE AGREEMENT -

1 AGREEMENT

This End User License Agreement is between PaperCut Software
International Pty Ltd (ACH 124 440 400) of Ground Floor, 1 Oxley Road,
Hawthorn, Victoria 3122, Australia (PaperCut), and:

@ 1 accept the agreement:

(711 do not accept the agreement
PaperCut MF

<Back || Next> | [ cancel

Copyright © 1999-2016 PaperCut Software International Pty. Ltd. All Rights Reserved. 210 of 1084




PaperCut MF Implementation Guide Chapter 2: Installation

5. Read the End User License Agreement; then click Next.

,
=

Information
Flease read the following important information before continuing.

When you are ready to continue with Setup, dick Next,

PaperCut MF - Copy and Print Control S
By PaperCut Software International Pty. Ltd. |
WWW . papercut . com)

BEFORE »0OU CONTIMUE...
“ou have downloaded PaperCut MF. PaperCut MF iz a multi-platform copy and
print monitoring system designed for networks of all zizes.

40-DAY EVALUATION
PaperCut MF will fulby function for 40-days. This software is not crippled or
restricted.

DOCUMENTATION
This setup program installs with documentation. Documentation covering the -

PaperCut MF

<gack || text> | [ cancel

6. Click Next.
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-
oo rowcan e
Installing
Please wait while Setup installs PaperCut MF an your computer,
Extracting files...
[_] |

Paper_ut MF

When the installation is complete, the Completing the PaperCut Setup Wizard

screen is displayed.
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T =

[ 2] -
; Completing the PaperCut MF
PaperCutMF Setup Wizard

Setup has finished installing PaperCut MF on your computer,

Click Finish to exit Setup.

7. Click Finish.

The Direct Print Monitor is installed.

automatically—if you have a large number of computers, or existing automated install pro-

cesses in place, then we recommend you automate the install process

Automate Direct Print Monitor installation

The Direct Print Monitor installation process can also be automated via command line
switches issued to the installer program. This is useful if you need to install the Direct Print

Monitor on a number of computers.
To automate the installation:

1. Ensure the following files are in a shared folder that is accessible to the target com-

puter (i.e. a network share or mapped drive):

® pc-direct-print-monitor.exe—Windows installer program

° direct-print-monitor.conf
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° Note:

On Windows Application Servers, these files are located by default in the fol-

lowing shared folder:
[app-path] \providers\direct-print-monitor\win\
2. Use a batch file or equivalent to start the install program. For example, for Windows
use the following:

pc-direct-print-monitor.exe /TYPE=secondary print

/SILENT

Q Note:

“ Replacing the /SILENT option with /VERYSILENT suppresses all visual

output during the installation process.

® The copyofthe direct-print-monitor.conf fileis used during the
install process to ensure the installation is aware of the location of the main

Application Server.

“ For afull list of command-line arguments, see Automating / Streamlining

Installation on Windows.

o Important:

You cannot install the Direct Print Monitor on a computer that has a Print Provider

installed. This includes computers that are acting as Application Servers, Site

Servers, and secondary servers.

Step 5 - Test

The Direct Print Monitor should now be configured.

1. Login to the Application Server as "admin" and verify that the printer
queues are linked to the printer:
a. Navigate to the Printers page.

b. Selectthe printer.
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c. Click the Queues tab.
d. Verify that the printer queues are linked to the printer.
2. Perform a multi-page test print on each printer and verify that print jobs are

tracked correctly.

Installing the Direct Print Monitor on a Mac computer

The process to install the Direct Print Monitor on a Mac computer is the same no matter

which operating system your Application Server is on.

Step 1 - Ensure primary server is set up
correctly

Before installing the Direct Print Monitor, you should ensure that the primary server (Applic-

ation Server) is set up and running correctly.
Verify that:

“ PaperCut NG/MF release 16.0 or above is installed.

® Users are allowed to log in to user pages from their computers.

“ Administrators can access the system.

® The Application Server is accessible from each computer requiring Direct

Printing, that is, you can Ping the Application Server.

Step 2 - Ensure firewall software is set to
allow access to the port used by the
Application Server

A computer with the Direct Print Monitor installed needs to communicate (initiate a TCP
connection) on the port used by the Application Server (by default this is port 9191). Ensure
that any firewall software on the primary Application Server is not set to block any incoming

local network traffic on this port.
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Step 3 - Install Direct printing

Install the Print Provider software onto each computer.

1. Download the latest Mac DMG disk image from:

http://www.papercut.com/products/mf/direct-print/?-

platform=mac

2. Distribute the installer to the target computers using your preferred method, for

example, via a share drive or a portable memory device.
3. On each computer, open the downloaded . dmg file.

4. Double-click PaperCut MF secondary server Installation.pkgand

follow the prompts to install the Print Provider.

Step 4 - Configure the Direct Print
Installer on each computer

The Print Provider on the computer needs to know where the Application Server is installed
and that it should be running in Direct Printing mode. The installer attempts to open the
appropriate configuration file automatically after the install completes. However, your IT
environment configuration might prevent this from happening. If it does not automatically

open, open the following file in a text editor:

[app-path]\providers\print\mac\print-provider.conf

1. Locate the line starting with ApplicationServer=andchange localhost to

the name or IP address of the Application Server.
2. Locate the line with #DirectPrintingMode=false and changeitto:

DirectPrintingMode=true

0 Note:

Make sure you remove # at the beginning of the line.

3. Save the file and exit the text editor.
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4. Double-click the command script /Applications/PaperCut MF/Control
Printer Monitoring.command,andenable monitoring on the appropriate

printers.

0 Note:

“ If required, you can also modify the other default configuration
details. For more information see Adding and Remov-
ing/Deleting/Ignoring Printers

“ If you need to change the configuration after deploying Direct Print-
ing, you need to manually update the print-provider.conf

file on each computer.

Step 5 - Test

The Direct Print Monitor should now be configured.

1. Log in to the Application Server as "admin" and verify that the printer
queues are linked to the printer:
a. Navigate to the Printers page.
b. Selectthe printer.
c. Click the Queues tab.
d. Verify that the printer queues are linked to the printer.
2. Perform a multi-page test print on each printer and verify that print jobs are

tracked correctly.

Installing the Direct Print Monitor on a Linux computer

The process to install the Direct Print Monitor on a Linux computer is the same no matter

which operating system your Application Server is on.
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Step 1 - Ensure primary server is set up
correctly

Before installing the Direct Print Monitor, you should ensure that the primary server (Applic-

ation Server) is set up and running correctly.
Verify that:

“ PaperCut NG/MF release 16.0 or above is installed.

-]

Users are allowed to log in to user pages from their computers.

]

Administrators can access the system.
“ The Application Server is accessible from each computer requiring Direct

Printing, that is, you can Ping the Application Server.

Step 2 - Ensure firewall software is set to
allow access to the port used by the
Application Server

A computer with the Direct Print Monitor installed needs to communicate (initiate a TCP con-
nection) on the port used by the Application Server (by default this is port 9191). Ensure that
any firewall software on the primary Application Server is not set to block any incoming local

network traffic on this port.

Step 3 - Check that the host user account
exists

On the computer, create a user account called papercut. Setthe papercut user's home
directory to the desired install location. This is normally /home /papercut. The method of
creating this account is the same as that used for the primary server setup. See Installation

for more details if required.
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Step 4 - Install the Direct Print Monitor

Important: The instructions below assume i 68 6 architecture. If your system OS

is 64-bit, replace i 686 with x64 in all file paths.

Install the Print Provider software onto the computer by copying all files and directories

from the primary Application Server's directory:
For Linux Application Servers:

l[app path]/providers/print/linux-i686/* (32bit)
l[app_path]/providers/print/linux-x64/* (64bit)

For Windows Application Servers:

l[app_path]/providers/print/win/* (32bit)
[app_path]/providers/print/win/* (64bit)

To the equivalent location on the computer:

/home/papercut/providers/print/linux-1686/ (32bit)
/home/papercut/providers/print/linux-x64/ (64bit)

Perform the copy operation as the papercut user so that files are owned by the paper-
cut user. You can use any method to copy the files, including over the network or via a
USB key. If the primary server is also Linux, the simplest way would be use Secure Copy

(scp) as follows:

shell> su - papercut

shell> mkdir -p providers/print
shell> cd providers/print
shell> scp -r primary.serv-

er.name: /home/papercut/providers/print/*

After the copy operation is performed, execute the setperms and roottasks scripts as

root:
32bit

>shell> su - root
shell> sh ~papercut/providers/print/linux-1686/setperms

shell> sh ~papercut/providers/print/linux-1686/roottasks
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64bit

shell> su - root
shell> sh ~papercut/providers/print/linux-x64/setperms

shell> sh ~papercut/providers/print/linux-x64/roottasks

Step 5 - Configure the Direct Print Mon-
itor on each computer

The Print Provider on the computer needs to know where the primary server is installed

(e.g. Its IP address) and that it should be running in Direct Printing mode.

1. Open the following file in a text editor:

/home/papercut/providers/print/linux-i686/print-pro-
vider.conf (32bit)
/home/papercut/providers/print/linux-x64/print-pro-
vider.conf (64bit)

2. Locate the line starting with ApplicationServer=andchange localhost to

the name or IP address of the primary server.
3. Locate the line with #DirectPrintingMode=false and change it to:
DirectPrintingMode=true

o Note:

Make sure you remove # at the beginning of the line.

4. Save the file and exit the text editor.

5. Integrate the binaries copied in step 4 into the CUPS, Samba, or Novell iPrint print

queues.

This process is detailed in Linux Print Queue Integration and Step 5 - Printer/iPrint

Configuration.
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o Note:

If required, you can also modify the other default configuration

details. For more information see Adding and Remov-
ing/Deleting/lgnoring Printers

® If you need to change the configuration after deploying Direct Print-
ing, you need to do it manually by updating the print-pro-

vider.conf file on each computer.

Step 6 - Test

Direct Printing should now be configured.

1. Log in to the Application Server as "admin" and verify that the printer
queues are linked to the printer:
a. Navigate to the Printers page.
b. Select the printer.
c. Click the Queues tab.
d. Verify that the printer queues are linked to the printer.
2. Perform a multi-page test print on each printer and verify that print jobs are

tracked correctly.

2.8.4.2. How are direct print queues linked to a printer?

The Direct Print Monitor intelligently creates printers in the Application Server Printer List. It
creates one printer with multiple print queues (that is, one from each computer). Every print

queue with an IP address or hostname that matches the printer, is linked to the printer.

Linking the print queues to a printer allows PaperCut MF to consolidate the information
from all linked queues and report on the printer as a whole. It also allows the print queues to
dynamically use the configuration of the printer. If any print queues do not automatically

link, you must manually link the print queue to the printer.
The linking process works as follows:

1. The first print queue added on a computer with the Direct Print Monitor

installed creates a printer in the Printer List.
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2. Ifa print queue on any other computer (with a Direct Print Monitor installed)
has the same IP address or hostname as the printer, then a new printer is

not created and the print queue is linked to the printer created in step 1.

€9 Tip:
You should always use a consistent IP address or hostname for print queues to

ensure they are automatically linked.

This process is automatic and works in most of cases. There might, however, be some rare
situations where a print queue does not automatically link to the printer, or a print queue is
incorrectly linked to the printer. In these cases, you need to manual link or unlink the rel-

evant print queues.

When you add a computer to your environment and install the Direct Print Monitor, the
Application Server detects the network address of the print queue and automatically links

the print queue to the printer if it matches.

When you remove a computer from your environment, the print queue remains in PaperCut
MF. You need to unlink the print queue on the decommissioned computer, then manually

delete the printer from the Printer Details page.
For more information, see:

® Link a print queue to a printer

® Unlink a print queue from a printer

View linked print queues
You can check that all print queues have been linked to the appropriate printer.
1. Inthe Application Server, click Printers.

The Printer List page is displayed. This list includes all printers and unlinked print

queues.
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User: admin () Help €3 Log out

I
PaperCutMF

Dashboard Users Groups Accounts Printers Devices Reports Cards Options Logs About

Location + Printers + Printer List

&= Printer List

ADICIAREE Jobs Pending Release  Nofification Options  Charts  Refunds

Copy setfings from printer to
printer

Q, Filter off [edi =]

& Reset counts on all

3 Charts and statistics Printer Page Cost Attribs. Total Pages = Total Jobs
& Nofification options &= | [Template printer] $3.00 (stendard) | Mo filters 0 0
g Listalljobs & | Ricoh Aficio MP C3000 PCLE ) $3.00 (standard} | Nofilters 0 0
& | KONICA MINOLTA C224F a $3.00 (stenderd) | Nofilters 1 1
& | Kyocera Copystar 500ci [ $3.00 (stendard) | Mo filters 1 1
= | twTxE4\samsungca650 $3.00 (=stendsrd ) No filters a 0
= | WIXGATOSHIBA e-STUDIO2555C-11277256 $3.00 (stendard ) No filters 1] 1]
& | VirtualQueue-C224E (virtual) ﬂ $3.00 { stsndard } Mo filters 1] 0

ExportiPrint §5 [e] g

Printers that are configured for Direct Printing can be either:

@ printer with linked print queues—printers with linked print queues

are indicated by an icon containing a number greater than one after
Ricoh Aficio MP C3000 PCL6 ﬂ)

the printer name (

“ print queues that are not linked to a printer—print queues that are

not linked to a printer are indicated by an icon containing 1 after the
Kyocera Copystar 500ci n)

printer name (

2. Click the printer for which you want to view the linked print queues.

The Printer Details: Summary page is displayed.
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User: admin () Help €] Log out

P
PaperCutMF

Dashboard Users Groups Accounts Printers Devices Reports  Cards Options Logs About

Location » Printers » Printer List » Printer Details

5“ Printer Details: Ricoh Aficio MP C3000 PCL6

LT AL Queues  Charging  Filters & Restrictions  Scripting JobLog  Statistics

Hosted on

& Reset Counts Simple configurafion options. Advanced 10.100.64.32
configuration options are available below and

Copy settings to other printers on the other tabs. Serial number

& Rename this printer W482M310043

¥ Delete this printer Physical identifier

) . net/110.100.64.32
% View charging rules

@ View filter rules Toner status
No toner information received.
¥ View job log update’
- .
¥ View stafisfics Location/Department
Page cost

§500 standard

Enable/Disable
[Enabled v
Queue type
\Thls queue points to a physical device (default) W

3. Click the Queues tab.

User: admin () Help €3 Log out

P
PaperCutMF

Dashboard Users Groups Accounts Printers Reports Cards Options Logs About

Location + Printers + Printer List » Printer Details

é3 Printer Details: Ricoh Aficio MP C3000 PCL6

Summary [sIGICE Charging Filters & Restrictions  Scripting JoblLog  Statistics

+ Link ancther print queue Ricoh Aficio MP C3000 PCLE mac-matt a‘,.—
$ Reset Counts Ricoh Aficio MP C3000 PCLE pc-debbie o
[ Copy setlings to other printers Ricoh Aficio MP C3000 PCLS pc-travis o

# Rename this printer
& View charging rules
Bg View filter rules

E View job log

3 View statistics

This page displays the following information for each linked print queue:
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“ Name—the name of the printer

“ Hosted on—the name of the computer
You can do the following on this page:

® Link a print queue to a printer

® How are direct print queues linked to a printer?

Link a print queue to a printer
1. Inthe Application Server, click Printers.

The Printer List page is displayed. This list includes all printers and unlinked print

queues.

- p User: admin Help Log out
PaperCut MF ore

Dashboard Users Groups Accounts Printers Devices Reports Cards Options Logs About

Location + Printers + Printer List

&= Printer List

ADICIAREE Jobs Pending Release  Nofification Options  Charts  Refunds

Copy setfings from printer to
printer

Q, Filter off [edi =]
& Reset counts on all
{» Charts and statistics Printer Page Cost Attribs. Total Pages = Total Jobs
& Nofification options &= | [Template printer] $3.00 (stendard) | Mo filters 0 0
g Listalljobs & | Ricoh Aficio MP C3000 PCLE ) $3.00 (standard} | Nofilters 0 0
& | KONICA MINOLTA C224F a $3.00 (stenderd) | Nofilters 1 1
& | Kyocera Copystar 500ci [ $3.00 (stendard) | Mo filters 1 1
= | twTxE4\samsungca650 $3.00 (=stendsrd ) No filters a 0
= | WIXGATOSHIBA e-STUDIO2555C-11277256 $3.00 (stendard ) No filters 1] 1]
& | VirtualQueue-C224E (virtual) a $3.00 { stsndard } Mo filters 1] 0

ExportiPrint §5 [e] g

Printers that are configured for Direct Printing can be either:

@ printer with linked print queues—printers with linked print queues

are indicated by an icon containing a number greater than one after
Ricoh Aficio MP C3000 PCL6 ﬂ)

the printer name (

“ print queues that are not linked to a printer—print queues that are

not linked to a printer are indicated by an icon containing 1 after the
Kyocera Copystar 500ci n)

printer name (
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° Note:

To view the queues linked to a printer, see View linked print queues.

2. Checkthe Printer List for any unlinked print queues.

3. Ifthereis an unlinked print queue in this list, click the printer to which you want to link

the print queue.

The Printer Details: Summary page is displayed.

]
PaperCutMF

Dashboard Users Groups

Accounts

Printers Devices

Location + Printers » Printer List » Printer Details

Reports

User: admin () Help €} Log out

Cards Options Logs About

5“ Printer Details: Ricoh Aficio MP C3000 PCL6

Filters & Restrictions

Summary RTINS E L]

Scripting Joblog  Statistics

& Reset Counts

r@ Copy setfings to other printers
& Rename this printer

¥ Delete this printer

5 View charging rules

[ View filter rules

E View job log

} View statistics

4. Click the Queues tab.

Configuration

Simple configuration options. Advanced
configuration options are available below and
on the other fabs.

Hosted on
10.100.64.32

Serial number
W452M310043

Physical identifier
net:/f10.100.64.32

Toner status
Mo toner information received.
update

Location/Department

Page cost
§5.00 standard

Enable/Disable
[Enabled v
Queue type
‘ThIE queue points to a physical device (default) hd

This page displays a list of all print queues and the name of the computer on which

the print queue is hosted.
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p .
papercut M F User: admin ) Help €3 Log out

Dashboard Users Groups Accounts Printers Reports Cards Options Logs About

Location + Prinfers + Printer List » Printer Details

e= Printer Details: Ricoh Aficio MP C3000 PCL6

Summary [EsUTICEM Charging  Filters & Resfrictions  Scripting JoblLog  Statistics

o= Link another print queue Ricoh Aficio MP C3000 PCLG mac-matt P
& Reset Counts Ricoh Aficio MP €3000 PCL6 pe-debbie o
Copy settings to other printers Ricoh Aficio MP C3000 PCLG pe-travis o

4 Rename this printer

¢ Delete this printer Link another print queue

&g View charging rules
Wiew filter rules
g View job log

i3 View stalistics

5. Inthe Actions menu, click Link another print queue.

The Link another print queue popup is displayed.

Link another print queue

Select another print queue to link to the same physical printer as Ricoh Aficio MP C3000 PCLG :

KONICA MINOLTA C224e -

Mote: Settings of the selected print quewe will be overwritien by settings of Ricoh Aficio MP f
C3000 PCLE . Cancel Link

6. In the drop-down list, select one or more print queues that you want to link

to the printer.

7. Click Link.

0 Important:

Any configuration for the linked print queue is overridden by the printer con-

figuration.

The following message is displayed on the Application Log page:
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Linked print queue “tw7x64\Kyocery Copystar 500ci" with printer “Ricoh Aficio MP
C3000PCL6"

Unlink a print queue from a printer
1. Inthe Application Server, click Printers.

The Printer List page is displayed. This list includes all printers and unlinked print

queues.

p User: admin Help Log out
PaperCutMF O @

Dashboard Users Groups  Accounts Printers Devices Reports Cards Options Logs About

Location » Printers + Printer List

&= Printer List

(U@ Jobs Pending Release  Nofification Opfions Charis Refunds

& Copy settings from printer to
printer

Q, Filter off [edi] =}

Q Reset counts on all

I» Charts and statistics Printer Page Cost Attribs. Total Pages | Total Jobs
& Notification options &= | [Template printer] $3.00 (standard) | Mo filters 0 0
K Listal jobs & | Ricoh Aficio MP C3000 PCLE B} $3.00 (stsnderg) | Nofliers 0 0
& | KONICA MINOLTA C224E B $3.00 (standard ) No filters 1 1
& | Kyocera Copystar 500ci () $3.00 (stsndard) | No filiers 1 1
& | Ww7x64\samsunqgc3650 $3.00 (stenderd) | No filters 0 0
& | wWIXENTOSHIBA e-STUDIO2555C-11277256 $3.00 { standsrd ) No filters 0 o
& | VifualQueue-C224E (virtual) [ $3.00 (standerd) | No filters 1] 1]

Export/Print £ [« G

Printers that are configured for Direct Printing can be either a:

® printer with linked print queues—printers with linked print queues

are indicated by an icon containing a number greater than one after
( Ricoh Aficio MP C3000 PCL6 E)

the printer name

print queues that are not linked to a printer—print queues that are

not linked to a printer are indicated by an icon containing 1 after the
Kyocera Copystar 500ci n)

printer name (

0 Note:

Linked print queues are not displayed on this page. For more information
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o about viewing the print queues that are linked to a printer, see View linked

print queues.

2. Click the printer from which you want to unlink a print queue.

The Printer Details: Summary page is displayed.

p
PaperCutMF

Dashboard Users Groups

Location » Printers »

Accounts Printers Devices Reports Cards

Printer List + Printer Details

5" Printer Details: Ricoh Aficio MP C3000 PCL®6

& Reset Counts

E® Copy settings to other printers
_j Rename this printer

¢ Delete this printer

eEé View charging rules

@ View filter rules

| View job log

} View stafistics

3. Click the Queues tab.

B Queues  Charging  Filters & Resfrictions

Configuration
Hosted on

Simple configuration options. Advanced 10.100.64.32

configuration options are available below and

on the other tabs. -
Serial number

Options

Scripting

'W492M310043

Physical identifier
net://10.100.64.32

Toner status

User: admin () Help €} Log out

Logs About

Statistics

Job Log

No toner information received.

[update

Location/Department

Page cost

$5.00 standard

Enable/Disabl

e

[Enabled

V]

Queue type

[This queue points to a physical device (default)

This page displays a list of all print queues and the name of the computer on which

the print queue is hosted.
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User: admin () Help €3 Log out

[~
PaperCutMF

Dashboard Users Groups Accounts Printers Reports Cards Options Logs About

Location + Printers + Printer List » Printer Details

&= Printer Details: Ricoh Aficio MP C3000 PCL6

Summary QTGO Charging  Filters & Restrictions  Scripting JoblLog  Statistics

m H05|ed o

== Link another print queue Ricoh Aficio MP C3000 PCLS mac-matt ot
& Reset Counts Ricoh Aficio MP C3000 PCLE pc-debbie o
@ Copy setfings to other printers Ricoh Aficio MP C3000 PCLG pe-travis o

& Rename this printer

3 Delete this printer Link another print queue

& View charging rules
B View filter rules
g View job log

(B View stalistics

4 Find the print queue you want to unlink; then click % inthatrow.

The print queue is unlinked from the printer and is displayed as a unique printer on
the Printer List page. The print queue retains the configuration of the printer from

which you just unlinked.
The following message is displayed on the Application Log page:

Unlinked print queue “tw7x64\Kyocery Copystar 500ci" from printer “Ricoh
Aficio MP C3000 PCL6"

o Note:

Each printer using Direct Printing must have a minimum of one print queue.

You cannot unlink a print queue if there is only one.

2.8.4.3. Configure a directly connected printer

With Direct Printing, you need to configure only the physical printer (in the Printer List) and

then all linked printer queues automatically use the physical printer configuration.
1. Onthe Application Server, click Printers.

The Printer List page is displayed. Printers that are configured for Direct Printing

indicated by an icon containing a number after the printer name (
Ricoh Aficio MP C3000 PCL6 ﬂ)
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User: admin () Help €3 Log out

P
PaperCutMF

Dashboard Users Groups Accounts Printers Devices Reports Cards Options Logs About

Location + Printers + Printer List

&= Printer List

ADICIAREE Jobs Pending Release  Nofification Options  Charts  Refunds

Copy settings from printer to
printer )
Q, Filter off [edi =]

& Reset counts on all

{» Charts and statistics Page t A Total Pages

& Nofification options &= | [Template printer] $3.00 {stendard} | Nofilters 0 0

g Listalljobs & | Ricoh Aficio MP C3000 PCLE ) $3.00 (standard} | Nofilters 0 0
& | KONICA MINOLTA C224F a $3.00 (stenderd) | Nofilters 1 1
& | Kyocera Copystar 500ci [ $3.00 (stendard) | Mo filters 1 1
= | twTxE4\samsungca650 $3.00 (=stendsrd ) No filters a 0
= | WIXGATOSHIBA e-STUDIO2555C-11277256 $3.00 { stendard } No filters 1] 1]
& | VirtualQueue-C224E (virtual) a $3.00 { stsndard } Mo filters 1] 0

ExportiPrint §5 [e] g

2. Select the printer you want to configure.

The Printer Details: Summary page is displayed.

User: admin () Help €3 Log out

p
PaperCutMF

Dashboard Users Groups Accounts Printers Devices Reports Cards Options Logs About

Location + Printers + Printer List » Printer Details

5" Printer Details: Ricoh Aficio MP C3000 PCL6

U ED' Quewes  Charging  Filters & Resfrictions  Scripting  .Job Log Statistics

Hosted on

@ Reset Counts Simple configuration options. Advanced 10.100.64.32
configuration opfions are available below and

[ Copy settings to other printers on the other tabs. Serial number

/' Rename this printer W492M310043

¥ Delete this printer Physical identifier

[ . net//10.100.64.32
& View charging rules

View fiter rules Toner status
No toner information received.
M View joblog [update
- )
.' View stalistics Location/Department
Page cost

$5.00 standard

Enable/Disable

[Enabled V]
Queue type
|This queue points to a physical device (default) v
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3. Configure the printer. For more information, see Advanced Printer Management.
o Note:
The following options are not available on a direct print queue:

® Google Cloud Print

® Email to Print
® Web Print (users may upload documents to print)
“ Print Archiving

To offer these services to your users, set up a server queue for this device/-

printer.

2.8.4.4. Configure Find-Me Printing for directly connected

printers

Find-Me Printing is available for direct print queues. To implement Find-Me Printing for dir-

ect print queues, you need to do the following for each printer to be serviced:

® On each computer, create a virtual print queue. The virtual print queue must have the

same name on each computer.

o Note:

If you use the word virtual in the virtual print queue name, PaperCut MF will

treat the queue as a virtual queue.

® Onthe Application Server, create a virtual printer queue with the same name as the
computer virtual print queues. PaperCut MF automatically links all virtual print queues

with the same name as the virtual printer on the Application Server.

® Configure Find-Me Printing and Release Station on the virtual printer. For more inform-

ation, see Find-Me Printing.

Important:
You cannot set up Find-Me printing between a direct printing queue and a print

server queue.
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2.8.5. Clustering and High Availability

PaperCut MF is designed to scale to networks over 50,000 users (largest deployments are
running over 300,000 users). To ensure reliability on networks of this size, network archi-

tects can adopt strategies including:
® Load balancing - spreading tasks across multiple servers.
@ Clustering - building in redundancy by implementing a failover strategy.

PaperCut MF is a cluster compatible application. It supports clustering at all levels of the

application, including
“ Clustering at the print spooler service layer by integrating with clustering services.

® Failover based clustering at the Application Server layer using clustering services.
(PaperCut's Application Server is web and web services based, which means it can

support other failover methods such as heartbeat driven DNS).

* Atthe database layer by utilizing cluster aware databases such as Microsoft SQL

Server or Oracle.

Setting up PaperCut in a cluster environment is an advanced operation. This section
assumes the reader has a high level of expertise in system and cluster configuration. Make
sure the cluster environment is operational before undertaking the PaperCut installation.
Readers should also have a good understanding of PaperCut's Service Oriented Archi-
tecture - specifically its two main components, the Application Server and the Print Provider

and how they work together (see Print Monitoring Architecture).
In a cluster environment, you can set up PaperCut in one of two possible configurations.

Mode 1 is the simplest configuration and is suitable for most organizations. It implements
clustering in the front line, that is, the printers and print monitoring layer. The cluster print
server is configured as a secondary print server reporting back to a primary PaperCut

server hosted on another system outside the cluster.

Mode 2 implements clustering on all levels of the application for maximum fault tolerance -
In addition to the print queues, the PaperCut Application Server is also hosted in the
cluster. Mode 2 is somewhat more demanding to configure and should only be attempted

by organizations with staff experienced with advanced cluster and database management.
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Refer to the subsequent sections for an explanation on how to set up Mode 1 or Mode 2in

your environment.

This section assumes that you have an already installed and working clustered printing

environment.

2.8.5.1. Microsoft Failover Cluster Manager (MSFCM) on
Windows 2008 R2 or later

Microsoft Windows 2008 R2 and later offers clustering capabilities through its Microsoft Fail-
over Cluster Manager (MSFCM).

This section documents the setup for Microsoft Failover Cluster Manager. Sites using \Ver-
itas Cluster Server (VCS) on Windows or Novell Cluster Services (NCS) on Novell OES

Linux should jump to their respective sections.

This section assumes that you have an already installed and working clustered server envir-

onment.

Mode 1 is the simplest configuration and is suitable for most organizations. It implements
clustering in the front line, that is, the printer and print monitoring layer. The cluster print
server is configured as a secondary print server reporting back to a primary PaperCut

server hosted on another system outside the cluster.

Mode 2 implements clustering on all levels of the application for maximum fault tolerance -
In addition to the print queues, the PaperCut Application Server is also hosted in the cluster.
Mode 2 is somewhat more demanding to configure and should only be attempted by organ-

izations with staff experienced with advanced cluster and database management.

Refer to the subsequent sections for an explanation on how to set up Mode 1 or Mode 2in

your environment.

Important: Windows Server 2008 R2 installations might experience a Windows
bug where print jobs are not removed from the print queue when completed. For
more information, see \Windows Server 2008 R2 only. Perform this work around

on the clustered print server, not the nodes.
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Mode 1 - Clustering at the print layer

o Note: Windows 2012 no longer support high-availability of printing servers using
Failover Cluster Manager. Microsoft now only supports printing high availability
through the use of highly available VM clusters. This is described in detail in the
Microsoft document High Availablity Printing Overview. You should also review
Virtual Machine Clustering for more information on VM clustering. To set up
Mode 1 clustering on Windows 2012 the printer server must be installed on a
highly available VM cluster. The remainder of this section described setting up
Mode 1 on Windows 2008.

Step 1 - Application Server (primary server) Setup

Install the Application Server component (Standard Install option) on your nominated sys-
tem. This system is responsible for providing PaperCut MF's web based interface and stor-
ing data. In most cases this system will not host any printers and is dedicated to the roll of
hosting the PaperCut Application Server. It might be one of the nodes in the cluster; how-
ever, a separate system outside the cluster is generally recommended. An existing domain

controller, member server or file server will suffice.

Step 2 - Installing the Print Provider components
on each node

The Print Provider component needs to be separately installed on each node involved in
the print spooler cluster. This is done by selecting the Secondary Print Server option in
the installer. Follow the secondary server set up notes as detailed in Configuring Sec-
ondary Print Servers and Locally Attached Printers . Take care to define the correct name

or IP address of the nominatedApplication Server set up in step 1.

Step 3 - Decouple service management from nodes

By default the Print Provider component is installed under the management of the node. To
hand over management to the cluster, the service start-up type needs to be set to manual.

On each node navigate to > Administrative Tools > Services, locate the PaperCut

Copyright © 1999-2016 PaperCut Software International Pty. Ltd. All Rights Reserved. 235 0f 1084


http://technet.microsoft.com/en-us/library/jj556311.aspx

PaperCut MF Implementation Guide Chapter 2: Installation

Print Provider service. Stop the service and set the start-up type to Manual. Repeat

for each node in the cluster.

Prnt Provider Properties (MODEL) i 3 ,3—]

Service name:  PCPrintProvider
[Display name: Prirt Prowider

Diescrption’ that monitors prnt jobs and sends the pint -
' information to the server. j

Path to execitable:
"CProgram Ales &BE. providers \printswin \popont exe” PCPint Provide:

—-- &

Service status:  Stopped

Sxart I Cher Faues Fiesiime I

:::nmmﬂrlum parameters that apply when you start the service
hare.

Start parameters |

Ok | Cancel rooty |

Step 4 - Adding the Print Provider service as a
resource under the print spooler's cluster group

1. Open the Failover Cluster Manager.

2. Right-click the cluster group hosting the spooler service and select Add a resource

> 4 - Generic Service.

Bring thes seriice ar epplcation online
Take this service or application offine
Move this service or applicabon to another nade  *

Manage Prnters
Manage shares and storage

Add & shared folder

Show the critical evenis for this application

(TN WIN-PRICASTUQO0
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3. Inthe new resource wizard, select the name PaperCut Print Provider and

click Next.
4. Click Next at Confirmation.
5. Click Finish at Summary.

6. Right-clickthe PaperCut Print Provider;then click Properties. Onthe
PaperCut Print Provider Properties page ensure the Use Network Name for

computer name option is checked.

Print Prowvider Properties EI
Advancad Policsas | Reqistry Feplcation
General | Dependencies | Poices
‘Resource fype: Genenc Service
Stabues: Cfline
Service name: |PCPritProvider
Stantup paramelers; |Fies feB6]'. . \providers pint win'pe-print sxe

(F Use Network umfwmum]

[ ok | _cmee | ot |

7. Next, click the Dependencies tab and ensure the Print Spooler is added as a

resource. Click Ok.

8. Right-clickthe PaperCut Print Provider;then click Bring this resource

online.

Step 5 - Shared active job spool

To ensure the state of jobs currently active (e.g. held in a hold/release queue) are not lost

during a failover event, PaperCut MF is able to save job state in a shared drive/directory. If
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a shared disk resource is available and can be added to the cluster resource, PaperCut can

use this to host a shared spool directory to ensure no active job state is lost.

1. Add a shared drive to the cluster resource. e.g. (Q: drive). It is advisable to use the

same drive as used for the shared print spool directory.

2. Create adirectory in this drive called PaperCut\Spool

3. Oneachnode, editthefile: [app-path] /providers/print/win/print-pro-

vider.conf and add a line pointing to the shared active job spool directory:
SpoolDir=Q:\\PaperCut\\Spool

Change the drive letter as appropriate.

o Important: If running an "Active-Active" print cluster you must use a sep-
arate active job spool directory for each node. To configure this use the
$service-name$ valueinthe SpoolDir setting. The $service-
name$% value is replaced by the service name of the running PaperCut

Print Provider instance. e.g.

SpoolDir=0:\\PaperCut\\Spool\\%$service-name$%

See below for details on "Active-Active".

4. Restart the cluster resource to ensure the change is picked up.

Step 6 - Test

Perform operations to verify that:
1. Printjobs are logged as expected.

2. Thereis no error message in the Print Providers text log located at: C: \Program
Files\PaperCut MF\providers\print\win\print-provider.logon

each node.
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Active/Active Clustering - Special notes regarding
multiple virtual servers

On large networks it is common to distribute load by hosting print spooler services under
two or more virtual servers. For example, two virtual servers might each host half of the
organization's printers and share the load. This is sometimes referred to as Active/Active
clustering - albeit not an entirely correct term, as the print spooler is still running in Act-

ive/Passive.

Virtual servers cannot share the same service on any given node. For this reason if the vir-
tual servers share nodes, you need to manually install the PaperCut Print Provider
service a second time under a different name. You can do this with the following command
line:
cd \Program Files\PaperCut MF\providers\print\win pc-
print.exe PCPrintProvider2 /install
The argument preceding /install is the uniqgue name to assign to the service. The
recommended procedure is to suffix the standard service name with a sequential number.
Repeat this on each physical node. Use a unique service name for each "active" virtual

server hosted in the cluster group.

Make sure that you have unique Spoo1Di r settings for each node of your cluster. Ensure
thatthe SpoolDir settinginthe print-provider.conffilehasa$service-name%
expansion variable as explained above. This ensures that each service has it's own spool

directory.

Mode 2 - Clustering at all application layers

Mode 2 implements failover clustering at all of PaperCut MF's Service Oriented Archi-

tecture software layers, including:
@ Clustering at the Print monitoring layer
@ Clustering at the Application Server layer
® Optional clustering at the database layer

Mode 2 builds upon Mode 1 by introducing failover (Active/Passive) clustering in the Applic-
ation Server layer. This involves having an instance of the Application Server on each of the

cluster nodes. When one node fails, the other automatically takes over the operation. Both
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instances use a share data source in the form of an external database (see Deployment on
an External Database (RDBMS)). Large sites should consider using a clustered database

such as Microsoft SQL Server.

This section assumes that you have an already installed and working Service and Applic-

ation group hosting a clustered printing environment.

Step 1 - Application Server Installation

On one of the cluster's nodes, install the PaperCut Application Server component by select-
ing the Standard Install option in the installer. Follow the setup wizard and complete the

process of importing all users into the system.

Step 2 - Convert the system over to an external
database

The system needs to be configured to use an external database as this database is shared
between both instances of the Application Server. Convert the system over to the required
external database by following the procedure detailed in Deployment on an External Data-
base (RDBMS). The database can be hosted on another system, or inside a cluster. As per
the external database set up notes, reference the database server by IP address by enter-

ing the appropriate connection string in the server.properties file.

Step 3 - Setup of 2nd Node

Repeat steps 1 and 2 on the second and any subsequent cluster nodes.

Step 4 - Distributing Application Licence
Install your licence on your 2nd node and any subsequent cluster nodes. To do this:

1. Log in to the administration console by browsingto http://[IP-
Address-0f-Your-Node] :9191/admin.

2. Navigate to the About section.

3. Scroll down to the Register section; then click Browse.

4. Locate the license file.
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5. Click Install license.

6. Verify license information is correctly listed on the About page.

Step 5 - Decouple service management from the
nodes

By defaultthe PaperCut Application Server componentisinstalled under the
management of the node. It needs to be managed inside the cluster, so set the service's
start-up type to manual. On each node navigate to > Administrative Tools > Services
locate the PaperCut Application Server. Stop the service and set its start-up type to

Manual. Repeat this on all nodes.

Step 6 - Create a new Services and Applications
group

Create a new Services and Applications group containing the two nodes. Make note of the
IP Address that you assign as you will use it later. Add the Generic Service PaperCut
Application Server. Give the Client Access Point an appropriate title such as Paper-

CutAppCluster.

Brimg Ehes seriice ar epplcation online
Take this service or application offiine
Move this sarvice or application to another nade  #

Manage Prriters
Manage shares and storage

Add a shared folder

Show the itical events for this applcation
Add storage

[T, WIN-PSICASTUCOM

Disable suto start
Show Dependency Repart
e

This Services and Applications group is separate to the existing clustered printing envir-
onment. Itis recommended to set up two Services and Application groups where you can

later set the node affinity to better distribute the application load across nodes.
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Step 7 - Configure PaperCut Application Server

1. Right-click the PaperCut Application Server;then click Prop-
erties.

2. Onthe PaperCut Application Server Properties page, select the Use Network

Name for computer name.

=

Application Server Properties

3. Onthe Dependencies tab make sure the Service and Application group is added as
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a Resource. Click Ok.

X
Advanced Policies | Regigry Replcation
Genesal Dependencies | Polcies

Specify the resources that must be brought orline before this resource can
be brought onine:
| AMD/OR  Resource
» Name: cluster1P5 |
& |Chick here i | Quster Disk 1
[— = . 0
Prrt
Mame: duster]1PS
How resource dependencies work
0K | Cace | e |

Step 8 - Confirm PaperCut Application Server act-

ive

Right-click the Service and Applications group and select Bring online. Wait until the Applic-
ation Server has started, then verify that you can access the system by pointing a web

browser to:
http://[Virtual Server Name] :9191/admin

Log in, and perform some tasks such as basic user management and User/Group Syn-

chronization to verify the system works as expected.

Step 9 - Set up the Print Provider layer

Set up the Print Provider as described in Mode 1 - Clustering at the print layer. The excep-
tion being that the IP address of the Application Server is the IP address assigned to the Vir-

tual Server.
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Step 10 - Client Configuration
The client and Release Station programs are located in the directories:
[app-path]/client/

[app-path]/release/
These directories contain configuration files that instruct the client to the whereabouts of
the server. Update the IP address and the server name in the following set of files to the Vir-

tual Server's details (Name and IP address):
[app-path]/client/win/config.properties
[app-path]/client/linux/config.properties

[app-path] /cli-

ent/mac/PCClient.app/Contents/Resources/config.properties

[app-path] /release/connection.properties
Edit the files using Notepad or equivalent and repeat this for each node. Also see Cli-

ent/Workstation Configuration.

Step 11 - Test

Mode 2 setup is about as complex as it gets! Take some time to verify all is working and that

PaperCut MF is tracking printing on all printers and all virtual servers.

Advanced: Load distribution and independent
groups

Separating these resources into to groups, running on different IP addresses allows you to
set up different node affinities so the two groups usually run on separate physical nodes dur-

ing normal operation. This ensures the load is spread across multiple nodes.
To make this change after setting up the single group Mode 2 configuration:

1. Setthe Preferred owners of each Services and Applications group to different phys-

ical nodes.
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2. Restart or bring on line each group, and independently test operation and operation

after fail-over.

Clustering Tips

1. Take some time to simulate node failure. Monitoring can stop for a few seconds while
the passive server takes over the role. Simulating node failure is the best way to

ensure both sides of the Active/Passive setup is configured correctly.

2. ltisimportant that the version of PaperCut running on each node is identical. Ensure

that any version updates are applied to all nodes so versions are kept in sync.

3. The PaperCutinstallation sets up a read-only share exposing client software to net-
work users. If your organization is using the zero-install deployment method, the files
in this share are accessed each time a user logs onto the network. Your network
might benefit from exposing the contents of this share via a clustered file share

resource.

4. PaperCut regularly saves transient state information (such as print job account selec-
tions) to disk so that this state can be recovered on server restart. If failing overto a
new cluster server, you should ensure this state information is saved to a location

available to the new server.

By default the state informationis located in [app-path]/server-
/data/internal/state/systemstate. Youcan change this location if
required by setting the property server.internal-state-path inyourserv-

er.properties file.

Additional configuration to support Web Print

By default the Application Server looks in [app-path] \server\data\web-print-
hot-folder for Web Printfiles. This location is generally available only on one node in
the cluster. To support Web Print in a cluster, add a Shared Folder on the Shared Stor-
age in your cluster. This can be done on the same disk that the spool files reside and the

Print Provider point to.

To change this location, use the Config Editor and modify the web-print.hot-

folder key.
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1. Add a Shared Folder on the Shared Storage, an example would be E : \web-
print-hot-folder andshareitas \\clustername\web-print-hot-
folder\.

2. Login to the PaperCut MF administration console, naviate to Options > Config
Editor

3. Modifyweb-print.hot-foldertoE:\web-print-hot-folder

4. Map your selected network drive on the Web Print Sandbox machineto \ \cluster-

name\web-print-hot-folder\

5. Add all relevant printer queues from \\clustername\web-print-hot-
folder\ tothe Web Print Sandbox server.

Additional configuration to support Print Archiving

If you have enabled Print Archiving (viewing and content capture), the Applications Server
stores archived printjobsin [app-path] \server\data\archive. Thislocation is gen-
erally only available on one node in the cluster. To support Print Archiving in a cluster, add a
Shared Folder on the Shared Storage in your cluster. This location must be accessible to

all cluster nodes and also any print servers that are collecting print archives.

For instructions for moving the archive location see Phase 1: Moving the central archive:.
This describes how to configure both the Application Server and your print servers to use

the same shared storage location.

2.8.5.2. Microsoft Cluster Server (MSCS) on Windows

Microsoft Windows 2003/2008 offers clustering capabilities through its Microsoft Cluster
Server (MSCS)

This section discusses both Mode 1 and Mode 2 configuration in Microsoft Cluster Server.
Sites using Microsoft Failover Cluster Manager (MSFCM) on Windows 2008 R2 or later,
Veritas Cluster Server (VCS) on Windows or Novell Cluster Services (NCS) on Novell

OES Linux should jump to the following sections.

This section assumes that you have an already installed and working clustered printing

environment.
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Mode 1 - Clustering at the Print Provider layer

The PaperCut Print Provider is the component that integrates with the print spooler service
and provides information about the print events to the PaperCut Application Server. At a
minimum, in a cluster environment, the Print Provider component needs to be included and
managed within the cluster group. The Application Server component (The Standard
Install option in the installer) is set up on an external server outside the cluster. Each node
in the cluster is configured to report back to the single Application Server using XML web

services over TCP/IP.

Step 1 - Application Server (primary server) Setup

Install the Application Server component (Standard Install option) on your nominated sys-
tem. This system is responsible for providing PaperCut MF's web based interface and stor-
ing data. In most cases, this system will not host any printers and is dedicated to the roll of
hosting the PaperCut Application Server. It can be one of the nodes in the cluster; how-
ever, a separate system outside the cluster is generally recommended. An existing domain

controller, member server or file server will suffice.

Step 2 - Installing the Print Provider components
on each node

The Print Provider component needs to be separately installed on each node involved in
the print spooler cluster. This is done by selecting the Secondary Print Server option in
the installer. Follow the secondary server set up notes as detailed in Configuring Sec-
ondary Print Servers and Locally Attached Printers . Take care to define the correct name

or IP address of the nominatedApplication Server set up in step 1.

Step 3 - Decouple service management from nodes

By default the Print Provider component is installed under the management of the node. To
hand over management to the cluster, the service start-up type needs to be set to manual.
On each node navigate to Control Panel > Administrative Tools > Services, locate the
PaperCut Print Provider service. Stop the service and set the start-up type to

Manual. Repeat for each node in the cluster.

Copyright © 1999-2016 PaperCut Software International Pty. Ltd. All Rights Reserved. 247 of 1084



PaperCut MF Implementation Guide Chapter 2: Installation

PFrnt Provider Properties (MODEL) " ZI

Service name:  PCPrintProvider
Display name:  Print Provider

- that monitors prnt jobs and sends the pint =
Déacipton: information to the server. j

5)

Sait I e i P I Fiesiifre I

Em”hﬂmﬂm&ﬂmwmhm
are.

OK | Canced | ooty |

Step 4 - Adding the Print Provider service as a
resource under the print spooler's cluster group
1. Open the Cluster Administrator.

2. Right-click the cluster group hosting the spooler service; then select New >

Resource.
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5 Cluster Administrator - [PC-CLUSTER {(PC-CLUSTER)] ,d_nl!'
=121 x|
&%) PC-CLUSTER | [ame [State | Owner | Resource Type
=120 Groups J prinit spocler Onlne  NODEL  Print Spooler
- £ Cluster Group spodler disk Onine  NODEL  Physical Disk
eC :ﬂnﬁbm [ spocler ip address Onlne  NODEL TP Address
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3. Inthe new resource wizard, enter aname of PaperCut Print Provider and

select aresource type of Generic Service. Click Next.
4. Click Next at Possible Owners.

5. Ensurethatthe Print Spooler Service resourceis setas arequired depend-

ency, then click Next.

6. Onthe Generic Service Parameters page, enter a service name of PCPrintPro-
vider and ensure the Use Network Name for computer name option is
checked. Click Next.
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Generic Service Parameters

Piint Provider 2

Service name:

Start parameters:

PCPrntPronider

o>

< Back Hent Cancel

7. Click Finish at the Registry Replication page.

Step 5 - Shared active job spool

To ensure the state of jobs currently active (e.g. held in a hold/release queue) are not lost

during a failover event, PaperCut MF is able to save job state in a shared drive/directory. If a

shared disk resource is available and can be added to the cluster resource, PaperCut can

use this to host a shared spool directory to ensure no active job state is lost.

1. Add a shared drive to the cluster resource. e.g. (Q: drive). It is advisable to use the

same drive as used for the shared print spool directory.

2. Create a directory in this drive called PaperCut\\Spool.

3. Oneachnode, editthefile: [app-path] /providers/print/win/print-pro-

vider.conf and add a line pointing to the shared active job spool directory:

SpoolDir=Q:\\PaperCut\\Spool

Change the drive letter as appropriate.

Copyright © 1999-2016 PaperCut Software International Pty. Ltd. All Rights Reserved.

250 of 1084



PaperCut MF Implementation Guide Chapter 2: Installation

° Important: If running an "Active-Active" print cluster you must use a sep-
arate active job spool directory for each node. To configure this use the
$service-name$% valueinthe SpoolDir setting. The $service-
name% value is replaced by the service name of the running PaperCut

Print Provider instance. e.g.

SpoolDir=Q:\\PaperCut\\Spool\\%service-name%

See below for details on "Active-Active" l

Step 6 - Bring up all cluster resources and test

Perform operations to verify that:
1. Print jobs log as expected.

2. Thereis no error message in the Print Providers text log located at: C: \Program
Files\PaperCut MF\providers\print\win\print-provider.logon

each node.

Active/Active Clustering - Special notes regarding
multiple virtual servers

On large networks it is common to distribute load by hosting print spooler services under
two or more virtual servers. For example, two virtual servers can each host half of the organ-
ization's printers and share the load. This is sometimes referred to as Active/Active clus-
tering - albeit not an entirely correct term, as the print spooler is still running in

Active/Passive.

Virtual servers cannot share the same service on any given node. For this reason if the vir-

tual servers share nodes, manually installthe PaperCut Print Provider servicea

second time under a different name. This can be done with the following command line:
cd \Program Files\PaperCut MF\providers\print\win
pc-print.exe PCPrintProvider2 /install

The argument preceding /install is the unigue name to assign to the service. The

recommended procedure is to suffix the standard service name with a sequential number.

Repeat this on each physical node. Use a unique service name for each "active" virtual
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server hosted in the cluster group.

Make sure that you have unique Spoo1Di r settings for each node of your cluster. Ensure
thatthe SpoolDir settinginthe print-provider.conffilehasa $service-name%
expansion variable as explained above. This ensures that each service has it's own spool

directory.

Mode 2 - Clustering at all application layers

Mode 2 implements failover clustering at all of PaperCut MF's Service Oriented Archi-

tecture software layers, including:
@ Clustering at the Print monitoring layer
© Clustering at the Application Server layer
“ Optional clustering at the database layer

Mode 2 builds upon Mode 1 by introducing failover (Active/Passive) clustering in the Applic-
ation Server layer. This involves having an instance of the Application Server on each of the
cluster nodes. When one node fails, the other automatically takes over the operation. Both
instances use a shared data source in the form of an external database (see Deployment on
an External Database (RDBMS)). Large sites should consider using a clustered database

such as Microsoft SQL Server.

This section assumes that you have an already installed and working clustered printing

environment.

Step 1 - Application Server Installation

On one of the cluster's nodes, install the PaperCut Application Server component by select-
ing the Standard Install option in the installer. Follow the set up wizard and complete the

process of importing all users into the system.

Step 2 - Convert the system over to an external
database

The system needs to be configured to use an external database as this database is shared

between both instances of the Application Server. Convert the system over to the required
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external database by following the procedure detailed in Deployment on an External Data-
base (RDBMS). The database can be hosted on another system, or inside a cluster. As per
the external database setup notes, reference the database server by IP address by enter-

ing the appropriate connection string inthe server.properties file.

Step 3 - Setup of 2nd Node

Repeat steps 1 and 2 on the second cluster node.

Step 4 - Distributing Application Licence
Install your licence on each node in your cluster.

1. Log in to the administration console by browsingto http://[IP-
Address-0f-Your-Node] :9191/admin.

Navigate to the About section.

Scroll down to the Register section; then click Browse.

Locate the license file.

Click Install License.

o 0 k0w N

Verify license information is correctly listed in the About page.

Step 5 - Decouple service management from the
nodes

By defaultthe PaperCut Application Server componentis installed underthe
management of the node. It needs to be managed inside the cluster, so set the service's
start-up type to manual. On each node navigate to Control Panel > Administrative
Tools > Services locate the PaperCut Application Server. Stop the service and set its

start-up type to Manual. Repeat this on each node.

Step 6 - Create a new cluster group

Designate the PaperCut Application Server toruninside its own cluster group.
Create a new cluster group containing the each of the nodes. Add an IP Resource and a
Network Name resource. Give the network name resource an appropriate title such as

PCAppSrv.
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The need for a new cluster group is not required. It is, however, recommended as it gives

the most flexibility in terms of load balancing and minimizes the potential for conflicts.

Step 7 - Adding the PaperCut Application Service as
a resource managed under the new cluster group.
1. Open the Cluster Administrator.

2. Right-click the cluster group hosting the spooler service and select New >

Resource .

3. Inthe new resource wizard, enter aname of PaperCut Application Server

and select a resource type of Generic Service. Click Next.
4. Click Next at Possible Owners page.
5. Click Next at Dependency page.

6. Onthe Generic Service Parameters page, enter a service name of PCAppServer
and ensure the Use Network Name for computer name option is checked. Click
Next.

7. Click Finish at the Registry Replication page.

Step 8 - Bring the cluster group online

Right-click the cluster group; then select Bring online. Wait until the Application Server

has started, then verify that you can access the system by pointing a web browser to :
http://[Virtual Server Name] :9191/admin

Login, and perform some tasks such as basic user management and User/Group Syn-

chronization to verify the system works as expected.

Step 9 - Set up the Print Provider layer

Interface the PaperCut Print Provider layer with the clustered spooler service by following
the same setup notes as described for Mode 1. The exception being that the IP address of

the Application Server is the IP address assigned to the Virtual Server assigned in step 6.
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Step 10 - Client Configuration
The client and Release Station programs are located in the directories:
[app-path]/client/

[app-path] /release/
These directories contain configuration files that instruct the client to the whereabouts of
the server. Update the IP address and the server name in the following set of files to the Vir-

tual Server's details (Name and IP address):
[app-path]/client/win/config.properties
[app-path]/client/linux/config.properties

[app-path]/cli-

ent/mac/PCClient.app/Contents/Resources/config.properties

[app-path]/release/connection.properties
Edit the files using Notepad or equivalent and repeat this for each node. Also see Cli-

ent/Workstation Configuration.

Step 11 - Test

Mode 2 setup is about as complex as it gets! Take some time to verify all is working and that

PaperCut MF is tracking printing on all printers and all virtual servers.

Advanced: Load distribution and independent

groups

You can split the two application layers (Resources) into two separate Cluster Groups:
“ Group 1: Containing only the PaperCut Application Server service.

® Group 2: Containing the PaperCut Print ProviderandPrint Spooler ser-
vices. These services are dependent and must be hosted in the same group.
Separating these resources into to groups allows you to set up different node affinities so
the two groups usually run on separate physical nodes during normal operation. The
advantage is that the load is spread further across the systems and a failure in one group

will not necessarily fail-over the other.
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To make this change after setting up the single group Mode 2 configuration:

1. ChangetheApplicationServer=optionin [app-path]/pro-
viders/print/win/print-provider.conf oneach physical node to the IP

or DNS name of the virtual server.
2. Createanew group called PaperCut Application Server Group.
3. Setthe Preferred owners of each group to different physical nodes.

4. Restart or bring on line each group, and independently test operation and operation

after fail-over.

Clustering Tips

1. Take some time to simulate node failure. Monitoring can stop for a few seconds while
the passive server takes over the role. Simulating node failure is the best way to

ensure both sides of the Active/Passive setup is configured correctly.

2. ltisimportant that the version of PaperCut running on each node is identical. Ensure

that any version updates are applied to all nodes so versions are kept in sync.

3. The PaperCutinstallation sets up a read-only share exposing client software to net-
work users. If your organization is using the zero-install deployment method, the files
in this share are accessed each time a user logs onto the network. Your network
might benefit from exposing the contents of this share via a clustered file share

resource.

4. PaperCutregularly saves transient state information (such as, print job account selec-
tions) to disk so that this state can be recovered on server restart. If failing over to a
new cluster server, you should ensure this state information is saved to a location

available to the new server.

By default the state informationis located in [app-path]/server-
/data/internal/state/systemstate. You can change this location if
required by setting the property server.internal-state-path inyourserv-

er.properties file.
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Additional configuration to support Web Print

By default the Application Server looks in [app-path] \server\data\web-print-
hot-folder for Web Print files. This location is generally only available on one node in
the cluster. To support Web Print in a cluster, add a Shared Folder on the Shared Stor-
age in your cluster. This can be done on the same disk that the spool files reside and the

Print Provider points to.

To change this location, use the Config Editor and modify the web-print.hot-

folder key.

1. Add a Shared Folder on the Shared Storage, an example would be E : \web-
print-hot-folder andshareitas \\clustername\web-print-hot-

folder\.

2. Login to the PaperCut MF administration console, naviate to Options > Config
Editor

3. Modifyweb-print.hot-foldertoE:\web-print-hot-folder

4. Map your selected network drive on the Web Print Sandbox machine to \\cluster-

name\web-print-hot-folder\

5. Add all relevant printer queues from \ \c1lustername to the Web Print Sandbox

server.

Additional configuration to support Print Archiving

If you have enabled Print Archiving (viewing and content capture), the Applications Server
stores archived print jobs in [app-path] \server\data\archive. Thislocationis
generally available only on one node in the cluster. To support Print Archiving in a cluster,
add a Shared Folder on the Shared Storage in your cluster. This location must be access-

ible to all cluster nodes and also any print servers that are collecting print archives.

For instructions for moving the archive location see Phase 1: Moving the central archive:.
This describes how to configure both the Application Server and your print servers to use

the same shared storage location.
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2.8.5.3. Virtual Machine Clustering

Virtual Machine (VM) technologies, such as VMWare, Microsoft Hyper-V are becoming
increasingly popular. They provide great flexibility in deploying servers within an organ-
ization. VM implementaions can also provide high-availability through the use of VM
clusters. When a VM is running in a highly available VM cluster, any failure of the physical
hardware does not affect the running VM as it is seemlessly transferred to another node in

the cluster.

Implementing high-availability using VM infrastructure is much simpler to install and man-
age than using the built-in operating system and application clustering support. You set up

your VM instances and the VM infrastructure ensures they continue to run uninterrupted.

This allows you to set up PaperCut in the same way as on a physical server, but allow the

VM infrastructure to provide the high availability.
This section discusses a generic clustered Virtual Machine setup.

PaperCut offers great flexibility and allows you to easily structure your installation into phys-

ical multi-tiered clustered components.

Clustering at Virtual Machine level offers these advantages over other traditional clustering

setups:
“ Your software, drivers, settings, etc. are installed and configured once, in a single VM

® Depending on your VM infrastructure, when a physical node fails the VM can be shif-

ted to another node with marginal or no downtime
“ Dramatically simplified backup processes
“ Disaster recovery capabilities are inherently available

Virtual Machine hosts can automatically detect when a VM crashes or becomes unre-
sponsive. You should consider whether you will augment this with application level mon-
itoring. Although the VM might be running normally, the underlying application can have
problems and application level monitoring can detect this. Ways to perform application level

monitoring include (but not limited to):
“ Loading an Application Server URL to test server is running

“ IP pings
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® Checking that PaperCut services are running

Define your VM Clustering Environment

Define your Virtual Machine Vendor/Product and how you want configure the VM cluster

for high availability.

There are many VM deployment strategies you can leverage depending on the VM plat-
form you are utilizing, including VMs that might be hosted in different physical boxes, or

even in different sites, which might configure a typical Disaster Recover (DR) scenario.

When selecting a VM product, it's particularly important to consider the following product

features:

“ Fault Tolerance (FT): FT provides continuous availability for virtual machines by auto-
matically creating and maintaining a secondary virtual machine that is identical to the

primary virtual machine.

® High Availability (HA): Should a VM fail, you can make a new VM available minimizing
down time. Generally, FT is a functionality added on top of HA that provides seamless

switch over if no loss of state.

“ Application High Availability (App HA): It's important that your VM vendor product
offers Application Level monitoring. If the application fails, you can make a new VM

available minimizing down time.

® Data Replication and Backup: Consider features on how the application data can be
backup and restored. Generally tape based backups are slow and can very often get
corrupted. Replication of in memory data in case of FT or Disaster Recovery (DR) fea-
tures might also play an important role. Specific proprietary algorithms for memory

segments replication usually reduce the bandwidth needs and are very efficient.

VM C(lustering Setup

There are many ways in which you can deploy PaperCut on VM infrastructure. Consider

the following for implementing a VM-based clustered PaperCut installation.
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Mode 1 - Clustering at the Print Layer

Set up and configure print servers as required in your VM environment, and configure them
for VM high availability. You then just need to install the PaperCut secondary server com-
ponents to monitor printing on the print servers. See Configuring Secondary Print Servers

and Locally Attached Printers.

0 Tip: Microsoft have a guide to high availability printing that discusses the set up of
printing in highly available VM enironments (in particular Hyper-V). See the

Microsoft High Availablity Printing Overview.

Mode 2 - Clustering at the Application Server layer

Setup and configure a new server in your VM infrastructure to host the Application Server
component. Configure this VM with high-availability. Then install the PaperCut Application

Server as per the normal setup process.

You can then choose to set up your print servers for high availablity as described in Mode 1 -

Clustering at the Print Layer.

2.8.5.4. Veritas Cluster Server (VCS) on Windows

This section discusses configuring PaperCut MF on a Veritas Cluster Server (VCS). The
section provides a brief overview and is designed to supplement guidance from the Paper-
Cut MF development team. If you are about to commence a production deployment on
VCS, please feel free to get in touch with the development team for further assistance if

required.
Note that Miode 1 only is supported for deploying on VCS.

This section assumes that you have an already installed and working clustered printing

environment.

Mode 1 - Clustering at the print layer

The PaperCut Print Provider isthe componentthatintegrates withthe Print
Spooler service and provides information about the print events to the PaperCut Applic-

ation Server. At a minimum, in a cluster environment, the PaperCut Print Provider
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component needs to be included and managed within the cluster group. The PaperCut
Application Server component (The Standard installation (primary server) option in the
installer) is set up on an external server outside the cluster. Each node in the cluster is con-
figured to report back to the single Application Server using XML web services over
TCP/IP.

Single Virtual Server (Active/Passive)

PaperCut MF supports both Active/Passive and virtual Active/Active in VCS. This section
discusses configurating PaperCut MF on a single virtual server running Active/Passive. If
your organization hosts mutliple virtual servers, jump to the following section covering Act-

ive/Active.

Step 1 - Set up the cluster, print spooler and printers

First, set up and verify that the cluster and print server is working as expected. Fully con-

figure and test the system s before proceeding to the next step and installing PaperCut MF.

Step 2 - Set up the PaperCutApplication Server (primary

server) on a system outside the cluster

Install the PaperCut Application Server component(Standard installation
option) on your nominated system. This system is responsible for providing PaperCut MF's
web based interface and storing data. In most cases, this system does not host any printers
and is dedicated to the role of hosting the PaperCut Application Server. It can be one of the
nodes in the cluster; however, a separate system outside the cluster is generally recom-

mended. An existing domain controller, member server or file server will suffice.

Step 3 - Install PaperCut Print Provider on both nodes

The Print Provider component needs to be installed separately on each node involved in
the print spooler cluster. This is done by selecting the Secondary Print Server option in
the installer. Follow the secondary server set up notes as detailed in Configuring Sec-
ondary Print Servers and Locally Attached Printers. Take care to define the correct name

or IP address of the nominatedApplication Server set up in step 1.
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Step 4 - Configure the PaperCut Print Provider Service to
bind to the virtual server

By default the PaperCut Print Provider component associates itself with the physical node.
A configuration change is required to force it to bind to the virtual server. Add the following
lines (or uncomment the example lines) to the file: C: \Program Files\PaperCut

MF\providers\print\win\print-provider.conf

ServerName=[VIRTUAL SERVER NAME]

PrintServerName=\\ [VIRTUAL SERVER NAME]

Where [VIRTUAL SERVER NAME] isthe network name associated with your virtual
server. Note that the PrintServerName must be prefixed with two back-slashes (\ \).
The first setting is used to override the name reported to the PaperCut MF Application
Server. The PrintServerName setting instructs the Print Provider to search for printers

on the virtual server rather than on the physical server.

Step 5 - Decouple service management from nodes

By default the Print Provider component is installed under the management of the node. To
hand over management to the cluster, the service start-up type needs to be set to manual.
On each node navigate to Control Panel > Administrative Tools > Services and loc-
atethe PaperCut Print Provider service. Stop the service and set the start-up type

to Manual. Repeat for each node in the cluster.
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Step 6 - Add the PaperCut Print Provider Service as a Gen-

eric Service

The PaperCut Print Provider service needs to be added to the Veritas Cluster group asso-
ciated with the virtual server. This is to ensure that the service is managed within the same
group as the print server and will fail-over as part of the group. Create a new Gen-
ericServer resource called PaperCutPrintProvider01. Setthe service name to

PCPrintProvider. You can leave the account, password and domain as defaults.

Step 7 - Set up dependencies

The PCPrintProvider service must start after the print spool resource. Create a
dependency link between PaperCutPrintProvider0l andthe PrintSpooler

using the tools on the Veritas Cluster Resources tab associated with this virtual server.

Step 8 - Test

Take some time to test and ensure printing is monitored as expected. Use the Veritas
Cluster administration console to simulate node failure and ensure monitoring continues

after failure.
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Multiple Virtual Servers (Active/Active)

On large networks it is common to distribute load by hosting print spooler services under
two or more virtual servers. For example, two virtual servers can each host half of the organ-
ization's printers and share the load. This is sometimes referred to as Active/Active clus-
tering - albeit not an entirely correct term, as the print spooler is still running in

Active/Passive.

Virtual servers cannot share the same service on any given node. For this reason if the vir-
tual servers share nodes, manually installthe PaperCut Print Provider service a

second time under a different name. Use the following procedure.

Step 1 - Set up one Virtual Server

Set up one virtual server using all steps in the preceding section. After this virtual server is

tested, perform the steps below to set up the 2nd virtual server.

Step 2 - Create a 2nd instance of the PaperCut Print Pro-

vider on each physical node

A 2nd copy of the PaperCut Print Provider needs to be created on each physical node. This
is required so that a separate service can be installed and configured to bind to the 2nd vir-
tual server. Copy the following directory, and all its contents: C: \Program
Files\PaperCut MF\providers\printtoC:\Program Files\PaperCut

MF\providers\print2. Repeat this step on both physical nodes.

Step 3 - Configure the copied instance to bind to the 2nd

virtual server

Add the following lines (or uncomment the example lines) to the fileat C: \Program

Files\PaperCut MF\providers\print\win\print-provider.conf:

ServerName=[VIRTUAL SERVER NAME 2]

PrintServerName=\\ [VIRTUAL SERVER NAME 2]

Where [VIRTUAL SERVER NAME 2] isthe network name associated with your 2nd vir-

tual server. Note that the PrintServerName must be prefixed with two back-slashes
(\\).
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Repeat this step on both physical nodes.

Step 4 - Manually install the a 2nd instance of the

PCPrintProvider service

Services need a unique name. We'll install a 2nd instance of the service under the name
PCPrintProvider2. Thisis done by typing the following commands at the command

prompt.

cd C:\Program Files\PaperCut MF\providers\print2\win

pc-print.exe PCPrintProvider2 /install

The argument preceding /install is the unique name to assign to the service. The
recommended procedure is to suffix the standard service name with a sequential number.
Repeat this on each physical node. Use a unique service name for each "active" virtual

server hosted in the cluster group.

Step 5 - Add this service to the resource group associated
with the 2nd virtual server
Repeat steps 5 through 8 in the preceding section, this time using the service name

PCPrintProvider?2 ratherthan PCPrintProvider. The recommend unique name

for the cluster resource in step 6 is PaperCutPrintProvider01.

2.8.5.5. Novell Cluster Services (NCS) on Novell OES Linux

This section assumes that you have an already installed and working clustered printing

environment.

Mode 1 - Clustering at the print layer

Step 1 - Application Server (primary server) Setup

Before installing a secondary server/clustered Print Provider you should take some time to
ensure the primary PaperCut server (central Application Server) is set up and running cor-
rectly. The primary server is responsible for providing PaperCut MF's web based interface
and storing data. In most cases where a cluster is involved, the primary server does not

host any printers and is dedicated to the role of hosting the PaperCut Application Server. If
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it is not running fine now, adding an extra server only "adds an extra variable to the equa-
tion" and complicate troubleshooting. Take some time now to verify that the primary server

is functioning correctly. For example, verify that:
® Install and configuration is completed
“ Administrators can access the system via a web browser for administration.

© Users can log in to the user web interface from their workstations.

Step 2 - Ensure firewall allows access to port 9191

Cluster nodes needs to communicate (initiate a TCP connection) with the primary Paper-
Cut server on port 9191. Administrators should ensure that any firewall software on the
primary Application Server set to block any incoming local network traffic on this port. A
good way to test is to open a browser on the planned cluster nodes and confirm you can

access the administration web interface on port 9191.

Step 3 - Create eDirectory user account

The papercut user's home directory denotes the application install location. For the fact
that it is the default for LUM enabled users, /home /papercut is recommended, and

assumed through the rest of this guide.
1. IniManager open Users > Create User.
2. Forusername, enter papercut.
3. ForLast name enter PaperCut LUM user.

4. For context select the same eDirectory context as your the iPrint user and iprintgrp

group created during your clustered iPrint installation.

5. Assign the user a secret password during creation, and ensure the user's password
is set to not expire. If you are using eDirectory password policies, associate the user

with an appropriate password policy after creation .
6. Selectthe Create home directory check box.

7. InVolume select the volume that is holding your clustered iPrint resource.
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8.

9.

In Path ensure thatitreads papercut.

Click OK to create the user.

You now need to LUM enable this PaperCut eDirectory user and add it to the already LUM

enabled iprintgrp used by the clustered iPrint resource.

1.

2.

IniManager, open Linux User Management > Enable Users for Linux.
Select your papercut eDirectory user and continue.

Select An Existing Linux-Enabled Group; then selectthe iprintgrp created

during your clustered iPrint installation; then click Next.

Confirm that Workstation list includes all of the servers in your cluster; then click

next.

. Onyour clustered iPrint volume, navigate to the papercut user's NSS home folder

(/media/nss/ [volume] /papercut) using, for example, Windows Explorer or
ConsoleOne and add RWECMF file rights for the eDirectory group iprintgrp cre-
ated during your clustered iPrint installation. This ensures the iPrint services have

access to the installed files.

As root, on each node that will run the iPrint resource, run the following command,

replacing [volume] with the volume name of your iPrint resource.

shell> In -s /media/nss/[volume]/papercut /home/pa-

percut

o Note:

The symlink target exists only on the active node and dangles on the other

nodes ready for when it becomes the active node.

To confirm all the above stages are working, using any method you want (such as,
the traditional Novell client for Windows, logged in as an admin user), create a folder
or test files inside the papercut folder on your iPrint cluster volume, then on the

server holding that resource run:

shell> su - papercut

shell> 1s
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You can see the files created on the NSS volume. You can also view them via

/home /papercut on the active node.

Step 4 - Install the Print Provider

Important: The instructions below assume x64 architecture. If your system OS is
32-bit, replace x64 with i686 in all file paths.

Install the Print Provider software onto the secondary server by copying all files and dir-

ectories from the primary Application Server's directory:
[app-path]/providers/print/linux-x64/*

to the equivalent location on the node currently holding the iPrint resource:
/home/papercut/providers/print/linux-x64/

Perform the copy operation as the papercut user so that files are owned by the paper-
cut user. You can use any method to copy the files, including over the network or via a
USB key. If the primary server is also Linux, the simplest way would be to use secure copy

(scp) as follows:

shell> su - papercut

shell> mkdir -p providers/print
shell> cd providers/print
shell> scp -r primary.serv-

er.name: /home/papercut/providers/print/*

After the copy operation is performed, execute the setperms and roottasks scripts as

root:
64bit
shell> su - root
shell> sh ~papercut/providers/print/linux-x64/setperms
shell> sh ~papercut/providers/print/linux-x64/roottasks
32bit
shell> su - root
shell> sh ~papercut/providers/print/linux-1686/setperms
Copyright © 1999-2016 PaperCut Software International Pty. Ltd. All Rights Reserved. 268 of 1084

[

.y




PaperCut MF Implementation Guide Chapter 2: Installation

shell> sh ~papercut/providers/print/linux-1686/roottasks

Step 5 - Configuration

The Print Provider on the cluster needs to know where the primary server is installed (i.e.

its IP address). It also needs to correctly report the cluster name to the primary server.

1. Openthefile /home/papercut/providers/print/linux-x64/print-

provider.conf inatexteditor.

2. Locate the line starting with ApplicationServer=andchange 127.0.0.1to

the hostname or IP address of the primary server.

3. Locate the line starting with Se rve rName=, uncomment it and add the hostname of
the cluster. This tells PaperCut MF to report printers as being hosted on the cluster

rather than on the node running the resource.

Step 6 - Cluster Configuration

1. Configuring services

As the services are going to be managed by Novell clustering, the services on the
physical nodes must be disabled so that they don't start. On the node used to install
PaperCutin Step 4 - Install the Print Provider, in YaST > System > System Ser-

vices (Runlevel) , disable papercut-event-monitor
2. Installing services and disabling them on all other nodes
On each other node in the cluster perform the following steps:

a. As root run the following command ([resource-name] is the name for your
iPrint resource, and [node-name] is the server name of the node you are now

working on):
shell> cluster migrate [resource-name] [node-name]

b. Once the resource has successfully migrated run the following command (still

as root):

shell> /home/papercut/providers/print/linux-[arch]

/roottasks
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shell> chown root:iprintgrp /op-

t/novell/iprint/bin/papercut

C. In YaST > System > System Services (Runlevel) , disable papercut-

event-monitor.

d. Repeat steps 1-3 on the other nodes in the cluster.

Now you need to integrate the binaries copied in Step 4 - Install the Print Provider into Nov-
ell iPrint by adding papercut as the Accounting Autoload Command as discussed in
Step 5 - Printer/iPrint Configuration under Quick install: Novell OES Linux (iPrint). Follow

that step only and return here once completed.

Step 7 - Test

Mode 1 clustering should now be configured. Perform some test printing on all of this sec-
ondary server's printers. Log in to the PaperCut admin interface as admin and verify that
the printers are now listed under the Printers tab. Simulate a node failover and test again

(wait a minute or two between failures for the new node to engage).

Mode 2 - Clustering at all application layers

This section assumes that you have an already installed and working clustered printing

environment.

Step 1 - Prerequisites

This guide assumes you have iPrint up and working within an existing cluster. It is assumed
the cluster is set up following Novell's documentation at http://www.nov-
ell.com/documentation/oes2/iprint_Ix/?page=/documentation/oes2/iprint_Ix/data/ak-

ujhhqg.html.

Ensure the size of the shared disk partition and NSS Pools are sufficient for your print man-
ager, driver store, and PaperCut installation. This can mean making it larger than Novell's
recommended 20GB if you are intending to use the internal database and store large

amounts of data over time.
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Step 2 - Create eDirectory user account

The papercut user's home directory denotes the application install location. For the fact

that it is the default for LUM enabled users, /home /papercut is recommended, and

assumed through the rest of this guide.

1.

2.

©

IniManager open Users > Create User.
In username, enter papercut.

In Last name enter PaperCut LUM user.

. In context select the same eDirectory context as your the iPrint user and iprintgrp

group created during your clustered iPrint installation.

Assign the user a secret password during creation, and ensure the user's password
is set to not expire. If you are using eDirectory password policies, associate the user

with an appropriate password policy after creation.

Select the Create home directory check box.

. InVolume, select the volume that is holding your clustered iPrint resource.

In Path, ensure thatit reads papercut.

Click OK to create the user.

You now need to LUM enable this PaperCut eDirectory user and add it to the already LUM

enabled iprintgrp used by the clustered iPrint resource.

1.

2.

IniManager open Linux User Management > Enable Users for Linux .
Select your papercut eDirectory user and continue.

Select An Existing Linux-Enabled Group; then selectthe iprintgrp created

during your clustered iPrint installation; then click Next.

Confirm that Workstation list includes all of the servers in your cluster; then click

next.

On your clustered iPrint volume, navigate to the papercut user's NSS home folder

(/media/nss/ [volume] /papercut) using, for example, Windows Explorer or
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ConsoleOne and add RWECMF file rights for the eDirectory group iprintgrp cre-
ated during your clustered iPrint installation. This ensures the iPrint services have

access to the installed files.

6. Asroot,oneachnode that will run the iPrint resource, run the following command,

replacing [volume] with the volume name of your iPrint resource.

shell> 1In -s /media/nss/[volume] /papercut /home/pa-

percut

° Note:

The symlink target only exists on the active node and dangles on the other

nodes ready for when it becomes the active node.

7. To confirm all the above stages are working, using any method you want (such as,
the traditional Novell client for Windows, logged in as an admin user), create a folder
or test files inside the papercut folder on your iPrint cluster volume, then on the server

holding that resource run:

shell> su - papercut s

hell> 1s

You can see the files created on the NSS volume.

Downloading and installing

On the node that is currently hosting the iPrint resource, perform a primary server PaperCut

installation as per steps 3 and 4 in Quick install: Novell OES Linux (iPrint).

o Important: Ensure this only done on the node that is currently holding the

iPrint/PaperCut resource.

Step 4 - Installing services

1. Asthe services are going to be managed by Novell clustering, the services on the
physical nodes must be disabled so that they don't start. On the node used to install

PaperCutin Step 4 - Install the Print Provider, in YaST > System > System
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Services (Runlevel) , disable both papercut and papercut-event-

monitor.
2. Installing services and disabling them on all other nodes
On each other node in the cluster perform the following steps:

a. As root run the following command ([resource-name] is the name for your
iPrint resource, and [node-name] is the server name of the node you are now

working on):
shell> cluster migrate [resource-name] [node-name]

b. Once the resource has successfully migrated run the following two commands

(still as root):

shell> /home/papercut/server/bin/linux-[arch]/root-
tasks

shell> /home/papercut/providers/print/linux-[arch]
/roottasks

shell> chown root:iprintgrp /op-

t/novell/iprint/bin/papercut

C. In YaST > System > System Services (Runlevel) , disable both paper-

cut and papercut-event-monitor.

d. Repeat steps 1-3 on the other nodes in the cluster.

Step 5 - File permissions

On each node in the cluster, including the one used to install PaperCut in Downloading and

installing, run the following command as root:

shell> chown root:iprintgrp /op-

t/novell/iprint/bin/papercut
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Step 6 - Configure the nodes to report the virtual
server hostname

° Note: This step only has to be completed on which ever node is currently holding
the iPrint resource, as the Print Provider config file is on the portable volume and

is automatically picked up when the resource moves.

1. Openthefile /home/papercut/providers/print/linux-x64/print-

provider.conf inatexteditor.

2. Locate the line starting with Se rve rName=, uncomment it and add the hostname of
the cluster. This tells PaperCut MF to report printers as being hosted on the cluster

rather than on the node running the resource.

Step 7 - Update iPrint cluster resource scripts to
load/unload the PaperCutApplication Server

1. In iManager > Clusters > Cluster Options open the cluster hosting your iPrint

resource.
2. Click the iPrint resource; then click Scripts.
This screen displays the load script, which is similar to the following:

#!/bin/bash

/opt/novell/ncs/lib/ncsfuncs
exit on error nss /poolact=IPRINT
exit on error ncpcon mount IPRINT=250
exit on error add secondary ipaddress 10.10.55.7
exit on error ncpcon bind --ncpservername=FPCL IPRINT
SERVER --ipaddress=10.10.55.7
ignore error mv /me-
dia/nss/IPRINT/var/opt/novell/iprint/iprintgw.lpr /me-
dia/nss/IPRINT/var/opt/novell/iprint/iprintgw.lpr.bak
exit on error rcnovell-idsd start

exit on error rcnovell-ipsmd start
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exit O

3. Add the following line between exit on error rcnovell-ipsmd startand

exit O:

exit on error /etc/init.d/papercut start

exit on error /etc/init.d/papercut-event-monitor start

4. Click Apply; then click Unload Script. The unload script looks similar to the fol-

lowing:

#!/bin/bash
/opt/novell/ncs/lib/ncsfuncs
ignore error rcnovell-ipsmd stop
ignore error rcnovell-idsd stop
ignore error ncpcon unbind --ncpservername=FPCL
IPRINT SERVER --ipaddress=10.10.55.
ignore error del secondary ipaddress 10.10.55.7
ignore error nss /pooldeact=IPRINT

exit O

5. Insertthe following two lines between . /opt/novell/ncs/lib/ncsfuncs

and ignore error rcnovell-ipsmd stop:

ignore error /etc/init.d/papercut-event-monitor stop

ignore error /etc/init.d/papercut stop

6. Click Apply, then offline and online the iPrint resource to load it with these new

scripts.

Step 8 - Config files

When installing PaperCut in step Downloading and installing the IP address of the physical
node is automatically detected and stored in config files to simplify the deployment of
remote components. These config files require modification so that the components con-

nect to the cluster / virtual server resource instead.

Update the server IP address and hostname to the cluster / virtual server resource in the fol-

lowing configuration files:
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“ /home/papercut/client/win/client.properties

® /home/papercut/client/mac/PCClient.app/Contents/Resources/config
“ /home/papercut/release/connection.properties

® client-config.js in each Gadget in /nome/papercut/client/win/

“ /home/papercut/client/mac/Widget/PCWidget/config

® Jproviders/net/connection.properties

® Iproviders/hardware/ricoh/*/connection.properties

As these config files are all on the shared resource, you need to change them only once on

the node currently hosting the resource.

Step 9 - Printer / iPrint configuration

Each printer in the cluster that is managed/tracked by PaperCut needs further configuration

via iManager.

Follow Step 5 - Printer/iPrint Configuration under Quick install: Novell OES Linux (iPrint)

and return here once completed.

Step 10 - Test

Mode 2 clustering should now be configured. Perform some test printing on all of this sec-
ondary server's printers. Log in to the PaperCut admin interface as admin and verify that
the printers are now listed under the Printers tab. Simulate a node failover and test again

(wait a minute or two between failures for the new node to engage).

Step 11 - Sharing Client Software

As the clustered solution uses NSS, the client folder is already available as an NCP share at
\\ [cluster-virtual-server]\ [volume-name] \papercut\client.Users
should be able to access this folder once they are given file rights. Alternatively, consider

making these files available via an alternate share/path/location.
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2.8.5.6. Client/Workstation Configuration

In a clustered environment the behavior of PaperCut MF on the workstations is identical to
that of a non-clustered environment. The one exception, however, is in terms of con-
figuration - configure the clients to connect to the Virtual Server rather than directly con-
necting to a node (i.e. make the network connections via virtual server's designated IP

address). The changes necessary are:

1. Update User Client's configuration file config.properties with the Virtual

Server's details as per Step 10 - Client Configuration.

2. Ensure that any URL's pointing to PaperCut MF's web administration and user inter-
faces; http://[server]:9192/adminandhttp://[server-
1:9192/user user the virtual server's name. For example, any links on the

organization's intranet site or links supplied to other System Administrators.

2.8.6. Deployment on an External Database
(RDBMS)

This section describes the process of running PaperCut MF on an external relational data-
base, and describes why you would choose to do this. By default, PaperCut MF uses an
internal database product known as Apache Derby. This database engine was donated to

Apache by IBM and was previously known as IBM Cloudscape.

2.8.6.1. Why use an external RDBMS?

The internal PaperCut MF database is stable, scalable, self-maintaining, and provides very
good performance. For this reason, most organizations do not need an external database

system. However, you might consider running PaperCut MF on an external RDBMS if:

® Your organization has existing database infrastructure and wants to consolidate all

applications on the same database platform.

“ Your organization has an existing database maintenance and backup procedure and

wants PaperCut MF to take advantage of this.

“ People want to use 3rd party reporting and analysis tools (like Crystal Reports or

Microsoft Access) to view and analyze the PaperCut MF database.
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“ Your organization is very large and requires the performance benefits of a dedicated
RDBMS. This also allows the database to reside on a separate server to PaperCut

MF, which improves the system scalability.

2.8.6.2. Supported Databases

PaperCut Software International Pty. Ltd. supports the following external databases out-of-

the-box:
“ Microsoft SQL Server 2000/2005/2008/2012/2014 (either 32 or 64-bit)
“ Microsoft SQL Express 2005/2008/2012/2014 (free from Microsoft)
® PostgreSQL 7.1+ (a free open source database)
® MySQL 5.5+ (a free open source database)
“ Oracle 9.2+ (including the free Oracle Express Edition).
These databases were chosen to cater for the majority of customers.

For more information on supported databases, see the External Database Support Policy.

2.8.6.3. Upsize to an External RDBMS

Upsizing to an external RDBMS is a simple process that should take approximately 15-30

minutes. The high-level steps to upsize are:
1. Backup the existing data.
2. Create and initialize the new database.
3. Load the backed up data into the new database.
4. Restart the application.
These steps are discussed in detail below.

This section also includes some database specific configuration information. For more

information, see Database specific configuration.

Important: Each Application Server requires exclusive access to an external

database. i.e. A single database cannot be shared between more than one
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Application Server. If you are running multiple Application Servers (e.g. a test and

production instance), then each must have a separate database.

Step 1 - Stop PaperCut MF

Stop the Application Server. This allows the data to be backed up, guaranteeing that all

data is saved and ready to load into the new database.

For more information, see Stopping and Starting the Application Server.

Step 2 - Perform a backup of the existing data

Perform a backup of the database. This data is loaded into the application in a later step.

For more information, see System Backups.

To back up the database:

1.

On the server, open a command prompt. (If you see 'Access Denied' errors, run the

command prompt as an Administrator).
On Linux or Mac, use su or equivalent to become the identity of papercut. e.g.

Mac: sudo su - papercut

Linux: su - papercut
Change (cd) to the server binaries directory. e.g.

Windows: cd "C:\Program Files\PaperCut MF\server-
\bin\win"
Mac: cd "/Applications/PaperCut MF/server/bin/mac"

Linux: cd ~papercut/server/bin/linux-*
Run the following command:
db-tools export-db
The output of the above command shows the name of the backup file.

Take note of the backup file name because it is required in a later step.
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Step 3 - Create a new database in the external RDBMS

This step differs depending on on the external database you are using. It is assumed that
the administrator knows how to create a new database. No matter what database is used

the following steps must be performed:

1. Create a new empty database for dedicated use by PaperCut MF. When creating the

database make sure to select the correct character encoding for your language.

Important:

Create the database with a character encoding suitable for your language.
For SQL Server, the character encoding is set in Collation on the new data-
base screen. For other databases, such as, PostgreSQL or MySQL, select
a unicode character set (UNICODE or UTF8) that allows all possible char-

acters to be stored.

2. Create a new database user (and password) for PaperCut MF to use to connect to

the database.

3. Assign the appropriate permissions to the new user to give them full access to the
new database (e.g. permission to create/drop tables, and select/insert/update/delete

in all tables).

Important: To use SQL Server, ensure that SQL Server has the TCP protocaol,
and the server authentication option is set to "SQL Server and Windows Authentic-
ation".

The database user created for PaperCut MF should have only the minimum set of
permissions required for the PaperCut application. The user should have full per-
missions to create/drop tables and have full access to any created tables.
However, the user should not have permission to access other databases

installed on the database server.

Step 4 - Change the PaperCut MF connection details

The next step is to configure PaperCut MF to connect to the new external database. To do
this:
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1. Onthe server, open the server config file in a text editor (e.g. Notepad):
[app-path]/server/server.properties
2. Comment out the line:
database.type=Internal
by adding a # (hash) character to the beginning of the line.

3. Find the database connection details for the database type you require (e.g. SQL
Server or PostgreSQL), and uncomment the lines by removing the # (hash) char-

acters.
4. Setthe username and password to connect to the database

database.username=[your-db-user]

database.password=[your-db-password]

5. Setthe database URL, which describes the location and connection details of the
external database. See below for details of the format of the database URLs for dif-

ferent database types.

SQL Server database connection URL format
The SQL Server URL format is:
jdbc:jtds:sqglserver://[server]/[database]

The [server] parameter is the name of the server running the SQL Server database,
and must be resolvable from the PaperCut MF server. If the SQL Server instance is run-

ning on the same machine, then you canuse localhost.

The [database] parameter is the name of the SQL Server database you created in Step

3 above.

The default port is 1433. You can specify a different port in the URL if required.
Jjdbc:jtds:sqglserver://[server] [:port]/[database]

When using SQL Server instances, the instance name is specified in the connection URL

as follows:

Jjdbc:jtds:sglserver://[server]/[database];instance=[instan-

cename ]
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SQL Server Express Database Connection URL
Format

The SQL Server Express format is:
jdbc:jtds:sqglserver://[server] : [port]/[database]

The [server] parameter is the name of the server running the SQL Server database, and
must be resolvable from the PaperCut MF server. If the SQL Server instance is running on

the same machine, then you canuse 1ocalhost.

The [port] parameter is the port the SQL Server Express edition is configured to listen
on. For more information on configuring SQL Express, see Configuring Microsoft SQL

Express.

The [database] parameter is the name of the SQL Server database you created in Step

3 above.

PostgreSQL Database Connection URL Format

The Postgres URL format is:
jdbc:postgresqgl://[server]/[database]

The [server] parameter is the name of the server running the PostgreSQL database,
and must be resolvable from the PaperCut MF server. If the PostgreSQL instance is run-

ning on the same machine, then you canuse 1ocalhost.

The [database] parameter is the name of the PostgreSQL database you created in Step

3 above.

MySQL Database Connection URL Format
The MySQL URL format is:

jdbc:mysqgl://[server]/[database]

The [server] parameter is the name of the server running the MySQL database, and
must be resolvable from the PaperCut MF server. If the MySQL instance is running on the

same machine, then you canuse 1localhost.
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The [database] parameter is the name of the MySQL database you created in Step 3

above.

Important: See Configuring MySQL for specific instructions to configure
MySAQL.

Oracle Database Connection URL Format
The Oracle URL format is:
jdbc:oracle:thin:@[server]: [port]/[ServiceName]

The [server] parameter is the name of the server running the Oracle database, and
must be resolvable from the PaperCut server. If the Oracle instance is running on the same

machine, then you canuse 1ocalhost.

The [port] specifies the port number that the Oracle services are listening on. By default
thisis 1521.

The [ServiceName] specifies the Oracle service name or identifier used to identify the

database. For Oracle Express edition this is XE.

E.g. for an Oracle Express Edition installation on the same server as PaperCut, running on

the default port and SID, use:

Jjdbc:oracle:thin:@localhost:1521/SE

Important: See Configuring Oracle (and Oracle Express Edition) for specific

instructions to configure Oracle.

Step 5 - Initialize the new database

The next step is to initialize the new database, creating the required database tables and ini-

tial data. To initialize the database:

1. Onthe server, open a command prompt. (If you see 'Access Denied' errors, run the

command prompt as an Administrator).

2. OnLinuxor Mac, use su or equivalent to become the identity of papercut. e.g.
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Mac: sudo su - papercut

Linux: su - papercut
3. Change (cd) to the server binaries directory. e.g.

Windows: cd "C:\Program Files\PaperCut MF\server-
\bin\win"

Mac: cd "/Applications/PaperCut MF/server/bin/mac"
Linux (32bit): cd ~papercut/server/bin/linux-i686

Linux (64bit): cd ~papercut/server/bin/linux-x64

4. Run the following command: db-tools init-db

A message is displayed to indicate that the connection details are correct and the database

was initialized correcily.

Step 6 - Load the data into the new database
This step loads the data (that was exported in Step 2) into the database. To import the data:

1. Onthe server, open a command prompt. (If you see 'Access Denied' errors, run the

command prompt as an Administrator).
2. On Linuxor Mac, use su or equivalent to become the identity of papercut. e.g.

Mac: sudo su - papercut

Linux: su - papercut
3. Change (cd) to the server binaries directory. e.g.

Windows: cd "C:\Program Files\PaperCut MF\server-
\bin\win"

Mac: cd "/Applications/PaperCut MF/server/bin/mac"
Linux (32bit): cd ~papercut/server/bin/linux-i686

Linux (64bit): cd ~papercut/server/bin/linux-x64
4. Run the following command: db-tools import-db "backup file name".
This command shows the data import progress.

If no errors occur, the application is ready to restart.
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Step 7 - Restart PaperCut MF
The datais now in the new database and you can restart the server.
For more information, see Stopping and Starting the Application Server.

Wait 30 seconds for the server to start, then log in to the admin console. If you can log in suc-

cessfully, then the upsizing process worked successfully.

2.8.6.4. Database specific configuration

This section includes database specific configuration for use with PaperCut MF.

Configuring Microsoft SQL Express

Microsoft SQL Express provides enterprise class database performance for free. However,
it does have some limitations when compared to the full version of SQL Server. But these
limitations are not likely to adversely affect most PaperCut MF users. These limitations

include:
“ 4GB limit on database sizes (10GB for SQL Server Express 2008 and 2012)
“ Limited to use only 1 CPU
® Limited to use only 1GB of RAM

This section described how to configure Microsoft SQL Express edition for use with Paper-
Cut MF. Itis assumed that SQL Server Express is already installed with the default con-

figuration.

Once this configuration is complete, you can use the database with PaperCut MF by fol-

lowing the instructions in Upsize to an External RDBMS.

Enable TCP/IP connections

PaperCut MF uses TCP/IP to connect to the SQL Server database, but SQL Server
Express does not enable TCP support by default. To enable TCP/IP:

1. On the machine with SQL Express installed, open the SQL Server Configuration

Manager.

2. Onthe left, expand the SQL Server Network Configuration node.
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3. Onthe left, select the Protocols for SQLEXPRESS node.
4. Right-click the TCP/IP item on the right; then select Properties.
5. Onthe General tab, change Enabled to Yes.

6. OnthelP Addresses tab, under the IPAIl node, clear the TCP Dynamic Ports

check box.

7. InTCP Port, enter the port to listen on . For example, 1450. Remember this port,

because it needs to be used in the PaperCut MF connection string.
8. Click OK to save the changes.

9. Restart the Microsoft SQL Server Express service using either the standard service

control panel or the SQL Express tools.

Enable SQL Server authentication

PaperCut MF requires SQL Server authentication to be enabled on the instance of SQL

Express. To do this:

1. Onthe machine with SQL Express installed, open the SQL Server Management

Studio Express tool.
2. Right-click the instance of SQL Express to configure; then select Properties.
3. Select the Security section on the left.

4. Change the Server Authentication to SQL Server and Windows Authentic-

ation mode.

5. Restart the Microsoft SQL Server Express service using either the standard service

control panel or the SQL Express tools.

Create Database User

PaperCut MF requires a user to connect to the database. To create this user:

1. Onthe machine with SQL Express installed, open the SQL Server Management

Studio Express tool.

2. Right-click the Security > Logins node; then select New Login.
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Enter the username (e.g. papercut).

Change the Server Authentication to SQL Server and Windows Authentic-

ation mode.

Enter the user's password.

. Disable password expiration.

Click OK to create the user.

After creating the PaperCut MF database, assign this user db_owner permissions

on the database, so that it can create the required database tables.

To initialize the database, follow the instruction in Upsize to an External RDBMS.

Configuring MySQL

MySQL is a free/open-source database solution that provides robust, proven, and scalable

storage at a great price. PaperCut MF supports MySQL 5.5 and higher.

Important:
PaperCut MF requires the use of the MySQL InnoDB table type, which provides
full support for transactions. Ensure your MySQL database server is configured

to support InnoDB (usually this is enabled by default).

Database Driver

PaperCut MF does not ship with a database driver for MySQL because the MySQL licens-

ing does not allow redistribution of the driver. Download these drivers for free from the

MySQL website as described below.

To download the required version of the driver:

1.

Visit the MySQL web site download page for the MySQL Connector/J product here:

http://dev.mysql.com/downloads/connector/j/.

. Select the appropriate driver version (the latest version is best).

Download the driver package and unzip the contents to a temporary directory.

Find the driver JAR file, which is typically named mysgl-connector-java-
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X.Y.Z-bin.jar.

5. Copythe JARfileintothe [app-path] \server\1lib-ext directory. This allows
PaperCut MF to find and load the driver.

Once the driver is installed into PaperCut MF, you can follow the standard upsizing pro-

cedure. For more information, see Upsize to an External RDBMS.

Configuring Oracle (and Oracle Express Edition)

Oracle is a high-end database solution that provides a very robust and scalable data stor-
age solution. And with the release of Oracle Express Edition, it is available at no cost, but it

does have some limitations that should not impact PaperCut MF installations.

PaperCut MF supports Oracle versions 9.2 and higher. Oracle 8 (and earlier) are not sup-

ported because they did not support the TTMESTAMP datatype required by PaperCut MF.

Database Driver

PaperCut MF does not ship with a driver for Oracle because Oracle does not allow us to
redistribute the driver. Also, the recommended driver depends on the version of Oracle

used. You can obtain these drivers from the Oracle website as described below.
To download the required version of the driver:

1. Visit the Oracle web site here: http://www.or-

acle.com/technetwork/database/features/jdbc/index-091264.html
2. Select the appropriate Oracle version.
The required file to download differs depending on the Oracle version.
3. Download the ojdbc6. jar for your version.
4. Copy the downloaded file into the [app-path]\server\1lib-ext directory.

5. Restart the service PaperCut Application Server. This allows PaperCut to find

and load the driver.

Once the driver is installed into PaperCut MF, you can follow the standard upsizing pro-

cedure. For more information, see Upsize to an External RDBMS.
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Best Practices on Microsoft SQL Server

Microsoft SQL Server provides enterprise class database performance. With this type of
database, it is recommended that the administrator puts in place a database re-index every
month. This database optimization helps with general performance, and more specifically,
large queries performed on the SQL database. These queries include Reporting, as well as
Bulk Actions performed on multiple data points. It's highly recommended that this optim-
ization be set up as a scheduled task after hours to ensure you see no performance issues

due to database indexing problems.
The optimization we recommend you run is:
' exec sp_msForEachTable QCOMMANDI= 'DBCC DBREINDEX ( "?2")';

' exec sp updatestats;
PaperCut support has seen databases with large databases with millions of print jobs com-
plete this command in less than three minutes. The result was seen where reporting took

10-15 minutes before optimization, and now takes a matter of seconds.

2.8.7. Web Browser Single Sign-On (SSO)

Single Sign-On (SSO) lets users access PaperCut's web interface without re-entering cre-
dentials. For example, you can give a user logged into Windows direct access to Paper-
Cut's web interface without needing to re-enter their username and password at the
PaperCut login screen. Sites with an intranet portal often find SSO particularly attractive,
as it allows diverse IT systems to be seamlessly integrated into the portal without the need

for separate logins.

Single Sign-On also goes hand in hand with technologies such as two-factor authentication
used in high security environments. With two-factor authentication, sign-on can involve
presentation of an ID card or reading a fingerprint. In some cases, user passwords are man-
aged by the security system and not known to the user, making it impossible to login using a
traditional login screen. PaperCut's SSO support allows PaperCut to leverage the two-

factor security already in place.

Web single sign-on is an advanced topic. The standard web login that comes built-in with

PaperCut is most appropriate for many sites.

PaperCut supports two different web SSO methods:
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1. Integrated Windows Authentication For Windows domain environments where both
the PaperCut Application Server and the user computers share the same Windows
domain and intranet zone. With Integrated Windows Authentication, PaperCut uses
existing Windows technologies to securely identify Windows domain users as Paper-

Cut users.

2. WebAuth A web authentication system developed and freely licensed by Stanford
University. Itis implemented as an Apache module and works by intercepting
requests to the PaperCut Application Server. WebAuth is operating system neutral,

but requires specialist expertise to set up.

PaperCut's WebAuth integration is actually quite generic and is also used for Shib-

boleth SSO integration at several customer sites.

2.8.7.1. Planning for Web SSO Implementation

There are a number of considerations and preparation steps you must take prior to imple-

menting SSO in PaperCut

Preparing for SSO

1. An effective security system offers multiple layers of defence against unwanted intru-
sion. For example, an organization's firewall can provide the first layer of defence, but
if an intruder penetrates that, the Windows login presents a second barrier. Once

logged into Windows, PaperCut's login screen represents a third layer of defence.

SSO trades off the convenience of direct access with removing one layer of security.
For example, with SSO a user can click a hyperlink in an email or instant message
and be taken directly into PaperCut. Before implementing SSO, you must weigh up

the risks and benefits for your organization.

2. PaperCut offers granularity of control over which parts of PaperCut will use SSO. For
example, you might decide to use SSO for just the user web pages and mobile client,

not the admin interface. Decide your policy up front before configuring SSO.

3. Decide whether you want PaperCut MF SSO to directly log in users, or to first
present a confirmation page. The confirmation page displays the user name and can

also offer a Switch User link to allow users to use an alternate login. With direct
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login, one less click is required, but there is no opportunity to confirm the correct login

or switch to an alternate user.

. Decide if you want to redirect the user to your intranet portal after logout. A logout

URL is required when direct access is configured.

Your PaperCut users must be sourced from a central directory server, such as, Win-
dows directory. Internal users (users managed by PaperCut NG), and the built-in
admin are internal to PaperCut so do not work with SSO. If you have internal users,
show the confirmation page with the Switch User link to make the PaperCut login

page accessible.

If using SSO to access the PaperCut administration interface, set up the necessary
Assigning Administrator Level Access for all administrative users before enabling
SSO. The same applies to other PaperCut interfaces, such as, Release Station,
Web Cashier, and Central Reports.

Select which SSO technology is right for you. While many PaperCut MF sites choose
Integrated Windows Authentication, it does have strict prerequisites. For example, if
you have a significant number of non-Windows users, Windows based SSO might
not be the best choice for you. More information about each SSO technology is

provided below.

Planning for Integrated Windows Authentication

Integrated Windows Authentication (IWA) is designed for Microsoft Windows envir-

onments where both the PaperCut Application Server and client PCs reside on the same

Windows domain and intranet zone. In summary the requirements are:

1.

2.

The PaperCut Application Server must run on the Windows operating system.
PaperCut web users are using PCs running Windows
All computers are on the same domain

Your site uses Active Directory for managing users, including PaperCut users. Win-

dows Authentication works only with users who are managed by Windows.

The Application Server URL is on the same intranet zone as users' PCs. By default

this means that the URL does not contain periods. You can configure user internet
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options to explicitly add the PaperCut Application Server to the intranet zone.

6. Your organization's recommended web browser supports IWA. Browsers that sup-
port IWA include Internet Explorer, Chrome, and Firefox. (Note that Firefox requires

additional configuration to enable IWA support.)

Integrated Windows Authentication is part of Windows, so if your site meets the above cri-

teria, no additional setup is needed prior to configuring SSO.

Planning for WebAuth

WebAuth uses a reverse proxy server to manage HTTP traffic between users and Paper-
Cut. If you are considering WebAuth, you need the resources and skills to implement and
configure an Apache web server and perform the installation instructions provided by
WebAuth.

WebAuth takes care of authorizing the user and inserts a special HTTP header in all author-
ized requests sent to PaperCut. Specify the name of this header and also a list of whitelisted

source IP addresses when integrating WebAuth with PaperCut

Although WebAuth SSO is considerably more complex to implement than IWA, it does have

the advantage of supporting a non-Windows environment.

2.8.7.2. Configuring Web SSO

Configuring SSO in PaperCut is easy, but you must work through the preparation steps

above, or you might not be able to log in to PaperCut!

9 Tip:
After enabling SSO on the admin interface, it is not easy to use the builtin admin
user as the login page is no longer shown. Before configuring SSO, you must
ensure your domain or corporate login has admin rights and you need to use this
login. As a protection, the built-in admin user does not have the rights to enable
SSO. If you lock yourself out after enabling SSO, you can bypass SSO by adding
/nosso tothe Application Server URL. For example: http:// [myserver]

/admin/nosso.
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1. Navigate to Options > Advanced.

2. Inthe Web Single Sign-on (SSO) area, select the Enable Single sign-on check

box to enable SSO. Additional configuration items are displayed.

Web Single Sign-On (SS0) [¥1 Enable Web Single Sign-On

Enabling S50 authentication allows login without W)
the need to re-enter username and password. |WebAuTh

@ More Information... WebAuth HTTP header key

Allowed WebAuth IP addresses

(a comma separated list of IP addresses/zubnets)

Admin login (fadmin)
|Standard {username and password) v|

User login (fuser)
|Standard {username and password) V|

Other logins (fwebcashier, /release, fcentral-reports)
|Standard {username and password) V|

[ show "Switch User" link on confirmation page

On logout, direct user to URL

(e.g. http:iimyportal.org))

3. Select the SSO method:

“ Integrated Windows Authentication
“ WebAuth

4. Ifyou select WebAuth, complete the following fields:

“ WebAuth HTTP header key—the WebAuth HTTP header name.
“ Allowed WebAuth IP addresses—a comma separated list of whitel-

isted IP addresses.

5. Specify the SSO behavior you want for the user web interface and mobile client,

admin interface, and other interfaces:

a. Standard (username and password)—don't use SSO and show the Paper-

Cut MF login screen.

b. SSO with confirmation page—use SSO and present a confirmation page at
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login.

C. SSO with direct access—use SSO and directly log in the user with no con-

firmation page.

6. If youwantto show a Switch User link on the confirmation page, select the Show

"Switch User" link on confirmation page check box.

7. InOn logout, direct user to URL, enter a URL to go to on logout. A typical

example would be the URL for your intranet portal.

Advanced Configuration

You can set advanced config keys to fine tune SSO behavior. For more information, see

Using the Config Editor.

1. Some installations want to enable SSO for web users, but not for users of the mobile
client and mobile release apps. To disable SSO for mobile users, set the advanced

configkey: auth.web-login.sso-enable.mobile-user toN.

2. By default, Windows SSO does not authenticate users belonging to the "Guest"
group. You can change this behavior by setting the advanced config key auth . web-

login.sso-allow-guesttoyY.

Post Installation Testing

After enabling SSO, perform the following tests to ensure that users can successfully

access the PaperCut interface.
1. Verify that you can still log in to the admin interface.
2. Verify that a user without admin rights can still access their user web pages.

3. Ifin use, verify that a user with the appropriate admin rights can still access other inter-

faces, such as, Release Station or Web Cashier.
4. Trylogging in from other computers in the domain.
5. Trylogging in from different browsers supported in your organization.

6. Ifusing IWA, try logging in from a non-windows client or a PC outside the domain.
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Verify you can still log in after providing your Windows credentials.

2.8.8. Advanced LDAP Configuration

PaperCut MF supports the following LDAP server types out-of-the-box:
“ Novell eDirectory
“ Microsoft Active Directory
@ Unix/NIS/Posix

For more information about basic configuration options for these platforms, see Using

LDAP for user synchronization.

However, PaperCut MF can support other server/schema types by defining the fields to
query and the LDAP searches to perform. Configure these options in the Advanced Con-
fig Editor on the Options tab. The following config keys are available for the primary sync

source:

Table 25: LDAP Primary Sync Source Config entries

Idap.schema.user- The LDAP field that contains the user's username.

name-field

Idap.schema.user- The LDAP field that contains the user's full name.

full-name-field

Idap.schema.user- The LDAP field that contains the user's email address.

email-field

Idap.schema.other- The LDAP field that contains the user's other email

emails-field addresses. If the user has only one other email, then use
a single value or a multi-value LDAP field. If the user has
multiple other email addresses then use a multi-value
LDAP field.

Idap.schema.user- The LDAP field that contains the user's second card id.

second-card-id-field

Idap.schema.user- The LDAP field that contains the user's department.
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department-field

Idap.schema.user-

office-field

Idap.schema.user-
card-id-field

Idap.schema.user-

second-card-id-field

Idap.schema.user-

name-search

Idap.schema.group-

name-field

Idap.schema.group-

member-field

Idap.schema.group-

search

Idap.schema.posix-

groups

Idap.schema.home-

directory-field

The LDAP field that contains the user's office location.

The LDAP field containing the user's primary card ID

value.

The LDAP field containing the user's secondary card ID

value.

The LDAP search to retrieve the user. The {0} in the
search is replaced with * when listing all users, and
[username] when searching for a specific user. If no
search is defined, the defaultis ([userNameField]=
{0}).IMPORTANT: The search mustinclude the {0}

value.

The LDAP field that contains the group's name.

The LDAP field that contains the group members.

The LDAP search to retrieve the group. The {0} in the
search is replaced with * for all group searches. If no
search is defined, the defaultis ( [groupMem-
berField]={0}),which means get all entries with at
least one member. IMPORTANT: The search must

include the {0} value.

If v, then the group member field contains the user's user-
name. If N, then the group member field contains the

user's DN.

The LDAP field that contains the user's home folder
path.
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If you are using a secondary sync source, the following config keys are available:

Table 26: LDAP Secondary Sync Source Config entries

ldap2.schema.user-

name-field

ldap2.schema.user-

full-name-field

Idap2.schema.user-

email-field

Idap.2.schema.other-

emails-field

Idap.2.schema.user-

second-card-id-field

Idap2.schema.user-

department-field

Idap2.schema.user-

office-field

Idap2.schema.user-
card-id-field

Idap2.schema.user-

second-card-id-field

Idap2.schema.user-

name-search

The LDAP field that contains the user's username.

The LDAP field that contains the user's full name.

The LDAP field that contains the user's email address.

The LDAP field that contains the user's other email
addresses. If the user has only one other email, then
use a single value or a multi-value LDAP field. If the
user has multiple other email addresses then use a
multi-value LDAP field.

The LDAP field that contains the user's second card id.

The LDAP field that contains the user's department.

The LDAP field that contains the user's office location.

The LDAP field containing the user's primary card ID

value.

The LDAP field containing the user's secondary card ID

value.

The LDAP search to retrieve the user. The {0} in the
search is replaced with * when listing all users, and
[username] when searching for a specific user. If no
search is defined, the defaultis ([userNameField]
={01}).IMPORTANT: The search mustinclude the
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{0} value.

Idap2.schema.group- The LDAP field that contains the group's name.

name-field

Idap2.schema.group- The LDAP field that contains the group members.

member-field

Idap2.schema.group- The LDAP search to retrieve the group. The {0} in the

search search is replaced with * for all group searches. If no
search is defined, the defaultis ([groupMem-
berField]={0}),which means get all entries with at
least one member. IMPORTANT: The search must

include the {0} value.

Idap2.schema.posix- If v, then the group member field contains the user's
groups username. If N, then the group member field contains

the user's DN.

Idap2.schema.home- The LDAP field that contains the user's home folder

directory-field path.

2.8.8.1. LDAP Server Default Configuration

When a particular LDAP server type is selected (e.g. Novell eDirectory), PaperCut MF uses
the following defaults to query the LDAP server. Use these defaults as a starting point for

customizing the LDAP searches or for supporting other server types.

Standard (Unix / Open Directory)

The following defaults are used if the LDAP server is configured to support Unix based

authentication.
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Table 27: Unix / Open Directory LDAP default set-

tings

Idap.schema.user-name-field uid
Idap.schema.user-full-name-field  cn
Idap.schema.user-email-field mail
Idap.schema.user-department-field departmentNumber
Idap.schema.user-office-field [not set]
Idap.schema.user-name-search (uid={0})
Idap.schema.group-name-field cn
Idap.schema.group-member-field memberUid

Idap.schema.group-search
Idap.schema.posix-groups

Idap.schema.home-directory-field

Novell eDirectory Defaults

(memberUid={0})
Y

[not set]

The following defaults are used if the LDAP server is a Novell eDirectory.

Table 28: Novell eDirectory LDAP default settings

Idap.schema.user-name- cn

field

Idap.schema.user-full-name- fullName
field

Idap.schema.user-email- mail

field

Idap.schema.user-depart- ou

ment-field
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Idap.schema.user-office- 1
field

Idap.schema.user-name- (& (cn={0}) (objectClass=person))

search

Idap.schema.group-name- cn
field

Idap.schema.group-mem- member
ber-field

Idap.schema.group-search (& (member={0}) (objectClass-

s=groupOfNames) )
Idap.schema.posix-groups N
Idap.schema.home-dir- [not set]
ectory-field
Microsoft Active Directory Defaults

The following defaults are used if the LDAP server is a Microsoft Active Directory.

Table 29: Active Directory LDAP default settings

Idap.schema.user- sAMAccountName

name-field

Idap.schema.user- displayName

full-name-field

Idap.schema.user- mail

email-field

Idap.schema.user- department

department-field

Idap.schema.user- physicalDeliveryOfficeName

office-field

I I Copyright © 1999-2016 PaperCut Software International Pty. Ltd. All Rights Reserved. 300 of 1084



PaperCut MF Implementation Guide Chapter 2: Installation

Idap.schema.user- (& (sAMAccountName={0}) (objectCat-

name-search egory=person) (objectClass=user) (sAMAc-
countType=805306368) )

|dap.schema.group- sAMAccountName

name-field

Idap.schema.group- member

member-field

|dap.schema.group- (& (member={0}) (objectCategory=group))

search

Idap.schema.posix- N

groups

ldap.schema.home- homeDirectory

directory-field

2.8.9. Print Authentication

Modern large multi-user networks, like those typically seen in Higher Education, are made
up of mix of operating systems, authentication methods, personal student laptops, print pro-
tocols and disparate networks. This heterogeneous mix poses problems for System Admin-
istrators working towards a unified and centralized print management system. PaperCut
MF supports an array of tools to help administrators meet their unification goals. PaperCut
MF's flexibility is, however, a double-edged sword and the multitude of options also bring
complexity. This section discusses cross-platform support in detail, and hopes to arm the
reader with the knowledge needed to make the correct architecture decisions. Solutions
are presented as "recipes" with the aim of directing the reader to appropriate procedures

and other sections.

The objective of a centralized and unified PaperCut MF system is to offer all users, irre-
spective of their operating system or access method, access to the full array of features in a
secured and authenticated way. PaperCut MF offers cross-platform client software provid-
ing end-user features on all major operating systems, however, the need for secured and

authenticated access adds an extra, somewhat complex dimension.
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2.8.9.1. About Authentication and Printing

What is authentication?

Authentication in a printing environment is the act of confirming the digital identity of the per-
son who issued a print job. Knowledge of the user's identity allows PaperCut MF to offer the
user access to functions such as allocating the cost of a job to their account, or offering them
access to shared accounts. In a Windows domain environment, authentication is handled at
the point of login using a username and password. A web-of-trust is then established

between servers and services.

Why does authentication pose a problem?

By default PaperCut MF assumes the printer queues are authenticated and trusts the user-
name that is associated with the print job. Itis this user is charged for for the printing. On
fully authenticated networks (like 100% Windows Active Directory networks), PaperCut MF
can trust the username associated with the job. There are a few common scenarios where

authentication is not as simple:
1. Generic, common, or shared user accounts. (e.g. generic "student" login).
2. Systems that auto-login as a set user.
3. Unauthenticated print queues or print protocols (e.g. LPR).
4. Users' personal laptops that are not authenticated on the network.

Generic or shared login accounts are seen in some computer lab and network envir-
onments. In these environments administrators ask users to log in to selected systems
using standard user names such as "student" or "user”. This practice is particularly common
on the Apple Mac operating system as a single login helps streamline system and applic-
ation management. The use of the Window auto-login feature also poses a similar problem
- authentication is not enforced at the time of system startup. An extra layer of authen-

tication is required on these systems to correctly identify the person that performs printing.

Unauthenticated print queues also pose problems in cross platform environments. In an
ideal world, all computers would talk the same protocols and happily work together in a
single centrally authenticated environment. You can come close to this goal in a 100%

Microsoft Windows environment, however, if you mix in Unix, Linux and Mac, it's a different
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story. Although initiatives such as CUPS (Common Unix Printing System) and the Internet
Printing Protocol (IPP) offer some hope, unification in the area of authenticated printing is
still some way off. Unfortunately technical reasons often prevent networks from using

CUPS authentication or exclusively using the authenticated Microsoft printing protocol.

The use of personal laptops or other unauthenticated workstations in an otherwise authen-
ticated network is another cause of problems. These machines might not be able to authen-

ticate to your network for a number of reasons:
“ The operating system does not support authentication (like Windows Home editions).
“ Itis too complex to configure authentication on personal laptops.
® Userslog in to their laptop with their personnally chosen username and password.

“ You cannot force users to change the configuration of their personal laptops.

How does PaperCut MF address authentication?

If technical reasons prevent authentication at the print queue level, PaperCut MF provides
a number of alternate authentication options. These options change PaperCut MF's default
behavior of trusting the username associated with a print jobs, and instead the user is
required to re-authenticate before the job is printed. The two alternate authentication

options are described below.

Popup authentication (IP session based authen-
tication)

This method involves associating the workstation's IP address with a user for a specified
period of time - a session. Any print jobs arriving from this IP address are deemed to be
associated with this user. Authentication is provided by the PaperCut MF client software in
the form of a popup dialog requesting a username and password. Data is transmitted to the
server via an SSL encrypted connection. To print with popup authentication the client soft-

ware must be running on the workstations or laptops.

Use popup authentication to:
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“ Authenticate users who print from a generic login or auto-login account. This is done

by flagging the generic account as unauthenticated in PaperCut MF.

® Authenticate users not authenticated to the network (e.g. personal laptop users). This

is done by marking the print queues as unauthenticated in PaperCut MF.

q'l.ugin

.
| T
g, A Loom

- Your login credentials are required for printer access

Username: |

Passvinrd:

Remembes: |F-:|r next S minubas:

For more information, see Popup authentication.

Web Print

Web Print is a service for printing documents that are uploaded via a web browser. This
provides a simple way to enable printing for laptop, wireless, and anonymous users without

installing print drivers.

With Web Print users are authenticated when they log in to the PaperCut MF user web inter-

face. Any documents they upload can then be tracked against their user name.

For more information, see \Web Print (Driver-less printing via a web browser).

Release Station authentication

Release Stations work by placing print jobs in a holding queue. Users must authenticate at
a Release Station before being given access to release their job. A Release Station nor-
mally takes the form of a dedicated terminal located next to the printer(s), however, the hold-

ing queue can also be accessed via a web browser. The act of a user releasing a job causes
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it to be charged to their account. You can use Release Stations without installing the client

software on user's workstations.
The hold/release queues are enabled on a printer queue level within PaperCut MF

For more information on setting up and using Release Stations, see Hold/release queues &
Print Release Stations. To achieve authentication, the Release Station is run in "release

any" mode.

Choosing the right authentication option for your
network

The choice of the authentication approach depends on the constraints of your network and

your requirements. Below are some points to consider when making this decision:

“ Popup authentication: Usually the most user-friendly option, but it requires the client
software to be installed and running on all workstations that print. In some envir-

onments it is not possible to mandate that software be installed on personal laptops.

® Release Station Authentication: Users do not need any additional software installed
but the process of releasing a print job is more involved. You must install standard
Release Stations nearby all your printers, or make use of the end-user web Release
Station. If you are already using hold/release queues, then it makes sense to also use

them for authentication.

Handling partially authenticated networks

Many sites have a heterogenous network with a mix of both authenticated an unau-
thenticated printing. A common example, is a college where all lab computers are con-
nected to the domain and users must log in to the workstations to print. The college also
allows students to print using their personal laptops that are not authenticated on the net-

work.

An administrator can enable PaperCut MF authentication for all users. This is the simplest
to set up but is inconvenient for users who are already fully authenticated. Why should an

authenticated user have to re-authenticate with PaperCut MF to print?

To overcome this it is recommended to set up two sets of print queues, one for the authen-

ticated users and another for the unauthenticated users. These queues can point to the
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same physical printers, but are configured differently in both PaperCut MF and the oper-

ating system. The authenticated print queues:

® Must only be accessible to authenticated users (i.e. through network security or oper-

ating system permissions).

* Should not have the authentication enabled within PaperCut MF (i.e. do not enable the

hold/release queue or unauthenticated printer options on the print queue).
© Should not be published to unauthenticated users.
The unauthenticated print queues:
® Must be configured to allow printing by unauthenticated users.

* Must have the authentication enabled within PaperCut MF. i.e. Enable the hold-

/release queue or flag the printer as unauthenticated.
“ Must be published to anonymous users so they know how to connect/user the printers.

If the decision as been made to split up printers into two separate queues (authenticated
and unauthenticated), administrators can use tools such as IP address filtering, firewalls, or
user/group access permissions to control who has access to which set of queues (i.e. deny

"guest" account access on authenticated queues in Windows).

For a detailed explanation of setting up PaperCut MF for unauthenticated laptop printing

see Handling Unauthenticated (non-domain) Laptops

For discussion of many other authentication scenarios see The Authentication Cookbook -

Recipes by example

2.8.9.2. Handling Unauthenticated (non-domain) Laptops

Schools and colleges commonly allow students to use their personal laptops for printing to
campus printers. They also want to allocate/charge printing from these unauthenticated
users to the correct person. However, if the systems haven't authenticated with the net-
work, then user credentials are not provided with the print job (or worse, their personal
laptop username is associated with the job). For example, on Windows networks, the jobs
might list as gue st. PaperCut MF addresses this this problem by providing alternate print
authentication options. This section provides a step-by-step guide to configuring these

authentication options.
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Before continuing it is highly recommended to read the introduction to print authentication
(see Print Authentication). It introduces the important concepts required to understanding

print authentication.

Option 1: Popup authentication for unauthenticated laptops

Having chosen popup authentication to authenticate your laptop users, you should review

Popup authentication for a detailed explanation of the feature.

Step 1: Decide whether to enable popup authen-
tication on all printer queues

First decide whether to enable authentication for all queues, or only the queues accessed
by unauthenticated laptop systems. For more information, read Handling partially authen-

ticated networks.

If you enable authentication only for your unauthenticated laptops, you must configure a
second set of unauthenticated print queues. These queues can point to the same physical

printers as your authenticated queues.

Often the simplest way to set up these unauthenticated queues is to configure a separate
print server that allows anonymous printing. You can make use of a firewall or operating
system permissions to ensure that the anonymous users cannot access the "authenticated
queues”. On Windows networks, you might need to enable the gue st account on the
domain/system so users running the "Home" editions of Windows can print to these

queues.

Step 2: Install/run the User Client software on
laptops

To use popup authentication, the client software must be installed and running on the unau-
thenticated laptops. You should make the client available for your users along with instruc-
tions of how to install the software on their laptops. You can easily install the software on all

common operating systems (Windows, Mac and Linux).

For more information on installing and deploying the client software see User Client Deploy-

ment.
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Step 3: Mark the printer queue as "Unau-
thenticated"

By default PaperCut MF trusts the usernames that are associated with the print job. When
printing from unauthenticated laptops this username cannot be trusted. By flagging the
printer queue as "unauthenticated", PaperCut MF no longer trusts the username and

prompts the user to authenticate.

Advanced: An alternate approach on Windows networks is to enable the unauthenticated

option at the user-level on gue st only rather than at the queue level.
To flag the printer as Unauthenticated:
1. Login as the built-in admin user.
2. Clickinthe Printers section.
3. Select the printer you want to mark as Unauthenticated.
4. Inthe Configuration section, select the Unauthenticated printer check box.
5. Click OK to save the changes.
6. Repeat this process for each printer that requires popup authentication enabled.
o Important: Once the printer is flagged as Unauthenticated, no print jobs are prin-

ted until the user has authenticated using the client software. It is important that all

workstations using these print queues are running the client software.

Step 4: Test the popup authentication

Itis important to test the popup authentication once enabled. To do this:
1. Start-up an unauthenticated laptop/workstation.
2. Ensure that the User Client software is installed and running.

3. Perform atest print job to the queue on the print server you flagged as Unau-

thenticated.

4. The client software should popup the authentication dialog box. The print job should
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not print until you successfully authenticate.

5. Once authenticated, verify that the print job completes and the job is logged against

the correct username in Printers->Print Jobs.

Option 2: Release Station Authentication for Unauthenticated Laptops

Having chosen Release Stations to authenticate your laptop users, you should review

Hold/release queues & Print Release Stations for a detailed explanation of the feature.

Step 1: Decide whether to enable Release Station
authentication on all print queues

First decide whether to enable the hold/release queue for all print queues, or only the
queues accessed by unauthenticated laptop systems. For more information, read Handling

partially authenticated networks.

If you enable the hold/release queue only for your unauthenticated laptops, you must con-
figure a second set of unauthenticated print queues. These queues can point to the same

physical printers as your authenticated queues.

Often the simplest way to set up these unauthenticated queues is to configure a separate
print server that allows anonymous printing. You can make use of a firewall or operating
system permissions to ensure that the anonymous users cannot access the "authenticated

queues".

Step 2: Choose which Release Station interface to
use

You can choose between the Standard Release Station interface and the end-user web

interface. The standard Release Station:

“ Requires a dedicated workstation nearby the printers that is configured to run the

Release Station.

“ Requires less user education because when they walk up to fetch their print jobs it is

obvious they need to use the Release Station to user the job.

The end-user web Release Station:
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“ Requires no workstations configured near the printers. Users use a web browser to

log in to the end-user web interface and release their jobs.

“ Users must be provided with instructions on how to print and then log in to the web

Release Station to release their print jobs.

After choosing the Release Station interface, proceed to the appropriate step below.

Step 3a: Run and configure the Standard Release
Station
If using the standard Release Station:

1. Deploy the standard Release Station to workstations located nearby your printers.

See Release Station Configuration for information on deploying the Release Station.

2. Runthe Release Station in "Release Any" mode, which allows users to log in and see
all print jobs awaiting release. When they release a job it is charged to their user

account. For more information see Release Station Modes.

Step 3b: Enable and configure the End-user Web
Release Station
If using the end-user web Release Station:

1. Login as the built-in admin user.

2. Clickinthe Options section.

3. Inthe User Features section, enable the Allow users to view held jobs (hold-

Irelease queues) option.

4. Change the Users have permission to setting to Release any jobs (charge to

their account).

5. Click Apply to save the changes.
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Step 4: Enable the hold/release queue for the print
queues

By default, PaperCut MF allows the jobs to be printed without any interaction from the user.
The hold/release queue feature holds the print job until the user logs into a Release Station

and releases the job. To enable the hold/release queue for a printer:
1. Login as the built-in admin user.
2. Clickinthe Printers section.
3. Select the printer you want to enable the hold/release queue on.
4. Inthe Configuration section, enable the Enable hold/release queue check box.
5. Click OK to save the changes.
6. Repeat this process for each printer that requires the hold/release queue enabled.
o Important: Once the hold/release queue is enabled, no jobs print until released

using a Release Station. It is important to instruct your users how to use the

Release Station, otherwise they will not be able to print.

Step 5: Test the Release Station
It is important to test the Release Station once enabled. To do this:
1. Start-up an unauthenticated laptop/workstation.
2. Perform a test print to a print queue with the hold/release queue enabled.

3. Forthe standard Release Station, go to the print Release Station and login as a

user. Select the job you printed; then click the Print link to release the job.

4. Forthe end-user web Release Station, log in to the end-user web pages at
http://yourserver:9191/user. Selectthe Jobs pending release link.

Select the job you printed; then click the [print] link to release the job.

5. Logintothe PaperCut MF admin pages and verify the print job was allocated to the

correct user in the Printers->Print Jobs section.
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2.8.9.3. The Authentication Cookbook - Recipes by

example

This section discusses various solutions to the "authentication problem" in recipe style. The
aim is not to provide detailed step by step instructions, but rather guide the user to the rel-

evant procedures and sections in other parts of the manual.

Windows systems with generic logins

This scenario arises either when users log in to systems using a common username such as
user or student, or if the workstations auto-login as a generic user. See introduction for

details.

Preferred Method:

© Ensure all users have an account (username and password) on the server (or domain)

hosting the PaperCut MF software.
® Install client software on all systems. See User Client for more detail.

* Enable popup authentication by selecting the Unauthenticated option on the cor-

responding generic user account.

® See Popup authentication for more detail.

Other Methods:

1. Use standard Release Station in "Release Any" mode, or the end-user web Release
Station configured to allow users to release any jobs. See Hold/release queues &

Print Release Stations.

2. Consider implementing domain level logins.

Windows laptops that do not authenticate against a domain

Portable systems can spend most of their time outside the organization's network so setting
up domain authentication might not be required. The laptops/notebooks are often owned by

a single individual and are not under the control of a central administrator.
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Preferred Method:

Use popup authentication or hold/release queues. For more information, see User and

Group Synchronization.

Alternate Method 1:

If using a version of Windows that can authenticate with a domain (i.e. not the Windows

Home editions), then you can configure the laptop to authenticate with the network as fol-

lows.

1. Teach the user how add their domain username and password to their Stored user-

names and passwords:

a.

b.

Start > Control Panel > User Accounts
Select the user's laptop login account

Click Manage my network passwords

Click Add

Enter the name of the server and the user's network domain username and

password

2. Teach the user how to add a network printer in the form \\server\printer.

3. Optional: Locally install client software usingthe client-local-install.exe

install program. This is located on the \\ Server\PCClient\win share. Atthe

end of the install process, the client opens asking the user to confirm their network

identity. See User Client for more detail.

Alternate Method 2:

1. Add a generic "LaptopUser", or "guest" user account to the domain. Make the pass-

word known to all users (e.g. password).

2. Set the unauthenticated option on this user (enable popup authentication).

3. Locally install client software usingthe client-local-install.exe install pro-

gram. Thisis located on the \\ Server\PCClient\win share. Atthe end of the
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install process the client opens asking the user to confirm their network identity. See

User Client Options for details.
4. Teach the user how to add a network printer pointingto \\server\printer.

5. See the preceding scenario for more detail.

Windows print server using LDAP or eDirectory authentication

The Microsoft Windows operating system does not play well in non Active Directory domain
environments such as LDAP or eDirectory. Although it is possible to configure a Windows
print server on any network, Windows does not normally provide the ability to use LDAP as
an authentication source. Jobs are listed under either a local Windows user identity or a
guest account. Use PaperCut MF's popup authentication, bound to LDAP, to work around

this limitation.

Preferred Method:

® Set up the Windows server and install and share printers.

“ Set printer permission to allow printing from a general "guest" type account. This usu-
ally takes the form of the built-in guest account, or a local account with a known user-

name and password (e.g. printuser).

® Configure printers on each workstation. Ensure all workstation users can print and

jobs list in the print queue under the guest account configured in the previous step.

* Install the PaperCut MF software. Select the LDAP server as your user/group source.
PaperCut MF then uses this source for the user list and authentication. See Using

LDAP for user synchronization for more information about LDAP.

“ Set the Unauthenticated option on each printer (print queue). This enables popup

authentication. See Popup authentication for more information.

“ Install client software. See User Client for more detail.

Other Methods:

1. Use Release Station. See Hold/release queues & Print Release Stations.
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Mac OS X systems with generic user accounts

Mac OS X workstations in a lab environment are often set up so users log in using a com-

mon, generic, or standard account. For example, "macuser” or "student".

Preferred Method:

-

. Install client software. See User Client for more detail.

2. Add a domain/network user account that matches the generic login account (i.e.

"macuser"). This ensures the account is available in PaperCut MF.

3. Setthe Unauthenticated option on the "macuser" account.

4. Add the printer(s) so jobs list under the "macuser" account. If the print queues are
hosted on Windows, add the printer using Samba. (e.g. A DeviceURI such as
smb://macuser:password@servername/printer). See Mac Printing in

Detail for an explanation on how to add a printer using this method.

o Tip: If you are running Mac OS 10.7, you might need to include the portin
the DeviceURL:

smb://username:password@server name:139/printer

name

Other Methods:

1. Use standard Release Station in "Release Any" mode, or the end-user web
Release Station configured to allow users to release any jobs. See Hold/release

gueues & Print Release Stations.

2. Consider setting up domain-level authentication.

Mac OS X systems using domain authentication via Open Directory

You can configure Mac systems to authenticate users via a central Mac OS X server run-

ning Open Directory. Each user has their own login account.
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Preferred Method:

@ Set up print queues on the Mac OS X Server.

“ Set up PaperCut MF on the server either as a primary server, or as a secondary server
reporting to another primary server (either Mac, Linux or a Windows system) (see

Installation).

“ Add printers to each Mac workstation. Ensure the local printers point to the shared

print queue set up on the server.

® Optional: Install client software (User Client).

Other Methods:

1. Use standard Release Station in "Release Any" mode, or the end-user web Release
Station configured to allow users to release any jobs. See Hold/release queues &

Print Release Stations.

2. Setup print queues on a Windows system and use popup authentication - see next

recipe.

Mac OS X systems using domain authentication via Windows Active Dir-

ectory

You can configure Mac systems so users log in using their Windows Active Directory
domain username and password. The Mac Windows printer support using Samba/SMB,
however, requires printers to be added using a single username and password and this is

shared by all users. For this reason an extra layer of authentication is required.

Preferred Method:

“ Host printers and the PaperCut MF system on the Windows server.

“ Ensure the print server is running in Mixed mode or Pre-Windows 2000 Com-

patibility Mode. Macs currently have problems with Native Mode networks.

“ Add a domain/network user account that matches the generic login account (i.e.
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"macuser"). This ensures that the macuser account is added to PaperCut MF's user

list.

® In PaperCut MF, turn on the Unauthenticated option on the "macuser" account to
enable popup authentication. Also ensure that the account has zero balance and is

restricted.

“ Add the printer(s) so jobs list under the "macuser" account. If the print queues are hos-
ted on Windows, add the printer using Samba. (e.g. A DeviceURT such as
smb://macuser:password@servername/printer). For more information

about how to add a printer using this method, see Mac Printing in Detail.

o Tip: If you are running Mac OS 10.7, you might need to include the port in
the DeviceURL:

smb://username:password@server name:139/printer name

“ Install client software (see User Client).

Other Methods:

1. Use LPR as a connection method. See Scenario Three: Multi-user Macs using

LDAP or Active Directory authentication in detail.

2. Use standard Release Station in "Release Any" mode, or the end-user web
Release Station configured to allow users to release any jobs. See Hold/release

gueues & Print Release Stations.

3. Host printers on a Mac Server (see the previous recipe).

Mac OS X laptops (or single user systems) printing to Windows print

queues

Mac systems that are owned/used by a single user can benefit from having the printers

added in such a way in that they automatically authenticate under their identity.
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Preferred Method:

“ Teach users how to add printers using the method described in Scenario One: My

Own Mac (Single User).

“ Use popup authentication or hold/release queues. For more information, see Handling

Unauthenticated (non-domain) Laptops.

Other Methods:

1. Locally install client software usingthe client-local-install program located
in the directory [app-path] /client/mac. The client displays a popup asking

them to confirm their network identity (via username/password).

Linux Workstations in a lab environment with printers hosted on a Win-

dows server

Linux workstations typically use the CUPS print system. CUPS, through the use of Samba,

can print directly to Windows print queues.

Preferred Method:

“ Ensure the system is configured to deny remote shell access to standard users - that
is, only allow direct screen/console access. This ensures the system's IP address can
be associated with a single user providing a suitable environment for popup authen-

tication.

“ Ensure the print server is running in Mixed mode or Pre-Windows 2000 Com-
patibility Mode. Some Linux distributions currently have problems with Native

Mode networks.

“ Add a domain/network user account that matches the generic login account (i.e. "linux-

user"). This ensures the "linuxuser" account is added to PaperCut MF's user list.

“ In PaperCut MF, turn on the Unauthenticated option on the "linuxuser" account to
enable popup authentication. Also ensure that the account has zero balance and is

restricted.

“ Add the printer(s) so jobs list under the "linuxuser" account. If the print queues are
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hosted on Windows, add the printer using Samba. (e.g. A DeviceURT such as
smb://linuxuser:password@servername/printer). Refertothe CUPS or
distribution documentation to read more how to add a CUPS printer using an smb

backend.

“ Install client software. For more information, see Deployment on Linux and Unix. If
users log in to the workstations using a username that matches their Active Directory
password, no additional client configuration is required. If users log in using a generic
or non-matching account, use command-line options orthe config.properties
file to force the client to display under the user's domain identity. See User Client

Options for more information.

Other Methods:

1. Use standard Release Station in "Release Any" mode, or the end-user web
Release Station configured to allow users to release any jobs. See Hold/release

queues & Print Release Stations.

2. Host printers on a CUPS server running on Linux.

3. Install PaperCut LPD Service and use a LPR rather than CUPS (or CUPS with an
LPR backend).

Linux Workstations in a lab environment with printers hosted on Linux

CUPS server

Network administrators running Linux labs might choose to host the printers on a Linux

server running CUPS. For convenience, CUPS is set up without authentication.

Preferred Method:

® Setup CUPS print queues on a Linux server.

“ Ensure each user has an account on this system (or the domain depending on Paper-

Cut MF's selected user list source)

“ Setup PaperCut MF on the server either as a primary server, or as a secondary

server reporting to another primary server (either Mac, Linux or a Windows system)
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(see Installation).

® Set the Unauthenticated option on each printer (print queue). This enables popup

authentication (see Popup authentication).

* Ensure the system is configured to deny remote shell access to standard users, that is,
only allow direct screen/console access. This ensures the system's IP address can be
associated with a single user providing a suitable environment for popup authen-

tication.

® Install client software (see User Client).

Other Methods:

1. Use standard Release Station in "Release Any" mode, or the end-user web Release
Station configured to allow users to release any jobs. See Hold/release queues &

Print Release Stations.

2. Use CUPS Authentication.

Linux laptops (or single user systems)

Modern Linux laptops make use of the CUPS print system. This environment is equivalent

to the Mac laptop recipes described above.

Multiuser Unix terminal servers

Unix or Linux systems allowing remote SSH, Telnet, VNC, or X connections differ from the
other scenarios discussed above. These systems cannot use the popup authentication as it
is not possible to uniquely identify a user from the system's IP address. The only secure

option is to use the Release Station.

Preferred Method:

“ Set up PaperCut MF on your preferred server - this does not need to be the multi-user

terminal system itself. It could be another Windows or Linux server.

® Ensure PaperCut MF sources its user list from the same source as that used by the
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multi-user terminal server - most likely an LDAP server.

® Enable the Release Station option on all printers that are accessed via users of the

multiuser terminal system.

O Important:

Enabling the Release Station option might be incompatible with objectives
of other operating systems so it might be appropriate to set up a separate

set of print queues. See Further Recommendations below for more detail.

' Set up a Release Station. This commonly takes the form of a dedicated terminal loc-
ated near the printers, however, other options worth considering using the PaperCut
MF end-user web interface to release jobs, or the Release Station command-line cli-

ent. See Hold/release queues & Print Release Stations for details.

® Instruct users on how to use the Release Station.

Other Methods:

1. No alternate methods.

Further Recommendations

1. Decide on an authentication method and use it consistently throughout the organ-
ization and network. For example, using popup authentication on some systems and
Release Stations on others might be confusing for users. Try to offer a consistent

user experience.

2. Where possible, configure workstations to communicate with the server using the
server's native print protocol. For example, use SMB or standard Windows printing
when printing to a Windows server, and Internet Printing Protocol (IPP) when print-

ing to a CUPS server. Servers are most reliable when talking their own language!

3. Consider the scope of any configuration change. For example, enabling popup
authentication or Release Station on a print queue affects ALL users of that printer.
For example, you might want to ask Linux users to use the Release Station, how-
ever, this might be considered an inconvenience for Windows users. In these cases,

you might set up two print queues for each physical printer - the first queue without
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Release Station enabled for Windows users and the other with the Release Station

option enabled for Linux users.

2.8.10. PaperCut LPD Service

PaperCut MF ships with its own LPD Service that supports support cross platform printing.

This service provides end-to-end support for customers who use PaperCut MF and LPD.

2.8.10.1. Using the PaperCut LPD Service

The PaperCut LPD Service allows print administrators to connect disparate systemsto a

Windows Print Server, allowing the server to accept jobs from
® Mac Clients/Servers
® Linux Clients/Servers
“ AS400 Servers
“ Mainframes
® ...any other client or server that supports LPR printing.

The PaperCut LPD Service also allows administrators to continue to support methods that

bypass any authentication requirements to print to a Windows Server.

Installing the PaperCut LPD Service

After installing the Microsoft Windows version of PaperCut’s Primary, Secondary or Site
Server software, the PaperCut LPD Service wizard style installer is available under

[appath]\providers\ipd\win\pc-lpd-installer.exe
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[ ) setup - PaperCut LPD Service L=

Welcome to the PaperCut LPD
Service Setup Wizard

I m This will irstal PaperCut LPD Servies on your compuber.
It is recommendied that you dose all other applicatiors before

conbnuing.

Click Mext to continue, or Cancel to exit Satup.

F'*euw:&rCut'_:i

[hext> ] [ canca |

LPD Servers listen on port 515 by default, so Administrators must ensure that this port is
open to requests from clients (check that the port is not blocked by your firewall). The install-
ation wizard also checks for previous versions of the Windows LPD Server, and disables

these to ensure there is no port conflict.

It's important at this point to consider how the print jobs are being tracked. The print jobs
are sent with the username from the client system; e.g. the Unix, Linux or Mac, etc user-
name associated with the print job. If the username is not consistent with the Windows user-

name you want to associate with the job, consider additional PaperCut features like:
® Username aliasing
® Unauthenticated printing. See Handling Unauthenticated (non-domain) Laptops

® If this queue services a single account, enable the Override user-level settings at a

given queue and charge all jobs to a given shared account.

o Note:

“ You must share the printer before being able to connect to it using LPR.
This is different to Microsoft’s implementation, but provides an extra level of

control over which queues can be printed to using LPR.

“ The PaperCut LPD Service accepts inbound print data over TCP/IPv4. The
PaperCut LPD service does not support data over TCP/IPv6.
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o “ The PaperCut LPD service records routed print jobs in the Windows Applic-

ation Event log.

® PaperCut LPD responds to LPQ commands with "OK". No pending print job

information is revealed.

® For customers currently using the Windows LPD Service, installations of the

PaperCut LPD Service should not require any changes to the client.

Connecting to an LPD Service

Most operating systems, including Windows, support connecting to an LPD Service via the

LPR printing protocol. You need the following information:
® The address of the server running the PaperCut LPD Service.
“ The name of the queue: either share name or queue name.

o Note:

Some print systems (e.g. CUPS) do not allow spaces in queue names, so a share
or queue name that does not include spaces improves the likelihood of con-

nection.

An example using Mac OS X System Preferences
1. Select System Preferences.
2. SelectPrinters & Scanners.
3. Click + to add a new printer.
4. Click the IP tab at the top toolbar.
5. Fromthe Protocol dropdown, select Line Printer Daemon - LPD.
6. In Address, enter the IP address of the server hosting the printers.
7. In Queue, enter the printer's share name.

8. In Name, define a user friendly name; then select the printer type.
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9. Select the driver or printer model from the list; then click Add.

An example using the CUPS admin interface

This example assumes you are using the CUPS web based admin interface. Other meth-

ods are also available (e.g. GNOME printer manager in GNU/Linux)
1. Logintothe CUPS Administration Ul.
2. Click Administration > Add Printer.

3. Scroll to Other Network Printers; then select LPD/LPR Host or Printer.

- Lexmark Test @ macserverd (Generic Generic PostScript Printer)
= Lexmark X656de (2) (Lexmark Lexmark International Lexmark X556de)
O Lexmark X792 (Lexmark Lexmark International Lexmark X792)
' MX-3640N (3505734600) (SHARP MX-3640N)
' OKI ES8460 MFP-T15B43 (OKI OKl ES9460 MFP)
O OKIMCTTO-T3724A (OKI OKI MCTT0)
' Samsung CLX-8640 8650 Series (samsungc8650) (Samsung Samsung CLX-8640 8650 Series)
' Samsung CLX-9250 9350 Series (SEC0015005BB674) (Samsung Samsung CLX-9250 9350 Series)
0 Samsung M337x 387x 407 Series (SECD01599E14231) (Samsung M337x 387x 407 Series)
' TOSHIBA &-STUDIO2555C-11277256 (TOSHIBA TEC TOSHIBA &-STUDIO2555C)
0 WorkCentre 5325 (de.8d.01) (Xerox WorkCentre 5325)
0 Merox ColorQube 87005 (9C.93.4E:12.E4.7C) (Xerox Xerox ColorQube 87005)
O ((nully
' ipp-printer @ support (generic.ppd)
0 kyocera-250ci (105688) (Generic Generic PostScript Printer)
kyocera-250ci @ amit (PostScript PostScript Printer)
kyocera-250ci @ amit (99459) (PostScript PostScript Printer)
samsung-6555mx @ macserver0 (Generic Generic PostScript Printer)
samsungc8650-amit (57260) (Generic Generic PostScript Printer)
samsungc8650-amit @ amit (PostScript PostScript Printer)
samsungc8650-amit @ amit (129689) (PostScript PostScript Printer)
sharp-mx-3640.papercutsoftware.com (3) (Generic Generic PostScript Printer)
sharp-mx-3640.papercutsoftware com @ amit (PostScript PostScript Printer)
sharp-mx-3640.papercutsoftware com @ amit (4) (PostScript PostScript Printer)

Other Network Printers: © |nternet Printing Protocol (ipp)

= Internet Printing Protocol (https)
Internet Printing Protocol (ipps)
Internet Printing Protocol (http)
Internet Printing Protocol (ipp14)

' AppSocket/HP JetDirect

® | PD/LPR Host or Printer

' Windows Printer via SAMBA

| Continue |

CUPS and the CUPS leao are trademarks of Aoole Inc. Coovrioht 2007-2014 Aoole Inc. All riahts reserved.

4. Enterinthe Connection string using the example format on the page. i.e.
Ipd://hostname/queue
Ipd://10.100.65.38/Global

5. Queue Name — either the share name or print queue name on the print server. For

CUPS the queue name cannot contain spaces.

6. Create the CUPS queue by entering in the rest of the required information, such as
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Name, Description, Location etc.
7. Choose the driver; then click Add Printer.

(G Home Administration Classes Online Help Jobs

Add Printer

Name: Global
Description:
Location:
Connection: Ipd//10.100 65 38/Global
Sharing: Do Mot Share This Printer
Color Management: Enabled
Make:

| »

Continue

Or Provide a PPD File: | Choose File | Nofile chosen
| Add Printer |

CHPS and the CLIPS Inna are trademarks of Annle Ine Comwrioht 2007-2014 Apole Ine All Anhts resanned

Print jobs are accepted by LPD into the Windows printing system.

Printers Q, Search Help
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3 Tour

This section will guide you through the main areas of the application and cover some com-

mon management tasks.

3.1. Navigation

Before you jump in and start the tour of PaperCut MF, it is important to take some time to
understand the application's navigation tools. The subsequent sections detail the major

user interface elements.

3.1.1. Tabs

Dashboard Users Groups Accounts Printers Devices Reports Cards Options Logs About

T

Application areas are grouped into tabs that logically separate parts of the system. Select-
ing a tab displays the controls and information related to that area. Users are familiar with

the concept of tabs from many other applications.

3.1.2. Actions
Actons |

§ Reset Counts

E‘ Copy settings to other printers
& Rename this printer

¥ Delete this printer

& View charging rules

E} View filter rules

B View job log

& view statistics

Throughout the application, the Actions area lists a number of tasks or actions that can be

performed. The Actions list is always located in the top left-hand corner of the application
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window. Actions are adaptive and the list of actions changes depending on the area of the

application being viewed.

3.1.3. Buttons

ok | [ Cancel | [ Apply |

Changes made to options, user settings or configurations are only validated and applied
after submitting the change. Screens that you can save in the application have the following

buttons located at the bottom:
“ Apply - Validate and save the changes and return to this location/object

“ OK - Validate and save the changes and return to the data list ready to select and edit

another object.

® Cancel - Don't save and changes.

3.1.4. Crumb Trail

Dashboard Users Groups Accounts Printers Reports

Location * Prinbers * Prinder List Printer Detads

The crumb trail serves two purposes. It maps out the navigation path followed by the user
and provides a way to navigate up (back) the navigation path. For example, while editing a

user's account, the crumb trail provides a hyperlink up one level back to the User List.
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3.1.5. Status Messages

&= Printer Details: linux-server\Library MFP

Summary Changing Filters & Restrictions Scripting Job Log Statisbcs

m E Page cost must be a numeric value.

& Reset Counts

Copy settings to other printers Conﬁgurati on

I Hosted on
& Rename this printer Simple configuration options. Advanced linux-semver
' configuration options are availatle below and

X Delete his printer on tha other tabs. Type/Model

= o Lexmark MX710 Series XL

e View charging rules
Location/Department

Page cost

B View fitter rules

E View job log

% View statislics
ten ** (simpk)

Enable/Disable
Enabled ¥

Important status messages are displayed in the top section of the application window. Mes-
sages relating to an error or requiring user intervention are displayed in red. Standard mes-

sages are displayed in green and cautions in yellow.

3.1.6. Fields

Configuration
Hosted on

Simple configuralion linums erver
oplions. Advanced

configuration oplions  TyneModel
are available below )
and on the other hp deskiet 880¢
labs.
Phy=ical ientifier
localitsdll-po FT1

LacationTepartiment

Paqge cost

ﬂ T (gimple)

Configuring printers, users or settings are often done via text fields. Changes made to fields
are validated after clicking OK or Apply. If the field fails validation, the offending data is
marked with a red asterisk. Typical validation errors include invalid number or currency

formats.
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3.2. Sections

The PaperCut MF administration interface is grouped into task oriented sections. These
are denoted by the tabs at the top of the screen. The sections are:

Dashboard Users Groups Accounts Printars Davices Reports Cards Options Logs About

3.2.1. Dashboard

* The What's next? gadget provides tips for new users.
“ The System Status gadget provides a list of system statistics.

® The Pages Printed graph shows a running history of the daily pages printed over the

past 30 days.
® The Environmental Impact gadget provides environmental impact statistics.
* The Printer Status gadget displays daily pages printed and device status per printer.

® The News gadget has links to the latest information about release and development

activity at PaperCut.

® The Real-time Activity gadget is a scrolling summary of PaperCut events with expand-

able details.
* Related sections:

2 The Dashboard

3.2.2. &8 Users

* View alist of all users

® View and change a user's credit balance
® View a user's statistics and charts

® List a user's printing activity

* Change user privileges and settings
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“ Related sections:
© Basic User Operations

© Advanced User Management

3.2.3. %8 Groups

“ Add/Remove domain or network groups required for user management

“ Define rules controlling how new users are created

Perform bulk user operations

@

Control user quota allocations

-]

Related sections:
© Groups in PaperCut MF

© Advanced User Management

3.2.4. = Accounts

“ View, edit and create shared accounts

“ View and change the shared accounts credit balance

-]

List all charges against shared accounts

@

Set account access security

-]

Related sections:
© Shared accounts

© User Client

3.2.5. & Printers

® View and edit printer costs and settings
“ Define printer filter rules and restrictions

“ View printer statistics and charts
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® Visually inspect the contents of print jobs (via Print Archiving)
® Related sections:

© Basic Printer Operations

© Advanced Printer Management

© Web Print (Driver-less printing via a web browser)

© Print Archiving (viewing and content capture)

3.2.6. &a Reports

® Access to standard reports for viewing, export and printing
“ Run one click reports for quick overviews
“ Run reports over Ad-hoc date ranges
® Related sections:
© Charting, Statistics, Reports and Logs

© Reports

3.2.7. & Cards

® Managed TopUp/Pre-Paid Cards

“ View card use and activity

L]

Download and install the card creation wizard

L]

Import new cards
® Related sections:

© TopUp/Pre-Paid Cards

3.2.8. [Z Options

“ Access general system settings

“ Control administrator access and security
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® Perform network user and group synchronization tasks
“ Perform backup snapshots
“ Related sections:

© System Management

© Tools - database, server-command scripting, and APIs (Advanced)

3.2.9. MllLogs

“ View all recent print jobs

“ View system audit, security and application events in the application log
“ View administrative changes made to users in the audit log

“ Related sections:

© System Management

3.2.10. © About

@ List version and build information

“ Access update news

“ Install and view license information
® Related sections:

© Licensing and Support

3.3. Basic User Operations

The user section is dedicated to user management. Common user oriented tasks include

assigning additional credit to users, viewing a user's activity, and controlling user privileges.

Users in PaperCut MF can be assigned either:
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® Restricted access where access to resources is denied once their credit drops to zero

(or to the overdraft limit).
® Unrestricted access meaning the user is never denied access.

To change a user's restriction privileges:

-

Log in as the built-in admin user.
2. Click the Users section.
3. Select the user from the list (or enter the user name in the quick find).
4. Scroll down to the Account Details section.
5. Click the Restricted check box.
6. Click Apply to save the change. A save success message is displayed.
Toincrease a user's account balance by $10.00:
1. Select the user from the list (or enter the user name in the quick find).
2. Select the Adjustments and Charges tab.
3. InAdjustment, enter $10.00.
4. Enter acomment to associate with the transaction.

5. Click Apply.

g?- User Details: Chris Dance (chris)

Adjustments & Charges JRECULET=TL IS TR

Account

. . Enter the adjustment amount to apply to this account
ReodierE Crar Anegative value subtracts from the account (a Default ~

deduction). Comments will appear in the transaction

|s View users rangactions

list and are used to track the reason for the Current balance
adjustment.
B View users job log $10.00
1= View user's auditlog Adjustment to apply
$10.00
& Re-apply initial setings
Comment

& Reselusers slatistics

Added $10.00 after cash payment

& Delete user

Find user. . Apply

To view a user's transaction and print history:
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1. Select the user from the list (or enter the user name in the quick find).
2. Selectthe Transaction History tab to view the user's transaction.

3. Select the Job Log tab to view the user's recent print activity.

3.4. Basic Printer Operations

All printers managed by PaperCut MF are configured under the Printers section. Printer

configuration includes:
@ Setting a cost-per-pages or defining more complex charging rules.

® Defining advanced filter and restriction rules. For example, configuring a printer to

deny jobs of a selected size or automatically removing duplicate documents.
“ Controlling the enabled/disabled status via time-latches.
To define a basic cost-per-page of $0.10:
1. Login as the build-in admin user.
2. Select the Printers section.
3. Click the printer who's page cost is to be defined.
4. Inthe Configuration section, enter a page costof $0.10.
5. Click Apply to save the change.

To define an advanced cost model offering a 40% discount for duplex (double sided) print-
ing:
1. Under the Printers section, select the printer whose cost model is to be modified.
2. Click the Advanced Charging tab.

3. Select a charge type of by category.

4. InDuplex Discount, enter 40%; then select Percent less from the drop-down list.
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5. Click Apply to save the change.

Charging type: | by calegary hd

Charging by Paper Size
Category

This charging model provides the
ability 1o control cost based on
calegories. All jobs are charged atthe  Large paper surplus (larger then Legal or 130 44)

base cost-per-page. Documents 5000 | Extra per page ~

printed on large paper can be charged . Rerpag

at a higher rate (3 surplug) while

grayscala and duplex documants Very large paper surplus (lsrger than 11217 or B0 42

offered a discount. §0.00 | Extra per page ¥

Grayscale discowmt
| §0.00/ | Less per page »

Base cost
. s0a0)

Dupstent discount
| 40.00% |F'ar|:nn1 less ¥

(Aopi) (Gancel)

Filters provide administrators with access to a set of rules to control what type of doc-
uments are allowed access to the printer. You can use filter rules for a variety of tasks such

as:

® Enforcing good printing practices

® Preventing queue jamming and hogging

“ Ensure printers are used for the purpose they are designed for
Filter options include:

“ Control by the jobs cost

“ Control by a document's page count

“ Denying jobs based on their color mode

® Filtering by document name

“ Automatically denying and deleting duplicate documents
Example - To apply a filter preventing jobs over 100 pages:

1. Under the Printers section, select the printer to which the filter will apply.

2. Click the Filters tab.
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3. Scrollto the Page Count section.
4. Click and select the deny jobs based on number of pages.

5. Enterin 100 in the maximum filed.

Suommary  Charging Fillers & Resirictions Scripting Job Log Statistics

Conversions

Convert to Grayscale

Automatically convert color jobs to
grayscale for the specified users.

[ convert col or jobs to grayscale for:

| All users r

Convert to Duplex

Automatically converd simplex (single
sided) jobs fo duplex (double sided)
far the specified users l-":"" Users bl

Apply | Cancel

L) convert simplax jobs to duples for,

Restrictions
Restriction Scope ¥ only apply filters fo restricted users
Specity how filters should be applied
10 users.
Group Restriction =) only allow the following groups to print:

Specity which groups should hava
accass to this printer.
To disable a printer for the next hour using a time latch:
1. Under the Printers section select the printer to lock or disable.
2. Onthe Summary tab, scroll to the Configuration section.

3. Select Disable for next hour from the drop-down list.
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4. Click Apply to save the change.

5 Printer Details: linux-server\Laser Printer

LG EL Charging  Filters & Restnictions Scripting  Job Log Statistics

EE  conguration
Hosted on

& Reset Counts Simple configuration options. Advanced linus-server
configuration options are available below and on
B2 Copy seftings to other printers ihe othertabs Location/Department
& Rename this printer |On the admin front desk
M Delete this printer Page cost
30.10 (simpie)

& View charging rules

EnableDisable

Wiew filter rules
& Disabled until Feb 3, 2014 2:34:21 PM (Enabls)

E Viewjoblog
Queue type

Wiew stalistics . .
& View statistics This gueue points to a physical device (default) ¥

3.5. Client Software

The client software is optional and not required for basic logging, however, it does provide

users with access to advanced features. These features include:

Real-time feedback to the user including their account balances and event messages

such as "print job denied" reasons.

® Access to the account selection popup so users can allocate print jobs to shared
accounts - for example, accounts representing departments, projects, clients, etc.

This is particularly important in a business environment.
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Iﬁm

H-E a‘ Print Job Motification
=N
& Confirm the print and salect the print action

 Prink job detais
Document names |P-D Floceplan.odg
Printer Library MFP

Pages |2 | Cost | $0.80
Comment:  Floorplan (buldng C)| [) Remember
iTharge rabe: | Default (100.0%) | [+] Show on invoice
X
All Accounts | preferred List | Recent Selactions
Search: [#] Remember
ACcournt Code Preferred
Mty Personal Account O -
Aecounting ACC 0 F
Infaormation Technalogy IT [+]
Help Desk IT-H F)
Irfrastructure IT-1
Projects P ]
Alpha P-a ol 3
Eravo P& ]
( Deka P
Fostrot PF O
Sales saL O
Geaneral SAL-G ] .
Project SAL-P O
Suppork: 2P [F] IE'
I Jp—— i o o |

[7] Apply to all documents in queue (Jobs: 1)

]
]

=

=

3.5.1. Demonstrating the client software and
account selection process
Create a shared account:

1. Log in to PaperCut MF as an administrator (e.g. admin account).

2. Selectthe Accounts tab.
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Click the Create a new account action.
Enter an appropriate name for the account. For example, "test account".

Click Apply to save the account.

. Select the security tab and ensure the [A11 Users] group has access to the

account. If not, add the group by selecting it from the drop-down; then clicking Add.

For more information about creating and managing shared accounts, see Shared

accounts.

Grant account selection access to your account:

1.

2.

4.

Select the Users tab.
Locate and click your personal user account.

Under the Account Selection section, select the option Show the advanced

account selection popup.

Click OK to save and apply changes.

Launch the client software (Windows Platform):

1.

Log in to a workstation using your user account as modified above (note: The server

itself can also be used for this testing if desired)
Open Windows Explorer (File Explorer).

Inthe address bar, enter \\server name\pcclient where"server name"
is the name of the server hosting the PaperCut MF software. This brings up files loc-

atedonthe PCClient share.

. Launchthe pc-client.exe program by double-clicking the file. An icon is dis-

played in the task tray.

Print a test page (for example, a web page). The advanced client popup is displayed

allowing you to select the "test account" set up in the preceding section.

For more information about shared accounts, see Shared accounts. For more information

about client software deployment, see User Client.
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3.6. Interface Levels

PaperCut MF provides two layers of system access, Admin and User.

3.6.1. Admin Access

Admin access provides access to the system for administration and management. This level
is usually only granted to selected individuals in the organization, such as network admin-
istrators or management staff. To assign admin rights to an individual or group of users see

Assigning Administrator Level Access.

3.6.2. User Access

End users are granted access to a set of basic web pages providing them with access to:
® View their account balance
@ List recent account activity
® Use tools such as TopUp/Pre-Paid Cards and funds transfers to other users

The User Client Tool (PaperCut MF User Client Software) complements the web pages by

providing users with a quick view of their current account balance.

Important: Access to the user area, such as, the admin area, requires authen-
tication - that is the user must enter their network username and password.
Authentication is required because user information such as print history is con-
fidential. Access to the user's funds transfer feature also needs to be protected.
This is particularly important in schools. Students can rest assured that should
they leave their workstation for a few minutes another student can't transfer their

account balance to themselves!

To access the user pages via the User Client Tool:

1. Start the client software if it is not already running. On the server, start the client soft-
ware via the Client Start menu item. See the client software section for details on

how to start this on a remote workstation or desktop.
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l it\_@ WWW.example.org ﬁ
-
-l:-:"\:f_‘:_.:::.?% 10 |00
T ¢

Details ...

2. Click the Details link. The web browser is opened.
3. Enter your username and password and click Login.
4. The user page pages are displayed.

To access the user pages directly via a web browser:
1. Open astandard web browser.

2. EntertheURLhttp://[servername] : 9191 /user where [server name]
is the network name assigned to the system running PaperCut MF. The login screen

is displayed.
3. Enter your username and password.

4. Click Login.

3.7. Assigning Administrator Level Access

PaperCut MF sets up one administrator account called admin. This is the master admin-
istrator account, with access to all features, whose password is assigned during the con-
figuration wizard. In large organizations it is likely that administrator level access is granted
to more than one person. One solution is to give all persons the master password; how-
ever, the recommended approach is to assign administrator rights to these individual's net-

work user accounts. The advantages of this approach are:

® They can access the administration pages using their own username and password

(they don't have to remember another password!).

“ You can assign different levels of administrator access to different users. PaperCut
MF includes an advanced Access Control List (ACL) allowing different administrators

access to different functions and areas of the application.

“ Most activity is audited so changes can be sourced to an individual.

I I Copyright © 1999-2016 PaperCut Software International Pty. Ltd. All Rights Reserved. 343 of 1084



PaperCut MF Implementation Guide Chapter 3: Tour

For more information see Assigning Administrator Level Access.

3.8. Charting, Statistics, Reports and
Logs

One of the key features of PaperCut MF is the advanced charting, statistics, reporting and

logging. Use this information to:
® Determine which printers are most used
“ Spot areas where printers are inappropriate for the task.

® View user and printer trends over time.

3.8.1. Charts

Charts are ideal for obtaining a quick visual overview. All users and printers have aline

chart displaying activity over the last 30-days.

Balance history for peterm

3.00 -
2.00 - .
1.00
0.00 - :
-1.00 —
-2.00

Balance

-3.00 1 I|
400 - '
-5.00 |
8,00 '
7.00

21-Aug 2B-Aug dSep 11-5ep 18-5ep
Day

The Charts Tab under the Printers section hosts a set comparison charts allowing admin-

istrators to compare printers side by side.
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Ellmmenﬂ usie = 5'|'

rintservenA15 = 18

printse wenA2 = 08

printservenA7 Colour=
BO

printservefAdmin
—"|Seca ndary Copier= 28

ErininnrlﬁE SL=23 |

printservenG1 = 28 i

® printserverA13=0 ® printservend1 5= 16 © printsenverd2 = 98 © printservena? Colour= 80
@ printservenddmin Secondary Copier= 28 @ printservenB0=0 © printsenvenESL= 23
O printserveriGl = 26 @ printservanG2 = 225 @ printserveriMusic = 6

Under each individual printer the Statistics section provides information on all jobs printed

on a given printer.

printserveriLibrary Copier
2080 1
240
220 1
200 |
180 |
@ 160 1
o 140 1
o 120
100 -
B
8o
40 4
20 1
0 ds===
21- Aug EEI-Aug 4Sep 1. s-p 19.3-p
Day
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3.8.2. Reports

Reports provide a tabular data display, often in a printable format, of system information ran-
ging from activity histories, summaries, transaction details, etc. Reports are typically run to
print a summary of user activity, printer activity, or group or account activity. To streamline
access to common reports, PaperCut MF provides a series of predefined one-click report
links under the Reports section. You can generate most reports over a variety of common

date ranges or user-defined date ranges.
Standard reports include:
® User Reports
° Print summary statistics grouped by user
“ Quick list of the most active print users
“ Printer Reports
“ Summary of print activity grouped by printer
“ Quick lists of the most active/busiest printers
“ Group Reports

“ Summary of print activity grouped by network group (Note: The group needs to

be defined under the Groups section.)
® Shared Account Reports
“ Summary of print activity grouped by shared account charged
® Print Log Reports

' Detailed lists of all print jobs over a given period
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Quick list of the largest print jobs

Printer List Report

Printer Total Pages Total Jobs Page Cost Charge Type
printserveriLibrary Copier 1404 547 $008 smple
printsener G2 aar 220 $008 smple
printserveriLibrary Colour 23 154 $0.50 smple
printsenier G2 5 T2 $008 smple
printzenveriH Block Pod 186 B $008 smple
printserverLibrary Colour A3 155 12 $0.50 smple
printserverAdmin Man Cogier 131 i} 5008 =mple

Standard reports are provided in a variety of output formats including, HTML, PDF and MS
Excel. PDF reports are ideal for printing. HTML versions of the reports are provided for sys-

tems without a PDF viewer.

a Tip: In addition to the standard reports, administrators can run other reports on
ad-hoc data by using the Export/Print option available under most of the data

lists. This is covered further in the subsequent report section (See ).

3.8.3. Logging

The following types of activity logging is performed by PaperCut MF:

Usage Logging

Usage logging records information about usage events such as printing. Information

includes:
The date of the use
Who performed the use

Details of the type of user including, cost and other attributes
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Usage Date lise - Printer es | Co Document Name Status
A3 IB0_AZ)
Duplex: Yes .';| Primted
;?:5:11:6'1?4” sally sally linuzx-serveriL ivrary MFP 43 | 5089 Budgst - DpenOfiice org Cake ?‘;T" e [refund]
PRE S wRELELIGR [=di]
PCLS
11X17
Duplex: Mo fe Prirled
Jam 11, 3011 . Microsoft PowerPaind - Graysesla Yas
24573 M lohmn iohn mac-serveriaser Printer 20 | 8460 o iiion 2,438 kb retun
linux-wossiation [edi]
Postsaipt
11517
Duplex: Yes
Jan11. 2011 Graysoala: Mo i Printed
e luke | ke mac-serveriOfice MFP 16 | 5368 Budget- OpenOffice org Cale 6302418 refund]
windows: "
wongiation JM]
G0

Transaction Logging

All modifications or deductions to an account (user or shared) are recorded in the trans-

action log. Information recorded includes:
“ The date of the transaction

“ Who performed the transaction

“ Any comment or note associated with the transaction (if performed by a user)

Iransaction date Iransacted by Amount Balance after Transaction type

Jan 11, 2011 2:48:49 PM admin §10.00 §16.80 Manual adjusiment user paid §10 atthe front office
Jan 11, 2011 2:48:19 PM [system] (printy -$0.50 $6.80 | PrinterUsage

Jan 11,2011 2:48:14 PM lsystem] (print) -$0.50 $7.30 | PrinterUsage

Jan 11, 2011 2:47:53 PM [system] (print -$1.00 £7.80  Printer Usage

Jan 11, 2011 24713 PM Iswstem] (prinf) -§1.00 $3.80  Printer Usane

Jan 11, 2011 2.07:47 Pu [system] (prinf) -§0.20 $9.80 Printer Usage

Jan 11, 2011 1:13:24 PM [setup wazard] §10.00 §10,00 | Initial allocation

Application Activity Logging

The Application Log records system events messages such as:
“ User logins
“ Security errors such as incorrect password attempts
“ Backup times and scheduled tasks

“ Any system errors or warning
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Itis similar to the operating system's event log. It is recommended that System Admin-

istrators view this log on a daily basis for the first week and weekly thereafter.

User Audit Logging

All administrative modifications to a user are recorded in the audit log. Information recorded

includes:
* User properties such as emails and popup settings
“ Account selection and popup settings
“ Balance and overdraft
® Card Ids and pins

The audit log is enabled by default and the data is stored for 30 days.
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4 Configuration

4.1. Services for Users

How a user experiences and interacts with PaperCut MF varies depending on how itis
implemented. When configured as a silent monitoring solution, users might not even know
PaperCut MF is in use. In other environments, users make extensive use of the various ser-

vices that are available.

Services are provided to users through one of two interfaces:

4.1.1. The User Client

The User Client is an optional piece of software that provides additional functionality. The cli-

ent software serves a number of purposes including to:
° Display the user's account balance (for print charging or quota environments)
* Display account selection or print conformation popups.
' Show system messages such as "low balance" notifications.

' Display popup warnings as configured by the administrator (e.g. Print policy dis-

courage printing of emails).

* Provide popup authentication services in anonymous desktop environments.

™ O O Balance for chris

www.example.org &3

$4.98

Details ...

You can customize the appearance of the User Client tool to fit in with your organization.
For more information, see Customizing the User Client Tool window. The features visible to
the user (e.g. popup dialogs) are a function of server-side settings and are configured by the

administrator.
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4.1.2. The User Web Pages

The User Web Pages provide additional features for users. Functionality includes sum-
maries and logs of usage, using TopUp/Pre-Paid Cards, transferring funds and displaying

usage costs. The User Web Pages are accessed either via the Details link on the User Cli-
entwindow, or viathe browser URLhttp://[server name]:9191/user.

B PaperCut MG : Summary

€« C | @ localhost9191/appisenice=page

w A2
PaperCut
Summary
Shetirud ACCouRis Username tom beresford
Rates Balance $48.70
Redeem Card Total print jobs 3
Tramsfers Todal pages 3

Transaction History

Recent Print Jobs P\_ﬂti‘fit}f
Jobs Pending Rebeass

Web Print

Balance history for tom beresford
Log Out 23000 1

J40.75 4

F40.50 4 |

Balanca

25 4
F40.00 4

$40.75 1

21 Due 2 Dae 4Jan ™

Dray

Environmental Impact

Trees &P 0.004% of a tree since Dec 21, 2011
Carbon ;I 13 grams of carbon dioxide since Dec 21, 2011
Enargy o Equivalent to nunning a 60AW bull for 0.8 hours

You can customize the appearance of the user web pages to fit in with your organization's

existing intranet, web pages or color scheme. For more information, see Customizing the
User web pages.
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4.1.3. The iPad /iOS App (for iPad Printing)

The PaperCutiPad /iOS App for iPad/iOS Printing enables printing from your iPads
enables printing to all your PaperCut managed printers across your enterprise. For more
details see iOS Printing (iPad & iPhone).

More information about each of these areas is available in the following sections.

4.1.4. User Client

The PaperCut MF activity tracking and charging is implemented using 100% server-side

technology. User Client software is not required as part of the activity monitoring process.
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o Note: The use of client software for activity monitoring could open up security
problems as client software is readily accessible to end-users. By design Paper-
Cut Software developers endeavor to implement all monitoring at the server level
eliminating client-side loopholes. The client software supplied with PaperCut MF

is a presentation layer around server-side implementation.

Client software is provided to facilitate four tasks:

@ Allow users to view their current account balance via a popup window.

Provide users with a "last chance" before printing, confirming what they are about to

print.

Allow users to select shared accounts via a popup, if administrators have granted

access to this feature.

Display system messages such as the "low credit" warning message or print policy

popups.

' n@g $1000 |

Details ...

[ 5.8 Print Job Notification [

1 ““ Print Job Notitication
ﬁ_. Confirm the print

Prink job detais
Document name |5tats - OpenCffice, org Writer

Frinter |printser'-'e:li1m|-_|.r MFP
Pages 73 (Grayscalk) Cost [$5.14

|| Appty bo al documents in quews {Joos; 1) | Prirk | [ Cancel
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@ Print Job Notification

- 1‘.* E Print Job Notification
& Confinm the print and select the print action
Prink job datails
Document name  Microsoft 'Ward - ist.doc
Frinter |Library MFF
Cost |$2.79 Pages | 279

Prink job actions

(") Charge to my personal acoount
(%) Charge to shared acoount
Select the shared account ko charge ... |E|

Sedact the shared account bo charge ..
Maths Department
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ﬁm
] ﬁ Print Job Motification

"%

- Confirm the print and salect the print action

 Prink job detais
Document rames |P-DHJu]:h1.ndn
Printer |Library MFP

Pages |2 | Cost | $0.80
Comment:  Floorplan (buldng C)| [] Remember
iTharge rabe: | Default (100.0%) | [+] Shave on invoice
%
All Accounts | preferred List | Recent Selactions |
Search: [#] Remembes
BAccourit Code Preferred
My Personal Account ] -
Accounting ACC 0 ]
Infarmation Technology IT [+]
Help Desk IT-H 0O
Infrastructure I7-1
Projects P ]
alpha P-a M 3
Eravo P ]
| Deka B =&
Foxtrot PF O
Sales SaL [
Genera SAL-G ] -
Project SAL-P O
Suppart SUP O vl
I T—— i ol | o |

[] Aply to sl documents in queus (Jobs: 1)

]
'

=

=

The client software is available for most major platforms including:
® Microsoft Windows
“ MacOS X

® Linux and Unix
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D O © Balance for chris

;&—\Q www.example.org &
195498

ﬁ:* Details ...

The client software and deployment tools are installed automatically on the server under the
[app-path]\client directory. On a Windows based server this directory is auto-
matically shared in read-only form providing network users with access to the client execut-

ables.
The following sections contain further information about the User Client:
User Client Options—command line and config options.
Customizing the User Client Tool window—customization of the User Client .
0 Tip:
You can customize the behavior of the User Client, such as, where on the screen
it pops up or which option is selected by default. For more information, see User

Client Options. To educate the users about the User Client, administrators might

find the Example User Information Sheets helpful.

4.1.4.1. User Client Deployment

Deployment on Windows

You can deploy the PaperCut MF client software to workstations using a variety of deploy-
ment methods. The deployment options are covered in detail inthe [app-path]\cli-

ent\README . txt file.
Options include:

1. Ifyou're after a manual "setup wizard" style installer, run the program client -
local-install.exe locatedin the network share PCClient. You can access

this share by typing the following address into Windows Explorer.
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\\<MyServer>\PCClient\win, whereMyServer isthe name of the server

where PaperCut MF is installed.

2. Administrators looking for an automated install/deployment option should consider
the "zero install" strategy. This is the recommended strategy for most Windows net-

work environments as it's 100% self-maintaining.

3. Administrators can also deploy via MSI package, allowing the Client software to be
remotely installed via Group Policy. This option is available for advanced sites that
already leverage MSI packages for staged software deployment and want to con-

tinue with this procedure.

The recommended approach with Windows networks is the "zero install" strategy. This
involves configuring the workstations via group policy or otherwise, to run the client execut-
able directly off the PCC1ient share - a share set up during installation. This avoids the
need to for a separate installation process on each workstation and ensures the client soft-

ware is automatically updated in conjunction with server updates.

You can run the client directly from the PCC1ient share setup on the server. Two execut-

ables provide this launch functionality:

pc-client.exe pc-client-local-cache.exe

pc-client.exe launches the client directly off the network share. The "local-cache" ver-
sion (pc-client-local-cache.exe),is asmarter version that first copies itself and
associated files to the local drive and launches itself from there. The local-cache version
has the advantage that any future startups use the local copy, which minimizes network
traffic. The cache is self-managing and kept up-to-date ensuring that any new versions of

the client are automatically and transparently copied down to the client.

Usingpc-client-local-cache.exe isrecommended on large networks. It does,
however, require a globally writable cache directory. By default the cache is created in a dir-
ectory on the system drive (normally C : \Cache). You can specify an alternate cache with
the --cache command-line switch. Administrators should ensure than standard users

have write access to the system drive, or manually create the cache directory if required.

The zero-install deployment option is not appropriate for all situations. A local install is
recommend on Windows Laptop systems that are not permanently connected to the net-
work or centrally managed by network administrators. The client-local-

install.exe program can assist end users with a standard "setup wizard" install
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process. You can also streamline/automate this installer by using command-line options.

Fore more information, see Automating / Streamlining Installation on Windows.

The recommended way to launchthe pc-client-local-cache.exe on startup is to

add a line to your Domain login script:

cmd /c "start \\servername\PCClient\win\pc-client-local-

cache.exe --silent"
See below for other automatic start options.

For more information on alternate deployment options see the [app-path]\cli-

ent \README . txt file.

Deployment on Windows via Silent Installer MSI

The User Client software is available as a silent-install MSI (no clicks or wizards). This
option is available for advanced sites that already leverage MSI packages for automated
software deployment and upgrades using Active Directory Group Policy options. We recom-
mend usingthe pc-client-local-cache.exe version of the User Client for most
deployments, as all updates are automatically pushed to client machines. The MSI option

discussed here must be manually updated.

The MSI package is a great option for organizations managing staged rollouts via Group
Policy Filters. Itis common in large organizations to progressively roll out new software as a
series of small steps, for example, the IT department might get the software first, followed

by aroll out across the organization.

Important: Ensure these steps are conducted by an administrator experienced

with Active Directory MSI software deployment.

Step 1 - Copy User Client files to deployment location
Copy the all client files and subdirectories from
\\servername\PCClient\win\
into a versioned folder on your domain, alongside your other MSI-deployed software, e.g.

\\DeployedSoftware\papercut-client-16.0\
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Do not deploy the MSI directly from the PaperCut install directory because the contents of
this directory change when PaperCut is upgraded. This results in problems in your MSI

deployments.

° Note:

Unlike some other MSI packages, this file is not a self-contained archive - it must
be copied along with the rest of the PaperCut client files when preparing your

deployment.

Step 2 - Configure the User Client

If you need to make adjustments to the client (such as modifying config.properties
or adding a custom logo), now's the time to do so. Changes made are distributed to your

domain as the MSI deploys.

Step 3 - Deploy the MSI

Deploythe pc-client-admin-deploy.msi to yourdomain, as a Software Installation
component to a Group Policy Object. The procedure for MSI deployment via Group Policy

is explained in Microsoft's Knowledge Base: http://support.microsoft.com/kb/816102.

E Group Policy Management Editor

L A EEERETET 7 1

= Cllent MSI test [WIN-BI705MFI & ] [ Name = Version state | Source |
® gwmﬁw!lﬂm PaperCut NG Client 122 Assgned \PWIN-IKI70SMPKEA temp\dient-msi. .
= UUser Configuration P ———— . i P ——— .
5 O Poldes Bl ot Chentpropernes S K75 i
= ] software Settings -
& ] Windows Settings  Deok ik typ
=l 2] Administrative Temg
F (] Control Panel " Published
B ] Desktop = Assgned
H ] Metwerk
| Shared Folders i~ Deployment options
7] Start Menu and _ _ - : . -
8 [ System ¥ | uto-ristal] this applicstion by fie sxtension acthation
[ col+alt+0e I Uninstal this application when  fals out of the scope of
| Driver Instz management
| Folder Redi I™ Do nat display this package in the Add/Remave Frograms: control
M [ Internet Co ¥ Install this application at logon
[ Locale Serv
[l Logon I~ Instalation user interface options
| Performanc -
7| Power Mane Basic
7] Remaovable % Madmum
] soipts
[ user Profle—!
1 tindous Hrces.. |
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Step 4 - Configure for auto launch

Configure pc-client.exe to launch automatically at startup, as you would for any other pro-

gram. One option is to add the User Client application to your GPO's "Run these pro-

grams at user logon" setting, found under Computer/User Configuration >

Policies > Administrative Templates > System > Logon

B Group Policy Management Editor

File Action Vew Help

|

flml =2 HE

=]
=]

M
=]

= &, User Configuration

Polices
| Software Settings
& 5oftware instalat
| Windows Settings
| Administrative Templa
® [ Control Panel
& [ Desktop
® [7] Network
| Shared Folders
1 Start Meru and Te
= | System
| Cirl+Alt4+Del
* Driver Instala
" Folder Redrec
= Group Policy
Y| Internet Come
| Locale Service
" Lagon
~| Performance (
=/ Power Manage
| Remavable 5t
| Scripts
" User Profiles
L Windaows Hots
F L Windows Compon
5 Al Settings

i+

| Preferences

“ ¥ fun these programs at user logon

[ Run these programs at user logon

€ MotConfigured ~ Comment:

% Enabled
" Disabl

Options:

Itemster

Show Contents

I L3
;I Mot o
Not o
_I Er
"o \Program Fles (k36)\FPaperCut NG Chent'pe-chent” -alent
at Windows starts ;I
m.
the Show
the name of the
k. To specify
e. Unless the file is
ust specify the fully
nfiguration and
I oK 1 Cancel configured, the
I/g mputer
ConTTga regrams specified
in the User Configuration sething. _pl
Also, see the *Do not process the legacy run list” and the “Do not I
process the run once list™ settings.

Tip: To deploy to a heterogeneous environment of 32 and 64-bit systems, the

default install paths are different for each architecture. A simple solution to this

path problem is to launch the clientfromboth C: \Program FilesandC:\Pro-

gram Files

silently fails.

(x86) paths, as in the screenshot above. The non-matching path

An alternate option is to start the client from an existing user logon script. An example of the

line to add to the logon script is:

cmd /c "start "C:\Program Files\PaperCut MF Client\pc-cli-

ent.exe

-—-silent"
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Prerequisites/Troubleshooting

Older machines might require an upgrade to the Windows Installer Service. If so, the fol-

lowing error message is displayed:

"This installation package cannot be installed by the Win-
dows Installer Service. You must install a Windows service
pack that contains a newer version of the Windows

Installer Package"

To resolve this, download and install the Windows Installer 4.5 Redistributable, from:

http://www.microsoft.com/en-us/download/details.aspx?id=8483

Upgrade an MSI Installation

The procedure for upgrading an already-deployed installation of the client (e.g. from 12.3 to
12.4) is slightly different to that of the initial deployment - add the updated MSI packages to
your original GPO as an upgrade item. For step-by-step instructions on the procedure, see
Microsoft's Upgrade Guide at: http://technet.microsoft.com/en-us/lib-
rary/cc783421%28v=ws.10%29.aspx

Do not replace an old MSI with a newer version. If after following the instructions in the
Microsoft article above you're still unsure how to proceed, please seek assistance, or con-

tact technical support.
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Windows 8 a introduced a new user interface called Metro. It has a tile based start screen or

runs one application at a time. This user interface is also known as the "Windows 8-style

ul".

When the Windows 8 user interface is in Metro mode, Windows Desktop applications are

not visible. This includes notifications such as the PaperCut Client popup. Therefore the Cli-

ent popup could be missed.

PaperCut uses a Toast notification to notify user in Metro mode that a notification requires

their attention in Metro mode.
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PaperCut NG
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With the Toast notification, users working in metro mode are notified of all PaperCut activ-

ities that require their attention in Desktop mode.

Deployment on Mac OS X

This section covers the installation of the PaperCut client on Apple Mac systems. Before
installing the client software, review Mac Printing in Detail and first ensure printing is work-

ing as expected.

The PaperCut Mac client is a supplied as a native Mac . app package. The clientis

delivered in two flavors:
1. The current client, which supports Mac OS X 10.7 (Mountain Lion) and above.

2. The legacy client, which supports Mac OS X versions from 10.4 to 10.6. It is a uni-
versal application that runs on both PowerPC and Intel hardware. The legacy client

will not receive future feature enhancements.

Apple has switched to a yearly release cycle for Mac OS X, which means it is difficult to
keep this documentation up to date. For the most recent and up-to-date information on cur-

rent best practices, see the Knowledge Base.

For Mac OS X 10.7 and later
Utilizing LaunchAgent:

For Macs running 10.7, 10.8, 10.9, 10.10, 10.11, and later, the best way to establish set
launch behavior patterns for the PCClient.app is to use LaunchAgents managed by
LaunchD. For more information, see http://www.pa-
percut.com/kb/Main/MacClientStartupWithLaunchd.

For legacy Mac OS X (10.6 and earlier) solutions:

For Macintosh computers running versions of Mac OS older than 10.7, the following three
common installation methods cover most situations. The instructions for the "single user
install" follow the standard Mac application installation process and can be conducted by
any Mac end-user. The other installation methods are more technically focused and aimed

at Mac network administrators.

Special Notes for Mac OS X 10.6 and earlier
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o Note: The current version of the PaperCut client does not work on Mac OS X
10.6 and earlier. For these systems the legacy client must be used. If the client

fails to start, ensure you are using the correct client for your system.

The legacy clientisfound in [app-path] /client/legacy. Use this path to locate the

client when referenced in the following sections.

The legacy client software works best if Java 5 (or higher) is installed. Java 5 is available for
OS X 10.4 or above. If Java is not already installed, the installer is available from the Apple
website. This simplest way to install Java is to run /Applications/Utilities/Java Prefer-

ences from OS X Finder, and you are prompted to complete the installation.

Single User Install

This method is suitable for a Mac computer used by a single user. For example, a personal
Mac desktop or laptop. The installation process involves clickingthe c1ient-local-
install program. This copies the PCC1ient application into the over to the system's
Applications folder and starts the client in the "confirm network identity" mode. The
simplest way to run the install process is to connect to a Windows server'spcclient
share over the network, however, alternate methods such as copying the folder contents via

a USB key or drive are also possible.

Toinstall the Mac client from a server's share:
1. Startand Log in to the Mac computer. Ensure it's connected to the network.
2. Openthe Finder.

3. Fromthe Go menu, select Connect to Server.
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Window Help
Back [
Forward fi

Enclosing Folder Il;r

'® Computer +38C
T Home {+3¥H
% Network 0 3K

ﬂ £ iDigk [
A Applications  (r3ga form

i,] Litilities {8U
Recent Folders (3
Go to Folder.., G
Connect to Server... . MK
— |

4. Enter the pcclient share's connection details, such as: smb: / /serve r name/p-

cclient.
anmn Connect to Server :
Server Address:
‘smb://192.168.1.50/ peclient i+ 9

Faworite Servers:

5. Enter password information if requested.

6. Double-clickthe client-local-install file. This executes a small AppleScript
program that starts the install/copy process. (If installing on a legacy system (OS X

10.6 or lower) you must install the legacy client located in the 1egacy folder.)

7. Testthe application by double-clicking the PcC1ient application icon in the sys-

tem'slocal Applications folder.
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If the user needs the client for printing - for example, to use the shared account popup - it's

advisable to configure the application to automatically open upon start-up:
1. Open System Preference from the Apple menu.
2. Select Accounts.
3. Select your login account.
4. Click the Login Items tab.

5. Click + and browse and locate the PCC1ient application.

an Accounts
a4 k& H Show All Q

p My Account . Password  Picture | Loginltems | Parental Controls -

i Christ...r Dance
o Admin These items will open automatically when you log in:

[ E Matt Doran Hide Item Kind - -

I Admmin | % GrowlHelperApp Application
[ A skype Application
] @i TunesHelper Application

To hide an application when you log in, cick its Hide checkbo,

=
A S

{g| Login Options

+|—

ﬂ Click the lock to rmake changes. @

6. Test by restarting the computer. The client should start automatically after the reboot

and login procedure is complete.

Multi-User Install

On a multi-user Mac system, setting up a Login Item for each user would be a tedious task.
To streamline this process, you can configure the PCC1ient application to start on login via
the login hook. A login hook is an advanced Mac feature that works by running a script when
auserlogsin. The PCClient package includes a command script resource that installs the

login hook.
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To install the client on a multi-user system:
1. Startand Log in to the Mac computer. Ensure it's connected to the network.
2. Open the Finder.
3. Fromthe Go menu, select Connect to Server

4. Enter the pcclient share's connection details like: smb: //server name/p-

cclient
5. Enter password information if requested.

6. Dragthe PCClient (or legacy/PCClient on OS X 10.6 or lower) package over

to the local hard disk's Applications folder. The copy process begins.

7. Control+click the newly copied PCcC1ient application in the Applications dir-

ectory. Select Open Package Contents.

1
e ——
& Munes W Praview:
A web
L4 Work '06 -
@ Lingon
B Mail

4 Office 200.. Test Drive »
T OmnpiOutliner -
4 pCClient " -~
B Fhowseg  OPEN

W Preview Cet Info

(1 QuickTi
# Remote [
& Safar
& sherlock | pyplicate
3 Skype Make Alias

Move to Trash

- Stickles | eraate Archive of “PCClient”
o stufin 10,
% System Pt Copy "PCClient”

“F TextEdit

Color Label:

E o 0@

i
ed, 128.9 GB

Automator
Enable Folder Actions
Configure Folder Actions...

8. Navigateto Contents/Resources/.
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9. Double-clickthe install-login-hook.command script.

N E —= - Resources

client-icon.ions config.properties install-login-

ok command
3 .
Java

login-haok-start

a )
e Im—
set-permissions.command po-clignt-mac.command

of 7 selected, 128.9 CB availably . -

10. Restart the system and verify the client starts on login.

o Important: If you're already using a login hook for other script tasks, the setup
process is different. Instead in step 9, double-click the set-per-
missions.command file. Then insert the following line at the end of your current

login script (all on one line):

/BApplications/PCClient.app/Contents/Resources/login-
hook-start "S$1"

The set-permissions.command script ensures the software is set up with

the correct permissions, ensuring it's accessible to all users.

You can remove the login hook, once installed, with the terminal command:

sudo defaults delete com.apple.loginwindow LoginHook

Zero-Install Deployment

This deployment method is for advanced Mac network administrators and is suitable for
medium to large Mac networks. Knowledge of the Mac's Unix underpinning and scripting is

required.
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A more flexible option over locally installing the PCC1ient package on each Mac system,
is to directly launch the client from the pcclient share. The advantage of this deployment
method is that any updates applied on the server (and updates to the client directory) are

automatically propagated to all workstations.

The process of setting up zero-install deployment varies form network to network depend-
ing on the directory environment in use and administrator preferences. The process can,

however, be summarized as:
1. Configure the Macs to mount the pcc1ient share as a volume on login or start-up.

2. Configure alogin hook to start the client off the share. The install-login-

hook.command resource script explained in the multi-user install above might help.

The typical way to mount the share is to use mount smbfs in a boot script. See the Apple
documentation onmount _smbfs at: http://developer-

.apple.com/documentation/Darwin/Reference/ManPages/man8/mount_smbfs.8.html

Further information on Mac printing is available at Mac Printing in Detail.

Deployment on Linux and Unix

You can deploy the PaperCut MF User Client software on Linux and other Unix based oper-

ating systems using the following installation procedure.

Step 1 - Install Java 8.0+

Linux and Unix workstations are supported via Java. Java version 8.0 or higher is required.
Your Linux distribution might have Java pre-installed or have the option to install. If no Java
option exists, Oracle provides a self-install Java distribution for Linux and other major Unix

platforms.

Ensure Java 8.0 is installed and the JAVAHOME environment variable is defined on the

PATH.

Step 2 - Copy (or Mount) the PaperCut MF User Client files

Similar to the Windows version of the client software, the Linux/Unix Java version is
installed in the ~/c1ient directory on the server. Copy or make available to the

Linux/Unix workstation, all files in this directory. Common methods include:

Copyright © 1999-2016 PaperCut Software International Pty. Ltd. All Rights Reserved. 371 0f 1084


http://developer.apple.com/documentation/Darwin/Reference/ManPages/man8/mount_smbfs.8.html
http://developer.apple.com/documentation/Darwin/Reference/ManPages/man8/mount_smbfs.8.html

PaperCut MF Implementation Guide Chapter 4: Configuration

“ Copying the files from the server using file transfer programs such as FTP or scp.

® If the server is Windows based, connecting using smbclient or the Gnome or KDE
smb : // file browsing tools. The client files are shared via a read-only share called \ \

[server name] \PCClient.

® If the server is Linux based, consider exporting the ~papercut /client directory
via NFS and mounting on the workstations. The client can then be ran directly from the

mount.

If the workstation is used by multiple users, copy the client directory to a common location

suchas /usr/local/papercut/client.

Step 3 - File permissions

Open a command prompt and set execute permissionsonthe pc-client-1inux. shfile

as follows:

cd /usr/local/papercut/client
chmod 755 ./pc-client-linux.sh

Step 4 - Testing

Log on as a user (a user listed in the PaperCut MF system) in your preferred Linux desktop
GUI environment. Locate and execute the file /usr/local/papercut/client/pc-
client-linux.sh. The PaperCut MF client should open displaying the user's account

balance.

It is usual to configure the client as a "Startup Program" or "AutoStart Program" launched

during login. See your desktop documentation to see how to define a startup program.

A number of command-line options are available to change the client's behavior. For more

information, see User Client Options.

4.1.5. User Web Pages

The User Web Pages are accessed either via the Details link on the User Client window, or

viathe browser URLhttp:// [server name]:9191/user.

The User Web Pages provide a range of services for users, including:

.
.""-\-\._.
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® Summary. A summary of usage and balance history.

@ Shared Accounts: Lists the shared accounts that the user can use for printing.
® Rates: The current costs for printing usage.

* Use Card: Add balance by using a TopUp/Pre-Paid Card.

“ Add Credit: Add balance from an external payment system (when using the payment

gateway module).
® Transfers: Transfer funds to other users.
® Transaction History: A history of balance transactions.
* Recent Print Jobs: A list of the user's recent printing.
“ Jobs Pending Release: Print jobs pending release (when using a Release Station).

The services available provide a range of functionality that empowers users to make the
most of PaperCut MF without requiring intervention from administrators. The user web
pages allows users to do what they need for themselves, and quickly get back to what they

were doing.

You can switch many of the services on or off as required. This is useful for situations
where a particular service is not suitable for exposing to the users. For example, you can

disable the ability for users to transfer funds.

Each service is discussed in the following sections.

4.1.5.1. Summary

This page provides a summary of the information most important for a user, including their

current balance, a summary of their printing usage, and a graph of their balance history.
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Summary
Usarname tom beresford
Balance S48.TO
Total print jobs 3
Total pages 3
Activity
Balance I'Iiﬂﬂly for tom beresford
F50.00 1 x\_\\
B TS | \
o B8O |
5
LETTY
600 | Inl
BT | \
0 l-h-: 24 Elu 28 i'.'!u 2u i'.'lu 30 Eﬁu 1 J-u a J-u ] -l.l-ll T .I-n- EJ-an
Dy

4.1.5.2. Environmental Impact

One of the primary aims of PaperCut MF is to reduce printing levels by changing a user's
printing behavior. Implementing monitoring, quotas and charging are a good way of draw-
ing a user's attention to their habits. The topic of the environment, global warming, and
waste management is currently an area of debate and interest to many. Highlighting the

environmental aspects of their activities is another good way of modifying a user's behavior.

The Environmental Impact section is displayed on the Summary page and provides the user
with feedback on the environmental impact or footprint associated with their activities.
Information presented includes an indication on how their printing equates to trees, 002

emissions and energy.

For more information about how these values are calculated, see Environmental Impact. If

desired, you can disable this option using the Options section.
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? 0.0% of a tree
g 50 g of CO2
3.2 hours running a 60W light bulb

Since Apr 13, 2015 & Environmental Dashboard =

4.1.5.3. Shared accounts

Shared accounts page lists the balances of the shared accounts that a user can access.

Account Hame Balance Restricted

Art Department SB0.50 Mo
Commerce Department $109.20 Ho
Economics Dapartment 50.80 HNo
English Department $10.00 Ho
Finance Depariment 510.00 Ko
Histary Departmant $160.90 Ha
IT Department £10.00 HNo
Markgting Departrment g50.80 o
Maths Department §30.50 HNo
Office £00.60 Ho
Science Dapanment $110.00 Mo

For more information, see Shared accounts.

4.1.5.4. Rates

The rates page lets users know the printing costs associated with each printer. Displaying
costs to users is a good way for them to see and understand the costs involved without hav-

ing to spend time distributing the information to them.

Armed with this information, users can seek the most cost effective way to manage their
printing. With discounts for grayscale and duplex printing clearly visible, ink and paper

usage is reduced by the users own accord.
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Printing Rates

Qick Find Go

Printer , Page Cost  Grayscale Discount Duplex Discount  Details

windows-serveriOfice Priner 51.0008q meter 010 less per page  S0.20 85s per page
desktop-tomiLizrary MFP $0.12

s Kop-tomATesIPrinilgr 2010

linux-senenOffice MEF $0.10

M- anag WS Format Prinber =010

windows-serverlibrars MFP

pirdaws-gino L ibrary Prirber 50,10 windows-semvenLibrary MFP
Size Grayscale Cost Color Cost
*Large paper = larger than Legal or IS0 Ad A3 (1S0_A3) 50.60 $1.20

4.1.5.5. Use Card

From here users can use a TopUp/Pre-Paid Card. When a valid card number is entered,
the value of the card is transferred to the user's balance. More information about cards is

available in TopUp/Pre-Paid Cards.

Redeem Card

Enter the Card murnber and press the Redeam Card™ button Lo redeem
MOTE: All requests to redeem cards are logged.

Card numier

Redeem Card

4.1.5.6. Add Credit

The Add Credit page is used to transfer funds into a user's account from an external source.
This option is available when using the payment gateway module for integration with an

external system.

4.1.5.7. Transfers

This page allows users to transfer credit to other users. Transferring balance is useful in situ-

ations such as:

Copyright © 1999-2016 PaperCut Software International Pty. Ltd. All Rights Reserved. 376 of 1084



PaperCut MF Implementation Guide Chapter 4: Configuration

“ A student transferring credit to a fellow student for printing something for them
“ A teacher transferring credit to a student for extra printing

® Teachers trading printing credit between each other

Transfers
Transfer from Tom Beresford
Available credit $45.00
Amount 50.00
Transfer to user paul
Comment For printing my communications assignment - thanks!

Transter

4.1.5.8. Transaction History

The transaction history page displays a user's balance history in detail. Here a user can see
how, when any why their balance was affected. If there is ever doubt about why a user's bal-
ance is at the current amount, or what they have been spending their credit on, the trans-

action history page has the answer.

@, Show Filter (filter active: remove)

Transaction v Transacted Amount Balance After Transaction Type Comment
Jam 17, 2012 10:02:54 AM [eystem] (prnt) -50.10 $48.00 Printer Usage
Jan 17, 2012 10:02:18 AM [system] (print) -50.10 $4310 Printer Usage
Jam 17, 2012 10:01:35 AM [system] (print) -50.20 $48.20 T '
Jan 17, 2012 10:00:40 AW [system] (print) -$0.10 Printer Usage
qa - o Printer: desktop-tom&Library MFP
Jan 16, 2012 11:19:02 AM [system] (print) -50.10 o Document: PaperCut NG - Recent Print Jobs
Jan 16, 2012 11:18:02 AM [system] (print) -50.10 o Total pages: 2
o Cost 50.20
Jam 6, 2012 11:49:19 AM [system] (print) -$0.10 T r
Jam 6, 2012 11:49:00 AM [system)] (print) -50.10 $48 80 Printer Usage
Export/Print 1 @ g

4.1.5.9. Recent Print Jobs

This page displays the user's printing history. It allows a user to see the cost of their print

jobs, or to find a particular print job. The filter criteria allows for many different views of
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printing, and can be used to easily drill-down to find the information required.
Recent Print Jobs

@, Show Filter (fiter active: remove) B

w12 0w

pate v Lharoed Printer Pages  Cost Document Hame Attribs. Staws

JEn 17,2012 14787 PM 0T linux-serverlibrary Printer 1 S0.10  Final Postar par Grayscaim: No

Jan AT, 12111098 fom deskiop-tomio e Printer 1 S006 Facul
ty Spanding sl
AN baresiod 25 kb [requss rphums

Misrosa® Word - assigrenant:

48R 17, 2012 10:5058 ] Grrysa Ne
AN icibnce docx 4 kb O Estunded
DESETOP.TOMZ

windomn-perver 1 \Litenry Printar 148 Cviginal soat

An 17, 2012 10:48: 15 tem

Misreaat ¥erd - Bisiogy Gryscww by (e Prinied
) desking-iomE TestPrinter 48 80 e

Hamawon doo 55 kb

Jan 17, 2012 10:48:13 fom Migosc Word - mssigrement- Grayscaw: No
e daskiog- oM TastPrinbe 1 SO0 e vy O Motcn

dan 17, 2012 100254 iom Mizrese# Wees - assigremans- Gearyseain: N
AN 3

windcrai-ives | ILiEsary Prinbes 1 DOrigina -ﬁ:i!- ais 'L, Fiaduncies

A4 (B0 AL}

Dugpias Mo e
000 et Word - Blokogy B e

Jon 17, 2012 100218 tem ik AL B Pdrsime 4 e R Deayncaie: Mo

4.1.5.10. Jobs Pending Release

This page allows users to view and interact with jobs held in a hold/release queue. From
here, users can release (print) the jobs that have been held in a managed queue. This
allows for them to confirm the cost and details of the job before printing, and/or confirm their
identity before the job is released.

Jobs awaiting approval prior to printing are listed below:
| Release All || CancelAll |[ Refresh Now | (7] Aute refresh (Refresh in' 14) Your balance: 548,00

Submit Time + Printer Document Client Pages Cost Action
(¥} Jan 17,2012 10:48:15 AM  deskioptom\TestPrinter  Microsoft Word - Biclogy Homewodcdoos  DESKTOP-TOM2 48 5480 [orint] [cancel]
() Jan 17,2012 10:48:13 AM  desktop-tom2\TestPrinter  Microsoft Weed - astignmentasience dose  DESKTOP-TOMZ 1 $0.10 [prinf [cancel

More information about hold/release queues is covered in Hold/release queues & Print

Release Stations.
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4.1.5.11. Web Print

Web Print is a printing solution ideal for laptops and other non-domain connected systems.
This page allows users to upload documents for printing, rather than requiring the print

queues to be installed on their system.

The user is guided through a wizard where they can select a printer, select options, such,
as number of copies, and select a document to upload. The document is then queued for

printing and the user can track its status from this page.

5 . Document
Submit Time  Printer Pages Cost Status
Hame
Jan 18 2012 desktop- Rendering successful.
% 1.52:07 PM tom2\TestPrinter oo -PAf Preparing job for
- processing.
Jan 16, 2012 desktop- Biclogy .
1:51:49 PM tomZ\TestFrinter  Homework. doc 1 $0.10 Heldinagueue

For more information, see \Web Print (Driver-less printing via a web browser).

4.1.6. Environmental Dashboard / Windows Live
Tiles

One of the most powerful features in PaperCut is not actually a feature at all - it's the culture
change that it brings about in an organization. Most of this change is encouraged by increas-
ing the visibility of the impact printing has on the company and the environment. The Envir-
onmental Dashboard and the Windows Live Tile is an innovative way to raise awareness. It

promotes paper saving in a positive and creative way. For example:
“ See your environmental impact front and center
“ Benchmark your usage against others in the organization
® Reward and promote good user behaviour:
“ Award users for printing less
“ Encourage the user of duplex and grayscale

“ It makes printing impact tangible and understandable:
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“ Converting sheets into an "energy equivalent"
° Emphasising forest conservation

" Highlighting CO,, emissions

D mvsieersThisweek  (CHD)

? 2wy sueers THis mont (KD

MY COST THIS MONTH

PRINTING IMPACT 2 whoan

T 162K 0FC0;

@ 1,020 e nowRs

ORGANIZATION RBOUT USAGE THIS MONTH
IMPACT

= 542 TREES
T 23.289 X6 0F cu,

@ 1963807 buLS HoURS

O

You're one of the best paper
SAVENS

4.1.6.1. Windows Live Tile

The increasing use of devices running Windows with a tile based interface (featured in Win-
dows 8 and above) has opened up a new avenue to communicate to users. You can pin the
Environmental Dashboard page to the Windows Start Screen to create a dynamic Live Tile.
This Live Tile communicates over 20 user-specific facts, awards and challenges all gen-

erated from real-time PaperCut data.
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Sending a positive message with the Live Tile

All too often, the IT department is implementing back-end systems or invisible projects. The
PaperCut Windows Live tile is a highly visible and positive story, and is a great complement

to other changes planned in your print management program.

0 Tip: Recently PaperCut was working with a large national retail organization and
they were in the middle of a project to implement PaperCut’s secure print release.
There was push-back from various department heads worried that any barriers to
printing were going to reduce productivity. The environmental impact statistics
helped turn this reluctance around. In the end, the savings were so compelling
the project’s success was promoted not only internally but externally as a strong
corporate and social responsibility story. Oh, and for once the IT guy was the

hero!
Some suggestions:

“ Encourage your users to bookmark their dashboard

“ Draw Windows users attention to the Live Tile and encourage them to Pin it to their

start menu. See Windows Live Tile Installation.
® Link to the Environmental Dashboard on your intranet or monthly newsletter
* Share environmental impact information visually with management

“ Challenge users to compare their live tile awards with their colleagues

Windows Live Tile Examples

Below is a small sample of the 20+ tiles available:

5 Star
é e Rating ©

You're one of the best paper
SAVETS
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Organization
Environmental
ll Impact

Annual printing generates
16,1459kg CO2 per year

Organization
Print Impact

Total annual printing uses
59.9 trees per year

1 1 |-.| :
Last week 61566 sheets were
printed

Grayscale
Saves $$S

If you don't *need® color,
consider BEW.

'.' Your Energy

Equivalent

4.1.6.2. Windows Live Tile Installation

To pin the environmental live tile on the Windows Start Menu:

1.

Your yearly printing = 60W

bulb for 294 hours

Go to the Start Menu (press the Windows key).

2. Open Internet Explorer or Edge in the Start Menu. (NOTE: The browser must be
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configured as the default browser to complete the pinning process).

3. Enter the URL below (where [server-name] is the hostname of yourApplication

Server).
http://[server-name] : 9191 /environmentaldashboard/

4. Enter your network username/password. After successful login, the Environmental

Dashboard showing your usage statistics is displayed.

5. Click the favorites button.
6. ForInternet Explorer, click the pin button.

For Edge, click the menu button.

7. Click Pin to Start. m

8. Press the Windows key to go back to the Start screen. The Environmental Dash-
board is now pinned to the Start screen. Clicking the live tile opens the Envir-

onmental Dashboard.

After a short period the live tiles start displaying. Five distinct live tiles rotate dis-
playing your environmental usage statistics, ratings, tips, etc. A new set of five tiles

are retrieved every 30 minutes.

o Tip: Although Windows usually starts displaying the live tiles after a short
delay, sometimes it takes a few minutes for them to activate. If the live tiles
are not displaying, changing the tile size can kick it into action. To do this,
right-click the tile, select Resize from the bottom and select a different size.

Then change the size again back to the "Wide" tile format.

Important: The Environmental Dashboard shows user level environmental
information by default. If you do not want user level information to be available,
you can turn it off by unchecking the Show environmental impact
information check box found in the administration interface under Options >
General > User Features . \When this option is off, only organization wide envir-

onmental stats are shown in the live tiles and dashboard.
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Windows Tile Deployment

Windows has very limited options to automatically deploy the live tile through the organ-
ization. We are hopeful that Microsoft will introduce improved tooling for this deployment in

future versions.

You should provide instructions to your users on how to access the Environmental Dash-
board and install the live tiles on Windows 8.1 and above. These instructions could be
provided in an email or on the organization's intranet. The instructions should include inform-
ation from Windows Live Tile Installation and Using Environmental Dashboard on other

browsers/platforms.

4.1.6.3. Using Environmental Dashboard on other browser-
s/platforms
The Environmental Dashboard displays interesting environmental impact and printing stat-

istics for the user and organization. The Dashboard is useful to all users and can be

accessed using any web browser running on any platform.

The simplest way for to access the Environmental Dashboard is to open their web browser

to:
1. Open aweb browser to the following URL:
http://[server-name] :9191/environmentaldashboard/
2. Enter their network username/password. After successful login you are taken to the

Environmental Dashboard showing your usage statistics.

0 Tip: An alternate way to access the dashboard is to open a browser to the fol-
lowing URL (replacing [username] with their username): http:// [server-
name] : 9191 /environment/dashboard/ [username] / This URL could

be linked from the organization's intranet site if the user's username is known.

4.1.7. Mobile User Web Pages

When the user web pages are accessed from a mobile browser (e.g. Mobile Safari from an
iPhone), the user is presented with a lightweight interface that is optimized for smaller

screen sizes.
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P Trees 0.239% of a tree
J Carbon 1.7 kg

. Energy 54.4 hours

L + A B

The user can view the user web pages in desktop mode instead by clicking View in
Desktop mode

anive ULL 1M, LUUO

Features available in the mobile user web pages include:
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“ Checking user balance

Username tom

Balance £3.20

“ Viewing environmental impact statistics

Printing Environmental Impact

P Trees 0.239% of a tree
4 Carbon 1.7 kg
. Energy 54.4 hours
Since Oct 14, 2008

“ Redeeming a TopUp/Pre-Paid Card

Enter the Card number and press the
"Redeem Card" button to redeem.

NOTE: All requests to redeem cards are
logged.

Enter card
number
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logged.

Enter card

P-0810-1192-73
number

1]2]3]4]s]s[7]s]o]o

For more information about the full (desktop) user web pages see User Web Pages.

4.1.8. Gadgets/Widgets and more

Gadgets/Widgets are a lightweight application that sits on a user's desktop. Some versions
of Windows (for example, Windows Vista and Windows 7) have in-built support for sidebar
gadgets. The equivalent on the Mac is the Widget. PaperCut MF offers three useful Gad-
gets as well as a series of AJAX/JSON style embeddable components that can be lever-

aged by intranet developers.

To install the Adobe AIR based Desktop Environmental Widget Application, ask end-users
to open their web browsertohttp:// [server-name] : 9191 /-
content/widgets/environmental-widget/install.html and click Install

Now.
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My Prints

My Usage

%
Welcome ]

Here is your print usage...

E_J Sheets printed -

this weeak
this month 3456
Your monthly print costs 512,50

Your environmental impact since 1st Jan 2009

? Trees 12% of a tree
ds Carbon 3.2 kg
i\ Energy 123 hrs
b A
.‘* ‘
FUJIXErox g,

This Desktop Widget is also available in a raw AIR file format at: [app-path] /server-
/data/contents/widgets/environmental-widget/widget.air. Admin-
istrators on large corporate networks might want to use this file directly, along with Adobe
deployment tools to push install the Widget. See the Adobe AIR website for information on
enterprise deployment of AIR applications. You might need to obtain a redistribution agree-
ment from Adobe. The widget needs to know the IP address of your PaperCut server. To
streamline deployment, add a DNS entry pointing to the IP address of your PaperCut

primary server.

4.1.8.1. Paper-Less Alliance Widget

PaperCut has teamed up with Do Something, the non-profit organization behind many

environmental initiatives including Save Paper (http://savepaper.com.au/category/save-
paper/what-software-to-get). The Desktop Widget, developed in Adobe Air works off the
data in PaperCut. It is designed to help organizations reduce paper in a fun positive way.

Highlights include:
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“ Draw user's attention to their environmental impact upon login

® Allow users to compare/benchmark their usage with the company/organization aver-
age
* Highlight facts fun about the environment and paper use

® Support a non-profit organization leading the paper reduction initiative
To download the widget, visit: https://www.papercut.com/products/save-paper-widget/

CI-LE 1'
[ WyUssge My Company

\Inhmdpnnhngwhhﬂﬂﬂduﬁ &3

% My Usage

t |

3 Week= dgo 2 Weeks 8go 1| We=k Ago Crarrent

emowy noA pig || %

.. My Company's impact on the environment

e ® ., 3
. Trees Cabon  Energy  Monthly
2.4 rees 95.2 kg 213.5hrs $1,203....

D0 SOMETHING!

o Note: Organizations deploying the widget are asked to make a small donation of
less than $1.00 a user to the Paper-Less Alliance. All proceeds go to the non-

profit supporting paper saving initiatives and awareness.

4.1.8.2. Windows Gadgets

Two small footprint Windows Gadgets are available:
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The Print Balance Gadget: Used to display user's personal balance on the desktop or

sidebar. Thisis called PCBalance.gadget.

The Environmental Impact Gadget: Used to provide the users with feedback on the
environmental impact associated with their printing activities. Highlighting the envir-
onmental aspects is useful in modifying a user's behavior towards printing. For more
information about how these values are calculated, see the section called

. This gadgetis called PCEnvironmental Impact .gadget.

Printing Impact
ﬁ" 228 pages

'3

4 T.7/%ofatree

P

, 1,764.6 hours

since 2008-07-07

@ $900.12

To install a Gadget:
1. Log in as administrator

2. Browse to the share on the PaperCut MF server at \\server-
\PCClient\win\Gadgets

3. Copyall * . gadget folders to the local directory C: \Program Files\Windows
Sidebar\Gadgets

4. Users should now see the PaperCut MF Gadgets as available Gadgets on the sys-

tem.

'/\ Copyright © 1999-2016 PaperCut Software International Pty. Ltd. All Rights Reserved. 390 of 1084



PaperCut MF Implementation Guide Chapter 4: Configuration

4.1.8.3. Web Widgets

PaperCut MF also provides web widgets that you can easily embed within pages on your
intranet site. These widgets work in a similarly to Google Web Gadgets or the Google Maps
APIls. All that is required is to paste a few lines of HTML/JavaScript on your pages. There
are two built-in web widgets that offer balance and environmental impact (and look identical
to the Vista widgets above). However, if the built-in widgets do not suit your needs you can

create your own that better suit your site.
There are only two requirements to running web widgets on your intranet site:
1. Yourequire edit access to the intranet pages to add the required HTML/JavaScript.

2. The username of the logged in user is required so the web widget knows whose
details to load. This usually requires that users log in to the intranet. When using a
Microsoft Active Directory domain and Microsoft [IS web server the user can be auto-
matically detected if using NTLM or Kerberos authentication, which provides a trans-

parent login process via the Web Browser.

The simplest way to get started with web widgets is to look at some examples. There are
detailed and well commented examples available on the PaperCut MF server in the dir-
ectory [app-path]/server/examples/webwidgets/examples.html. Use

these examples as a starting point to implement web widgets on your site.
The basic steps to adding a web widget to a page are:

1. Adda <div> elementto your page. The widget is drawn within this tag. The div ele-

ment must be given a unique 1D.

2. Include scripts into your page to load the widget and user data from the PaperCut
MF.

3. Editthe included script to set pcUsername to the logged in user.

4. Editthe included scriptto set pcServerURL to base URL of the PaperCut MF

server.

5. Add some script to draw the built-in widgets to the page. You can use one of the

built-in widgets, or create your own.
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4.2. Advanced User Management

This section covers some of the more advanced user management tasks. On large net-
works managing users on an individual basis is not practical. Management needs to be
handled either via a level of automation, or manually at group level. Some common user

management tasks that typically consume time on a large network include:
“ Creating new user accounts
“ Allocating user credit or quotas.

® Performing administration tasks such as allocating additional allowances or applying

different privileges.
® Generating or allocating card/ID numbers for users

PaperCut MF offers a number of features to help automate these tasks.

4.2.1. Groups in PaperCut MF

Groups are collections of users. PaperCut MF uses the network domain or computer's
groups, meaning administrators can take advantage of the existing network structure.

Groups in PaperCut are used in the following ways:
1. To control how quota/credit is allocated to users on a regular basis.
2. Toautomate the addition of new (future) user accounts.
3. To assist with making modifications to user accounts by group.
4. For group based reporting.

PaperCut MF mirrors (caches) domain network group memberships for performance reas-
ons. Therefore, changes in group membership made at the domain level might not be imme-
diately reflected in PaperCut. You can refresh the group membership at any time using the
User/Group Sync option under the Options section. Groups are mirror/cached for two

reasons:
® For fast reporting and search performance.

“ To ensure PaperCut MF is a good network application and does not overload domain

controllers with group membership requests.

E I Copyright © 1999-2016 PaperCut Software International Pty. Ltd. All Rights Reserved. 392 of 1084



PaperCut MF Implementation Guide Chapter 4: Configuration

Many large networks can contain hundreds of groups and/or organizational units. In many
cases only a small percentage of these groups are pertinent to PaperCut MF management.
To ensure administrators are not overwhelmed with all groups, PaperCut MF only lists the

groups selected as relevant by the administrator.
To add a group to PaperCut MF:
1. Navigate to the Group section.
2. Selectthe Add/Remove Group link at the bottom of the groups list.
3. Select the group(s) required on the left-hand-side and click the Add arrow.

4. Click OK to add the group(s).

ﬁ Add/Remove Groups

Select the groups from the network that are reguired for management tasks such as group kevel operations, security
and reports. Large numbers of groups may have a performance impact so only add groups required for systemn
operations.

Available Selected

Backup Operators A Administrators
Debugger Users Staff

Guests English Teachers
HelpServicesGrou Students

Metwark Configuration Operators ¢
Power Users

Remote Deskiop Users

Replicator

Test Group w

Enlarge [ Apply J [ Cancel ]

PaperCut MF includes one built-in group called the [all users] group. This group is
not related to any existing network group and is a "catch all" group that represents the all

users list in the PaperCut system. It is similar to the "Everyone" special group in Windows.

0 Note: PaperCut MF sources groups and group members from your selected dir-
ectory/domain source. There are, however, some situations where maintaining
groups within the network directory source is not possible. For example, you
might only have read-access to the domain. If for technical reasons it's not pos-

sible to define the required groups in your network directory, groups can also be
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o defined via a text file (e.g. a tab-delimited file). Simply place your group definition
file atthe location [app-path] /server/data/conf/additional-
groups. txt. Seethe template file additional-groups.txt.tmpl inthe
same directory for an example and further information. The additional-
groups . txt can also be used to manage an internal user's group mem-

berships.

4.2.2. Setting up quota allocations

In many organizations PaperCut MF is used to control and restrict users to sensible use by
allocating a quota or allowance (a budget). For example, a user might be allocated $10.00 a
week. This type of control is particularly popular in schools and universities. You can auto-

mate the process of quota allocation using the Groups section.

To allocate a $10.00 a week to members of the Students group:
1. Navigate to the Groups section
2. Addthe student group via Add/Remove Groups if not already listed.
3. Select the Student group

4. Under the Quota Scheduling section, select a period of Weekly and enter 10. 00 in

the Schedule amount.

5. Click Apply to save the change.

ﬁ Group Details: staff

Details
The group or organization unit's name P
group a . chafF
uota Schedulin
Q g Peatod
Quota can be added to users’ accounts an a schaduled Weekly w

base either daty, weekly or monthly,
If "Only alow accumulation up to” is not sslected, the  Schedule Amount

user's balance will accumulate indefinately, 55.00

Tf "Only allow accumulation up to' is selected, the user's

baknce will only accumulste to the amount specified. *l Only allow accumulation up to:
$10.00]
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To configure quotas correctly it is important to understand how quota allocations work.
Users receive quotas for all groups they belong to. For example, consider the situations
where Students and Student Newspaper groups are defined in PaperCut MF, with
$20/month and $10/month quotas respectively. If a student belongs to both groups, they
will receive a $30/month of quota. If they belong to only the Students group, they will

receive only $20/month.

If you configure a quota on the special [A11 Users] group then all users in the system

receive this quota in addition to quotas defined on other groups.

Credit will be assigned to group members at just past 12:00am (midnight) on the day of the
schedule. Administrators can verify that this has taken place by inspecting log entries in the

Application event log and/or users' transaction logs.

Table 30: Quota schedule times
Daily Allocations Applied at 12:10am every day (7 days a week).

Weekly Alloc- Applied at 12 : 20am on Sunday.

ations

Monthly Alloc- Applied at 12 : 30am on the first day of the month.

ations
Custom Alloc- Applied at 12: 1 0am on the given day (after the daily alloc-
ations ations).

One potential issue associated with quota allocation in some organizations (for example,
Schools or Universities) is that users can "bank up" their quota allowance over time leading
to excessive use at periods of the year such as the end of semester. Use the Only allow

accumulation up to option to implement a "use it or lose it" policy!

4.2.2.1. Custom Quota Scheduling Periods

In some cases, you might want to schedule quotas for unusual times. A good example of
this is unusual term or semester start dates. The Custom quota scheduling period allows

specifying any date for which to run quotas. To set a custom quota scheduling period:
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—

. Select the group for which to allocate quotas
2. Under the Quota Scheduling section, select a Period of Custom.

3. Enter adate in the ISO international date format YYYY-MM-DD (e.g. 2007-03-15).
You can enter multiple date, separated by acomma(e.g. 2007-03-15,2007-08-

20). * wildcards are supported.

4. Click Apply to save the change.

Q Tip: You can omit the year or replace it with a * wildcard to specify that quota
allocations should take place on the same date every year. The same is true for
months. For example, entering *-03-15 or 03-15 results in quotas being alloc-
ated on March 15th every year. Entering *—* -1 5 results in quotas being alloc-

ated the 15th of every month of every year.

4.2.2.2. Advanced User Quota Management

Some organizations might require scheduling quota allocations for periods other than those
available above. For example, an education organization might want to schedule quota
allocation per term, semester (period) or academic year, which do not have set dates. You
can achieve this with a manual update when necessary through Bulk user actions in the

Users or Groups tab. For more information, see Bulk User Operations.

You can also automate the allocation of user quota through the use of Server Commands
(see Server Commands (server-command)) or XML Web Services (see The XML Web Ser-
vices API).

4.2.2.3. Automated Quota Allocation Example

One way to automate quota allocation is through the use of Server Commands. Following is
an example of how to use Server Commands to automate quota allocation in a Microsoft

Windows environment:

North Shore High wants to automate their quota allocation on a per-term basis. There are
four terms in a year, and terms do not necessarily start on the same date every year. Junior

students are to receive $5 per term printing budget, and senior students are to receive $10
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per term. The domain has the groups junior-students and senior-students to

reflect the students' grade.

Using the information from Server Commands (server-command), you can see that the
Server Command adjust-user-account-balance-by-group meets the needs of
this situation. Create a batch file with a name, such as, assign-term-quotas.bat with

content similar to the following (depending on your environment):

cd "C:\Program Files\PaperCut MF\server\bin\win"
server-command adjust-user-account-balance-by-group
"junior-students" \

+5.00 "$5 term budget for junior students"
server-command adjust-user-account-balance-by-group
"senior-students" \

+10.00 "$10 term budget for senior students"

o Note:

Backslash indicates text should be displayed on the same line.

Running this script allocates $5 to all members of the group junior-students, and $10
to all members of the group senior-students. The script can then be scheduled to run
at the specified dates by the use of a tool such as Windows Task Scheduler ( Control
Panel > Scheduled Tasks > Add Scheduled Task ).

This example can be found with your PaperCut MF installation under [app-path]

\server\examples\scripting\batch\assign-term-quotas.bat.

4.2.3. New User Creation Rules

Itis inevitable that new users will be added to your network in the future. To streamline
account setup, PaperCut MF offers the option of having new users automatically assigned
initial settings such as starting credit, privilege level, and other settings based on their group

membership. Users are automatically added to PaperCut MF when either:
® The user sends his or her first print job
® Overnight during user/group synchronization

“ When a manual user/group synchronization is performed
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“ When a user logs in (i.e. authenticates) to the User Client, Release Station or user

web pages

Taking the time to configure initial settings rules means one less job for administrators to per-
form! The group based control offers maximum flexibility and ensures that it's possible to
have a different set of initial settings rules for different types of users. This flexibility is par-
ticularly important in an academic environment where students of different year levels need

different settings.

For example, an administrator might want to allocate new users belonging to the Senior
Students group, a $10 starting credit and allow them rest ricted access, while all

other students receive $5.00 starting credit.

New user creation rules are controlled under the Groups > Group Details > New User
Settings section. When a new group is added it does not provide any new user settings.
To enable user creation rules for a group the Use this group to define new user set-

tings option must be enabled.

Important: Changes made to new user settings are in the Groups section only
affect users NOT yet listed in the system. (i.e. future users). Any users already lis-
ted in the system are not affected. Initial user settings also do not apply when
users change groups. To modify settings or credit on existing users, see Bulk

user actions in the following section.

0 Tip: Initial settings can become confusing when a user belongs to more than one

group. PaperCut MF uses the following logic to allocate initial settings:
® The user obtains a starting credit that is the sum of all the matching groups (the special
[all-users] groupisignored).

® If any of the matching groups has unrestricted access, the user inherits unres-

tricted status.

" If any of the matching groups has account selection popup settings, the user inherits
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the ON settings.

® If the user does NOT belong to any group with new user settings defined, they inherit

the settings applied to the special [al1-users] group.

* The initial settings are applied from each group in alphabetical order. So for settings
that cannot be merged (e.g. charge to single shared account), the last group alpha-

betically takes precedence.

o Tip: To control when users are automatically created, see On Demand User

Creation.

4.2.4. Bulk User Operations

A bulk user operation refers to an operation that is applied to more than one user. This oper-
ation was referred to in previous PaperCut releases as "Group level functions". You can
perform bulk operations on a user group or a comma separated list of users. Bulk user oper-

ations are best described by example.

4.2.4.1. Example 1: Bulk operation on a user group

John is a network administrator at a local high school. A number of students from each year
level have been placed on the school newspaper committee. The head teacher has reques-
ted that John allocated an extra $10.00 of printing credit to these students. The students
are all in a network group called "NewspaperCommittee". John performs this operation as

follows:
1. Click the Bulk user actions link under the Users section.

2. Select NewspaperCommittee as the group to perform the action on.

w

. Select the Adjust credit by option; then enter $10.00 in Amount.
4. Enter a transaction comment of "extra allowance for newspaper committee role".

5. Click OK to apply the change.

Copyright © 1999-2016 PaperCut Software International Pty. Ltd. All Rights Reserved. 399 of 1084




PaperCut MF Implementation Guide Chapter 4: Configuration

4.2.4.2. Example 2: Bulk operation on an ad-hoc list of

users

Now, John wants to add $10.00 credit to a list of users he has saved in an Excel spread

sheet. John needs to perform this operation as follows:

1.

2.

Click the Bulk user actions link under the Users section.
Change the Perform operation on users to in the list.

Cut and paste the list of names from the spread sheet. This would generate a comma

separated list of usernames.
Select the Adjust credit by option; then enter $10.00 in Amount.

Click OK to apply the change.

4.2.4.3. Additional information

Bulk user operations apply changes to all users matching the selected group and other cri-

teria. Settings under the Groups section or shared accounts are not affected.

0 Warning: Group level operations are one-way and cannot be undone. Always

carefully consider the operation before proceeding. If you are unsure of the func-
tion or behavior, performing a backup prior to undertaking the operation is

advised.

Other bulk user operations available under Bulk user actions include:

“ Adjust or set the users' credit (perform a transaction).

® Change the users' restriction status

® Modify account selection popup options

 Reset the users' count statistics

“ Apply user level overrides, such as, print cost adjustments, and disabling printer filters

for a user

“ Disable printing for a specified period of time

® Generate new card/ID numbers for users who don't have one
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4.2.5. Using overdrafts

The overdraft setting applies to restricted users (and restricted shared accounts). An over-
draft allows a user to continue to use services even though their account has dropped
below zero. In essence, the overdraft value moves the "zero-point" allowing users to over-

draw the account to the agreed limit. An overdraft can also be referred to as a credit limit.
Reasons for using an overdraft include:

“ Provide users with flexibility between budget, quote or allocation periods. For
example, an overdraft allows a user to "draw on" a portion the next month's quota

allocation.
® To Implement a credit system with credit limits rather than an up-front pay system.
* Grant trusted users a "loan" on a case-by-case basis.
You can define an overdraft at two levels:
1. Globally as a default affecting all users and shared accounts.

2. On anindividual user or account basis.

The default overdraft is zero. You can change this Options > General > Account

Options > Default overdraft limit

Optionally, you can apply a separate overdraft to an individual user (or shared account)

using the following procedure:
1. Click the Users section.
2. Selectthe user.
3. Ensure the account is set as Restricted.
4. In Overdraft, select the option Individual overdraft.

5. Enter a positive value in the adjacent overdraft balance field.
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6. Click Apply to save the changes.

Balanoa
$1.70 (adiust)

[¥] Restricted

Overdraft
Individual cverdraft w §20.00

4.2.6. Batch User Data Import and Update

The user data batch import and update feature allows the administrator to import users,
user information and optionally update existing users details by reading data from a simple

text file. It enables administrators to update the following user data:
“ Credit balance
® Restriction status
“ Fullname
Email address
“ Department
@ Office
Primary Card/ID Number
® Card/ID PIN
“ Notes
“ Secondary Card/ID Number
“ Other email addresses
Username alias
“ Home folder

Examples of where the batch user details imp